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Abstract. Dynamic availability is the ability of a consensus protocol to
remain live despite honest participants going offline and later rejoining.
A well-known limitation is that dynamically available protocols, on their
own, cannot provide strong safety guarantees during network partitions
or extended asynchrony. Ebb-and-flow protocols [SP21] address this by
combining a dynamically available protocol with a partially synchronous
finality protocol that irrevocably finalizes a prefix.

We present Majorum, an ebb-and-flow construction whose dynamically
available component builds on a quorum-based protocol (TOB-SVD).
Under optimistic conditions, Majorum finalizes blocks in as few as three
slots while requiring only a single voting phase per slot. In particular,
when conditions remain favourable, each slot finalizes the next block
extending the previously finalized one.
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1 Introduction and Related Work

Traditional Byzantine consensus protocols such as PBFT [4] and HotStuff [19]
typically assume a fixed set of validators that remain online; in such settings,
going offline is treated as a fault.

Some permissionless systems require dynamic participation: honest valida-
tors may go offline and later rejoin. This notion was implicit in Bitcoin [I4]
and formalized by Pass and Shi via the sleepy model [18]. We call a protocol
dynamically available if it preserves safety and liveness under this type of churn.

A limitation is that dynamically available protocols, on their own, cannot
provide strong safety guarantees during network partitions or extended asyn-
chrony while also maintaining liveness [10]. Ebb-and-flow protocols [I5] address
this by combining a dynamically available chain-growth protocol with a partially
synchronous finality layer that irrevocably finalizes a prefix. Ethereum follows
this pattern: LMD-GHOST [20] provides dynamically available chain growth, and
Casper FFG [2] finalizes a prefix (as in Gasper [3]).
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Momose and Ren [I3] initiated the study of deterministically safe dynam-
ically available consensus via quorum techniques adapted to dynamic partici-
pation. This line of work led to multiple quorum-based dynamically available
protocols with different trade-offs [TIIT2IJ9U5].

In particular, D’Amato et al. [7] introduced TOB-SVD, a majority-quorum-
based protocol targeting practicality at scale. TOB-SVD tolerates up to 50%
Byzantine faults and can decide with a single voting phase in the best case,
improving over earlier multi-phase designs.

In this work we present Majorum, an ebb-and-flow protocol whose dynam-
ically available component builds on TOB-SVD. Under optimistic conditions,
Majorum achieves three-slot finality while requiring only a single voting round
per slot. Relative to the only ebb-and-flow construction we are aware of that is
deployed in production — namely, Ethereum’s — this reduces optimistic time to
finality from 64 slots to 3. We further introduce, to our knowledge for the first
time, a principled integration of two complementary confirmation rules within
an ebb-and-flow protocol: traditional k-deep confirmation and fast confirmation.

1.1 Technical Overview

In large-scale consensus systems, each voting round is costly. With hundreds of
thousands of validators, votes are typically aggregated and re-broadcast before
they can influence the global view; consequently, even a single logical voting
phase can incur an end-to-end delay closer to 2A than A. Ethereum illustrates
this effect: attestations are aggregated and disseminated before contributing to
fork choice, yielding an effective 2A latency per voting round. This motivates
our first design goal: a dynamically available protocol that, under synchrony,
makes progress with as few voting phases as possible.

Our second goal is to obtain the guarantees characteristic of ebb-and-flow
protocols [I6]. Under synchrony (even with reduced participation), the system
should remain live and produce a synchronously safe chain. Under a network
partition or extended asynchrony, a finalized prefix should remain forever safe,
while only the non-finalized suffix may be reverted. Achieving both goals calls
for a dynamically available protocol with an efficient voting structure that can
be paired cleanly with a partially synchronous finality gadget.

For these reasons, we take TOB-SVD as our starting point. TOB-SVD is a
dynamically available consensus protocol based on majority quorums; in the
synchronous model, it achieves optimal Byzantine resilience within this design
space and, in the best case, requires only a single voting phase per decision.
In the remainder of this overview, we describe the modifications we apply to
TOB-SVD and how we pair the resulting dynamically available protocol with a
partially synchronous finality layer whose purpose is to finalize — that is, to pro-
vide asynchronous safety to — a prefix of the produced chain, yielding Majorum.

The appeal of Majorum, and of ebb-and-flow protocols more generally, is
that they can remain live under synchrony even in low participation regimes —
for instance, when a large fraction of validators are temporarily offline. Ethereum
is a noteworthy deployed example of this design pattern: block production can



Majorum: Ebb-and-Flow Consensus with Dynamic Quorums 3

continue under synchrony even when participation drops (although finality may
stall). Moreover, Ethereum’s incentive structure encourages validators to stay
online and participate promptly; nevertheless, dynamic participation remains
practically relevant, for example due to crash failures caused by consensus-client
bugs [17].

TOB-SVD proceeds in slots: at the start of slot ¢, an elected proposer broad-
casts a block (propose phase); after A, validators cast votes (vote phase); and
after another A, the protocol decides according to the majority of observed votes
(decide phase). In the original protocol, proposals made in slot ¢ are decided dur-
ing the decide phase of slot ¢ + 1. All safety guarantees are fully deterministic;
no probabilistic arguments are used. Moreover, in TOB-SVD, proposals made by
honest proposers will always be voted on by all awake honest validators.

A key insight is that the deterministic decision phase does not influence
validator behavior; rather, it acts as an explicit confirmation mechanism. We
therefore remove the decision phase and confirm chains directly during the vote
phase via a k-deep confirmation rule, where k is chosen so that, within « slots,
an honest proposer is elected with overwhelming probability, obtaining a variant
that provides probabilistic rather than deterministic safety (Section . How-
ever, this modification alone confirms only those chains whose proposals lie at
least k slots in the past. To address this limitation, we introduce an optimistic
mechanism for fast confirmations (Section [3.3). Under favorable conditions, a
chain can be confirmed in the very slot in which it is proposed: concretely, if all
validators are awake and more than %n of them vote for the same chain, that
chain is fast-confirmed and may be immediately adopted in place of the k-deep
prefix.

This new protocol constitutes the dynamically available component of the
ebb-and-flow construction Majorum: once a block is confirmed in the dynamically
available layer, this confirmation can be fed into the partially synchronous layer
as a candidate for finalization.

Integrating these two layers is straightforward. We extend the voting message
format of TOB-SVD by adding an additional component that closely mirrors the
mechanism of Casper FFG — the finality gadget used in Ethereum’s consensus
protocol. Concretely, the voting phase of slot ¢ serves two purposes: (1) voting
for the proposal made in slot ¢, and (2) contributing to the finalization of a
previously confirmed chain within TOB-SVD.

Under this design, a proposal made by an honest proposer in slot ¢ is op-
timistically fast-confirmed during the same slot. It then becomes the target of
the first (of two) voting rounds in slot ¢ + 1. If it gathers more than 2n votes
in this first round, we say that it is justified. Finally, it becomes finalized in
slot ¢t + 2, during the second round of voting. Figure [I]illustrates the progression
of the combined protocol. Although this represents roughly a 3x increase over
same-slot finality, it avoids the need for multiple voting rounds within a single
slot — an approach that, at scale, would necessitate longer slot durations — while
retaining a single voting round per slot and thereby simplifying the protocol’s
timing assumptions and overall design.
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The remainder of this paper is organized as follows. Section [2] presents the
model and background. Section [3] introduces the dynamically available compo-
nent, reviewing TOB-SVD (Section and extending it to probabilistic safety
and fast confirmations (Section proofs in Appendix . Section |4 presents
the finality gadget (proofs in Appendix . Section |p| gives the full ebb-and-flow
protocol and its security analysis (Appendix . We conclude in Section @

2 Model and Preliminary Notions

2.1 System Model

Validators. We consider a set of n validators vy, ..., v,, each with a unique cryp-
tographic identity and known public key. Validators execute a common protocol.
An adaptive probabilistic poly-time adversary A may corrupt up to f validators,
gaining access to their state. Once corrupted, a validator is adversarial; other-
wise it is honest. Honest validators follow the protocol, while adversarial ones
behave arbitrarily. All validators have equal stake, and a proven misbehaving
validator is slashed (loses part of its stake).

Network. We assume partial synchrony: validators have synchronized clocks
and message delays are initially unbounded, but after an unknown global stabi-
lization time (GST) delays are bounded by A.

Time. Time is divided into discrete rounds. A slot consists of 4A rounds. For
round 7, its slot is slot(r) := |r/4A].

Proposer Election Mechanism. In each slot ¢, a validator v, is chosen as
proposer, denoted v;. If ¢ is clear, we omit the superscript. The proposer election
mechanism must satisfy: Uniqueness (exactly one proposer per slot), Unpre-
dictability (identity hidden until revealed), and Fairness (each validator elected
with probability 1/n).

Transactions Pool. We assume the existence of an ever growing set of trans-
action, called transaction pool and denoted by tzpool, that any every validator
has read access to. Consistently with previous notation, we use tzpool” to refer
to the content of tzpool at time r.

Blocks and Chains. A block is B = (b, p), where b is the block body (a batch
of transactions) and p > 0 is the slot when B is proposed. The genesis block is
Bgenesis = (b—1,—1) and has no parent. Each block references its parent, and
a child must have a larger slot. A block induces a chain, the path to genesis.
Chains are identified with their tip blocks. We write ch; < chy if chy is a strict
prefix of cho, and say that two chains conflict if neither extends the other.

The k-deep prefix of chain ch at slot ¢, denoted chr“’t7 is the longest prefix
ch’ with ch’.p < t — k. When ¢ is clear, we write ch™. We define chy < chy if
chy.p < chy.p, with equality only if the chains are identical. We call ch.p the
height (or length) of ch. A transaction ¢tz belongs to ch if it appears in a block
of ch, written tz € ch. Similarly, TX C ch means all transactions in TX are
included in ch.

Proposing and Voting. Validators may propose chains, generalizing block
proposals. Proposals occur in the first round of each slot. For readability, define
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propose(t) := 4At. Each slot also has a voting round, where validators vote on
proposed chains. Define vote(t) := 4At + A.

Gossip. We assume a best-effort gossip primitive that eventually delivers mes-
sages to all validators. Honest-to-honest messages are always delivered and can-
not be forged. Once an adversarial message is received by an honest validator v;,
it is also gossiped by v;. Votes and blocks are always gossiped, whether received
directly or inside another message. A validator receiving a vote also gossips the
corresponding block, and receiving a proposal gossips its blocks and votes. A
proposal for slot ¢ is gossiped only during the first A rounds of slot .

Views. A view at round r, denoted V", is the set of all messages a validator has
received by round r. We write V" for the view of validator v;.

Sleepiness. In each round r, the adversary may declare which honest validators
are awake or asleep. Asleep validators pause protocol execution; messages are
queued until they wake. Upon waking at round r, a validator must complete a
joining protocol before becoming active [6] (see the paragraph below). Adver-
sarial validators are always awake. Thus, awake, asleep, and active apply only
to honest validators. The sleep schedule is adversarially adaptive. In the sleepy
model [I8], awake and active coincide. Eventually, at an unknown global awake
time (GAT), all validators stay awake forever.

Let H,, A,, and H,,  denote, respectively, the set of active validators at
round r, the set of adversarial validators at round r, and the set of validators that
are active at some point in rounds [r,r'], i.e., H. ,» = U:/:T H;,with H; =0 if i <
0. We let Ao = lim;_; o0 Ayote(r) and note that f = [A|. Unless otherwise stated,
we assume throughout that f < %. For every slot ¢ after GST, we require

|Hvote(t—1) \ Avote(t)| > |Avote(t)| (]-)

In words, the number of validators active at round vote(t — 1) and not cor-
rupted by vote(t) must exceed the sum of adversarial validators at vote(t).

We impose this restriction to limit the number of honest validators the ad-
versary can corrupt after the voting phase of slot ¢ — 1 but before those votes
are tallied in later slots. Without such a bound, the adversary could corrupt too
many honest validators immediately after the voting phase and force them to
equivocate.

The main difference from the original sleepy model is that our constraints
apply only to active validators, i.e., those that have completed a joining protocol
and therefore have been awake for at least A rounds before vote(t). This reflects
the 2A stabilization period assumed by TOB-SVD for security; we refer to the
original paper for a formal treatment [7]. In practice, a validator is unlikely to
enjoy buffered and instantaneous delivery of messages as soon as it wakes up: it
must request recovery and wait for peers to return any decision-relevant messages
it missed. We treat a validator as active only after these replies arrive, which
takes at least 2A (one A to send, one A to receive) and may be much longer when
substantial state must be fetched. Hence, an explicit 2A stabilization window is
typically negligible relative to practical recovery times.
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We call the adversary model defined above the generalized partially syn-

chronous sleepy model. When the context is clear, we refer to it simply as the
sleepy model. An execution in this model is said to be compliant if and only if it
satisfies the sleepiness Condition .
Joining Protocol. An honest validator waking at round r must first run the
joining protocol. If v; wakes in round r € (vote(t —2) + A, vote(t — 1) + 4],
it receives all queued messages and resumes execution, but sends nothing until
round vote(t), when it becomes active (unless corrupted or put back to sleep). If
v; is elected leader for slot ¢ but is inactive at proposal time, it does not propose
in that slot.

2.2 Security

We treat A and x as security parameters for cryptographic primitives and the
protocol, respectively, assuming x > 1. We consider a finite time horizon Teef,
polynomial in . An event occurs with overwhelming probability (w.o.p.) if it
fails with probability negl(x) + negl(\). Cryptographic guarantees hold with
probability negl()), though we omit this explicitly in later sections.

Definition 1 (Safe protocol). We say that a protocol outputting a confirmed
chain Ch is safe after time Ty in executions &, if and only if for any execution
in &, two rounds r,1" > Ty, and any two honest validators v; and v; (possibly
i = j) at rounds v and 1’ respectively, either Ch] =< Ch;l or Ch;/ =< Ch;. If
Tiec = 0 and & includes all partially synchronous executions, then we say that a
protocol is always safe.

Definition 2 (Live protocol). We say that a protocol outputting a confirmed
chain Ch is live after time Tsec in executions £, and has confirmation time Teong,
if and only if for any execution in £, any rounds r > Teee and r; > 1 + Teons,
any transaction tx in the transaction pool at time r, and any validator v; active
in round r;, tx € Ch;*. If Teee = 0 and & includes all partially synchronous
executions, then we say that a protocol is always live.

Definition 3 (Secure protocol [6]). We say that a protocol outputting a
confirmed chain Ch is secure after time Tsee, and has confirmation time Teons, if
it is safe after time Tsee and live after time Tysee with confirmation time Teons. A
protocol is always secure if it always both safe and live

We now recall the notions of Dynamic Availability and Reorg Resilience
from [§].

Definition 4 (Dynamic Availability). A protocol is dynamically available
after time Tyyn if and only if it is secure after Tyyn with confirmation time Teons =
O(k). We say a protocol is dynamically available if it always secure when GST =
0.

Note that Dynamic Availability presupposes a certain level of adversarial
resilience. In the protocol of Section [§] Dynamic Availability is attained provided
Constraint holds.
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Definition 5 (Reorg Resilience). A protocol is reorg-resilient after slot treorg
and time Treo,gﬂ in executions & if, for any E-execution, round r > Tieorg, and
validator v; honest inr, any chain proposed in slot t > treorg by a validator honest
in propose(t) does not conflict with Ch]. We say a protocol is reorg-resilient if
this holds after slot 0 and time 0.

Accountable Safety. In addition to Dynamic Availability, we require account-
ability in the event of safety violations.

Definition 6 (Accountable Safety). A protocol has Accountable Safety with
resilience f2°° > 0 if any safety violation admits a cryptographic proof — con-
structed from the message transcript — that identifies at least f2°¢ misbehaving
validators, while never falsely accusing an honest protocol-following participant.

By the CAP theorem [I0], no consensus protocol can ensure both liveness
with dynamic participation and safety under partitions. Thus, Neu, Tas, and
Tse [I5] proposed ebb-and-flow protocols, which output two chains: one live
under synchrony and dynamic participation, and one safe under asynchrony.

Definition 7 (Secure ebb-and-flow protocol). A secure ebb-and-flow pro-
tocol outputs an available chain chAva that is dynamically (wailablcﬂ and a
finalized chain chFin that is always safe and live after max(GST, GAT)+0(A)
with Teont = O(k). Hence, chFin is secure after max(GST,GAT)+O(A) with
Teont = O(K). Moreover, for every honest validator v; and round r, chFin] is a
prefix of chAva; .

Our protocol follows the ebb-and-flow approach [I6]: chAva comes from the
dynamically available component (Sec, while chFin is finalized by a PBFT-
style protocol akin to Casper FFG[2] (Sec. [4).

Fork-Choice Function. A fork-choice function FC is deterministic: given views,
a chain, and a slot ¢, it outputs a chain ch. We use the majority fork-choice
function (Algorithm , which selects the longest chain supported by a majority
of the voting weight.

3 The Dynamically Available Component

We begin by presenting the dynamically available component of our protocol.
In Section [3.1] we recall TOB-SVD, summarizing its operation and guarantees.
In Section [3:2] we describe our modifications that yield a probabilistically safe,
dynamically available consensus protocol. We then introduce the notion of fast
confirmations and prove its Dynamic Availability (Appendix [A]), which enables
integration into the ebb-and-flow protocol presented in Section [5| and fully de-
tailed in Appendix [C]

3 In this work we always have Treorg > 4 Atreorg-
4 When we say that a chain produced by protocol IT satisfies property P, we mean
that protocol IT itself satisfies P.
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3.1 Recalling TOB-SVD

We recall the deterministically safe, dynamically available consensus protocol of
D’Amato et al. [7]. We refer the reader to the original work for full technical de-
tails, and summarize here its operation, guarantees, and the aspects relevant to
our modifications toward a probabilistically safe variant. After recalling the orig-
inal protocol, we show how to introduce fast confirmations and prove Dynamic
Availability, which enables its use in our ebb-and-flow protocol.

TOB-SVD [7] proceeds as follows. During each slot ¢, a proposal (B) is made
in the first round through a [PROPOSE, B, t, v;] message, and a decision is taken
in the third round. During the second round, every active validator v; casts
a [VOTE, ch, -, t,v;] message for a chain ch (The third component in the vote
message is omitted here; it will be introduced later when describing the ebb-
and-flow protocol.) Importantly, proposals made in slot ¢ are decided during the
decide phase of slot ¢ + 1. All safety guarantees are fully deterministic.

Let V be a validator’s view at slot t. We define:

Vet .= {[VOTE, ch’, -, -, ] € V' : V' = FlLima (FILp_exp (FlLeq(V), 1)) A ch < ch'},

where FlLq removes equivocations, FIL;i ey, discards ezpired votes (i.e., votes
older than one slot, which are no longer considered), and FIL;,q retains only the
latest vote from each validator.

Thus, VM is the set of latest, non-expired, non-equivocating votes support-
ing chains that extend ch.

The protocol employs a majority fork-choice function MFC (defined formally
in Algorithm : Given views V and V', a base chain ch®, and slot ¢, it returns
the longest ch = ch® such that [V 0 (V)| > 1|S(V' 1)|, where S(V',¢) is
the set of validators appearing with non-expired votes in V' at slot ¢. If no such
chain exists, MFC returns ch®.

Algorithm 1 MFC, the majority fork-choice function

1: function MFC(V, V', ch®,t)

2 return the longest chain ch > ch® such that

3: ch = ch® v [vert  (V)ent| B0

4: function S(V,t)

5: return {vj : [VOTE, -, -, -, vg] € V' AV’ = FlLiexp(V, 1)}

The protocol executed by validator v; proceeds in four phases:

1. Propose (4At): If v, is the proposer for slot ¢, it broadcasts [PROPOSE, ch,, ¢, v,]
through gossip, where ch, = MFC(V,,V,, Bgenesis, t) and ch,.p = ¢. In prac-
tice, MFC(V;, V;, Bgenesis, t) is the parent of ch,, but we allow the more
general case where ch, is any extension of this parent with ch,.p = 1.

2. Vote (4At+A): Each validator computes chMFC .— MFEC(Vfrozen 'y, Bgenesis t),
then gossips a vote message [VOTE, ch’, -, t,v;], where ch’ is a chain proposed
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— <:hMFC

in slot t extending chMFC with ch’.p=t, or ch’ if no valid proposal

exists.

3. Decide (4At + 2A): Set Ch; = MFC(V/,V;, Bgenesis: t), update V' =V,
and store V.

4. Freeze (4At + 3A): Set Vioren =), and store it for the next slot.

3.2 Probabilistically-Safe Variant

A probabilistically safe variant of the protocol just presented is obtained by
observing that decisions do not influence validator behavior: they serve only as
a confirmation mechanism for deterministic safety. In slot ¢, the decision phase
stores V' for use in the next slot but otherwise has no effect. Removing this phase
simplifies the protocol while preserving probabilistic safety. The main difference
— aside from removing the decide phase and thus reducing the slot duration
from 4A to 3A — is the introduction of a new probabilistic confirmation rule.
During the vote phase, the protocol designates as confirmed the x-deep prefix
of the chain output by MFC. The parameter x is chosen so that, within &
slots, an honest proposer is elected with overwhelming probability, ensuring that
consensus reliably progresses and that this prefix will not later be reverted.

1. Propose (3At): If v; is proposer for slot ¢, it gossips [PROPOSE, ch,, ¢, v;],
with ch, = MFC(V;, Vi, Bgenesis, t) and chy,.p = t.

2. Vote (3At+A): Compute chMFE .— MFEC(Vozen Y, Byenesis, ), then gossip
a vote message [VOTE,ch’,- t,v;], where ch’ is a chain proposed in slot t
extending chMFC with ch'p =t orch’ = chMFC if no valid proposal exists.

[k
Set the confirmed chain as the k-deep prefix Ch; = (chMFC> .
3. Freeze (3At +2A): Set Virozen =), store it, and advance to slot ¢ + 1.

Under synchrony, Constraint (adapted to slots of duration 3A) holds.
With an honest proposer in slot ¢, the proposed chain ch, extends the lock (i.e.,
ch?At“LA), ensuring all honest validators vote for ch,. This alignment of votes
yields Reorg Resilience, which in turn provides probabilistic safety under the x-
deep rule. The details are shown in Appendix, in the proof of the final protocol

variant.

3.3 Probabilistically-Safe Variant with Fast Confirmations

The protocol described above confirms only chains proposed at least s slots in
the past. We now extend it with a mechanism for fast confirmations: under
certain favorable conditions, a chain can be confirmed in the very slot in which
it was proposed. Concretely, if all validators are awake and more than %n of
them vote for the same chain, that chain is fast-confirmed and may be adopted
immediately in place of the x-deep prefix.

The advantage of this confirmation rule, compared to the original one, is
that chains proposed in slot ¢ can now be confirmed already in slot ¢, rather
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than waiting until slot ¢ + 1 as in the original design. The drawback is that,
unlike the original rule, this fast confirmation requires full participation in the
vote phase. However, since the protocol still retains the k-deep confirmation
mechanism, lack of full participation simply causes the protocol to fall back to
confirming the x-deep prefix of the chain output by MFC.

This capability (formalized in Algorithm serves as a building block for our
ebb-and-flow protocol.

Observe that k-deep confirmation would suffice, but it yields poor latency,
whereas fast confirmation would suffice but makes no progress under poor par-
ticipation.

The Protocol. Algorithm [2 defines fastconfirmsimple(V,t) — (ch®, Q°),
where ch® is a chain supported by more than %n validators voting in slot ¢ ac-
cording to view V, and Q€ is a quorum certificate consisting of the corresponding
VOTE messages. If no such chain exists, it returns (Bgenesis, ?)-

The protocol also relies on the function Extend(ch,t): If ch.p < ¢, then
Extend(ch, t) produces a chain ch’ of length ¢ that extends ch and includes all
transactions in tzpoolP°P*¢(") If instead ch.p > ¢, the behavior of the function
is left unspecified.

Each honest validator v; maintains three local objects. First, the message set
Vifroze“, which is the snapshot of V; taken at time 3A in each slot. Second, the
chain variable ch™*" defined as the greatest fast-confirmed chain at time 3A in
slot t; this variable is updated between 0 and A of slot ¢t + 1 using the PROPOSE
message for slot ¢+ 1. Finally, the confirmed chain Ch;, which is updated at time
A in each slot and may be updated again at 2A.

For notation, if var is a state variable, we write var” for its value after
round 7, or VI"”™" if it already has a superscript. For readability, we abbreviate
fconf(t) := 4At + 2A and merge(t) := 4At 4 3A.

Algorithm 2] proceeds as follows:

1. Propose (4At): The proposer v, broadcasts [PROPOSE, ch,, ch®, Q% -.t, Up),
where ch, = Extend(ch™" t) and chM*® = MFC(V,,V,, Bgenesis, t). The
tuple (chc, QC) is computed via fastconfirmsimple(V,,t).

2. Vote (4At + A): Upon receiving a valid proposal (with Q¢ certifying ch®
and chy,.p = t), validator v; updates chf#°n Tt then computes MFC using:
(1) Pfrozen,vote(t), (ii) V;me(t), and (iii) ch™*™", By construction, the voting-

K3

phase output is always a prefix of the proposer’s chain (the Graded Delivery
property [7]). If the proposal extends this chain, v; votes for it; otherwise it
votes for its local fork-choice. It also updates Ch; to the longer of: (i) the
r~deep prefix of its MFC output, and (ii) the previous Ch;, unless the latter
is not a prefix of the former.

3. Fast Confirm (fconf(t)): If at least 2/3n validators vote for a chain ch®™¢,
then v; fast confirms it by setting Ch; = ch®®nd,

4. Merge (merge(t)): At round 4At + 3A, v; updates Vrozen and chfrozen for
use in slot ¢ + 1.
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Algorithm 2 Probabilistically-safe variant of TOB-SVD with fast confirmations
- code for v;
1: Output
2: Ch; < Bgenesis: confirmed chain of validator v;
3: State
4: Vfrozen B nesis}: snapshot of V at time 4At + 3A
5: chgrOZen ¢ Bgenesis: snapshot of the fast-confirmed chain at time 4At + 3A
6: function fastconfirmsimple(V,t)
7 let fast® := {ch: |[{v;: 3ch’ = ch: [vorE,ch’,- t,-] € V}| > Zn}
8: if fast®®4* £ () then
9: let fast™? := max (fast®"
10: let Q := {[voTE,ch’,-,t,] €V : ch’ > fast®d}
11: return (fast®*, Q)
12: else
13: return (Bgenesis, 1)
PropPOSE
14: at round 4At do
15: if v; = vfa then
16: let (ch®, Q%) := fastconfirmsimple(V;,t — 1)
17: let chM™© := MFC(V;, Vs, ch® 1)
18: let ch, := Extend(ch™" t)
19: send message [PROPOSE, chy,, ch®, Q°, -, , v;] through gossip
VOTE
20: at round 4At + A do
21: let chMFC .= MFC(Vfozen ), chfrozen 1)
22: Ch; + max({ch € {Ch;, (ch™F)[*} : ch < chMF¢})
23: let ch := PrROPOSEd chain from slot ¢ extending chMF¢ and
24: with ch.p = ¢, if there is one, or ch ¢ otherwise
25: send message [VOTE, ch, -, ¢, v;] through gossip

26:
27:
28:
29:

30:
31:
32:

33:
34:
35:
36:

Fast CONFIRM
at round 4At + 2A do
let (fast®? Q) := fastconfirmsimple(V;,t)
if Q # 0 then
Ch; < faste®nd
MERGE
at round 4At + 3A do
szrozen — Vz
(chirozen ) « fastconfirmsimple(V;,t)

upon receiving a message [PROPOSE, chy, chg7 Qg, -ty vp]
at any round in [4At¢,4At + A] do
if valid([PROPOSE, chy,, chS, QY -, t,v,]) A chi*™ < chS then
chfrozen o chg

In Appendix [A] we prove that Algorithm [2| satisfies Reorg Resilience (Theo-

rem (1) and Dynamic Availability (Theorem [2)).
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We first establish that if all active validators in slot ¢ send a VOTE for a chain
extending ch, then every validator active in slot ¢+1 will also vote for a chain
extending ch, since MFC necessarily outputs such an extension (Lemma . It
follows that if any validator fast confirms a chain ch in slot ¢, then all validators
active in later slots will output an extension of ch via MFC (Lemma/3]). A similar
guarantee holds for chains proposed by honest validators (Lemma

These results imply that the confirmed chain of any honest validator at round
r; — even if the validator is inactive at r; — is always a prefix of the MFC output
of any validator active in later rounds (Lemma [5). This property is the key
ingredient in proving Reorg Resilience.

We further show that an honest proposer can include all transactions from
the pool in its proposal (Lemma @ Combined with the above lemmas, this
yields Dynamic Availability w.o.p. (Theorem .

We prove that fast confirmations are achievable (Lemma. Although not a
formal security property, this result is central to the practical responsiveness of
the protocol.

4 Finality Component

The finality component of our protocol finalizes, in each slot, a chain that extends
the one finalized in the previous slot. We introduce the following terminology.

Checkpoints. A checkpoint is a tuple C = (ch, ¢), where ch is a chain and ¢ is
the slot in which ch is proposed for justification. By construction ¢ > ch.p. We
use ¢ to order checkpoints: C < C’ iff C.c < C'.¢, with equality only for identical
checkpoints.

Justification. A set of FIN-VOTEs forms a supermajority link C — C’ if at
least 2n/3 validators issue FIN-VOTEs from C to C’. A checkpoint is justified if
either (i) C = (Bgenesis; 0) or (ii) it is reachable from (Bgenesis, 0) by a chain of
supermajority links. A chain ch is justified iff some justified checkpoint C satisfies
C.ch = ch. Given a view V, C is justified in V if V contains the corresponding
supermajority links. The justified checkpoint with largest slot in V is the greatest
Justified checkpoint GJ(V), whose chain is the greatest justified chain. Ties break
arbitrarily.

Finalization. A checkpoint C is finalized if it is justified and there is a super-
majority link C — C’ with C’.c = C.c+1. A chain is finalized if it belongs to some
finalized checkpoint. By definition (Bgenesis, 0) is finalized. Function F(V,C) (Al-
gorithm [3)) returns true iff C is finalized in V. The finalized checkpoint of highest
slot is GF (V). A chain ch is finalized in V iff ch < GF(V).ch.

Finality Votes. Validators issue two types of votes. The standard VOTE message
embeds a FIN-VOTE, a tuple [FIN-VOTE, C1, Cz, v;] linking a source C; to a target
Cy. A FIN-VOTE is walid if Ci.c < Co.c and Ci.ch < Cy.ch. We write such a vote
simply as C; — Cs.

Equivocations. A validator v; equivocates if it sends two VOTE messages in the
same slot ¢ for different chains ch # ch’.
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Algorithm 3 Justification and Finalization

1: function valid(C1 — C2)
2: return A Ci.ch < Cs.ch
3: ANCi.c<Ca.c

4: function J(C,V)

5 return V C = (Bgenesis; 0)

6: V3S,M CV:A IS, V)

7 A valid(S — C)

8 A [{vk : [VOTE,-,8 — C,-,ux] € M}| > 2n

9: function F(C,V)

10: return V C = (Bgenesis; 0)

11: vV A JCY)

12: ANIT MCV:ANT.c=Cc+1

13: A valid(C — T)

14: A vk : [VOTE,-,C = T, ve] € M}| > 2n

A validator v; is subject to slashing (as introduced in Section for two
distinct FIN-VOTEs C; — Co and C3 — C4 if either of the following conditions
holds: E1 (Double voting) if Ca.c = Cy4.c, implying that a validator must not
send distinct FIN-VOTEs for the same checkpoint slot; or E2 (Surround voting)
if C3.¢c < C1.c < Cq.c < Cy.c.

In Appendix [Bl we prove that if a checkpoint (ch;,¢;) is justified while an-
other checkpoint (chy,cy) is already finalized with ¢; > ¢y, then either ch; ex-
tends chy, or at least n/3 validators must have violated one of the two slashing
conditions (Lemma . In particular, we prove that if two conflicting chains are
ever finalized, then at least n/3 validators must have misbehaved (Lemma [9).

5 Majorum

Algorithm 4 State and output variables of Majorum (Algorithm

1: Output

2: chAva; <= Bgenesis: available chain

3: chFin; < Bgenesis: finalized chain

4: State

5: Vfrozen « [B resis}: snapshot of V at time 4At 4+ 3A

6: ch£rozen ¢ Bgenesis: snapshot of the fast-confirmed chain at time 4A¢ + 3A
7: GJo%m « (Bgenesis, 0): latest frozen greatest justified checkpoint
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Slot
PROPOSE ~ FAST CONFRIM I - S
VOTE MERGE VoTE VOTE
‘ : : : ‘ : : : : : ‘_AJ
f T T T T T T i T H : ; 1
t t+1 t+2
\
| R
. }LFa.st Confirmation }L Justification /t Finalization
\
R
- /t Fast Confirmation ( Justification

Fig. 1. An overview of the slot structure is shown, highlighting phases relevant to the
fast confirmation and finalization of a proposal. A proposal ch is made in the first slot
t (top left) and becomes fast-confirmed within the same slot. It is then justified in slot
t + 1 and finalized in slot ¢ + 2. Similarly, the next proposal ch’ made in slot t + 1 is
fast-confirmed once ch is justified, and it is justified once ch is finalized. This illustrates
how the confirmation and finalization process is pipelined across consecutive slots.

We now present Majorum (Algorithm [5]), which integrates the dynamically
available, reorg-resilient protocol of Algorithm [2] with the finality component
from Section [4] yielding a secure ebb-and-flow protocol. We describe Majorum
by highlighting the main differences from Algorithm [2| Figure [1| presents an
overview of the happy path execution and corresponding slot structure.

The function fastconfirm(V,t) extends fastconfirmsimple(V,t) from Al-
gorithm[2} it returns the same output if the fast-confirmed chain extends GJ (V).ch,
and otherwise returns (GJ (V).ch, 0).

Compared to Algorithm [2] validators maintain one additional variable: the
checkpoint variable GJ Zf-mzen, defined as the greatest justified checkpoint in v;’s
view at time 3A of slot t—1. This variable is updated during the interval [0, A]
of slot ¢ based on the PROPOSE message.

Majorum outputs two chains:

1. Available chain chAva;: corresponds to the confirmed chain Ch; of Algo-
rithm Bl

2. Finalized chain chFin;: set at fast confirmation rounds to GF(V;).ch, and
at vote rounds to the longest chain ch such that chFin; < ch < GF(V;).ch
and chFin; < chAva;.

Relative to Algorithm [2] the main changes are:

1. Propose: The proposer for slot ¢ includes in its PROPOSE message the great-
est justified checkpoint in its current view.

2. Vote: A proposal [PROPOSE, chy,, ch®, Q¢ GJ,t,v,] is valid only if G.7,, is
justified in v;’s view. To allow FIN-VOTEs to accumulate, validators delay
processing such proposals until vote(t). If valid and 67, >~ GJ ?OZE“, then
v; updates both G7T%" and ch!™*™ (ensuring ch™**™ = Ggirozen) The
available chain chAva; is then set to the maximum among: (i) its previous
value, (ii) the x-deep prefix of the current fork-choice, and (iii) G.7"%" ch,

i .
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Algorithm 5 Majorum — code for validator v;

1: function fastconfirm(V,t)

2: let (ch®,Q) := fastconfirmsimple(V,t)
3: if ch® = GJ(V).ch then return (ch®, Q)
4: else return (GJ(V).ch, ()

PRrROPOSE

5: at round 4At do

6 if v; = vf, then

7 let (ch®, Q%) := fastconfirm(V;,t — 1)

8 let chM© .= MFC(V;, V;,ch®,t) and chy, := Extend(ch™¢ )

9: send message [PROPOSE, ch,, ch®, Q, GJ(Vi), t, v;] through gossip
VOTE

10: at round 4At + A do
11: let chM™ := MFC(V[*", V;, chi**", t)

12: chAva; < max({ch € {chAva;, (ch™F€)I* GFfrozen ch} : ch < chMFCY)
13: chFin; « max({ch: ch < chAva; A ch <X GF(V;).ch})
14: if ggiroren e =¢ 1

15: let 7 := (chAva,,t)
16: else
17: let T := (gjﬁmze".ch,t)
18: let ch := PROPOSEd chain from slot ¢ extending chM©
19: and with ch.p = ¢, if there is one, or chM¢ otherwise
20: send message [VOTE, ch, G7T°%" — T t, v;| through gossip
Fast CONFIRM
21:at round 4At + 2A do
22: let (fast®®d .) := fastconfirm(V;,t)
23: if chAva; # fast®? then chAva; + fast®"?
24: chFin; <~ GF(Vs).ch
MERGE

25:at round 4At + 3A do

26 VIR Y

27: (chfrozen .y < fastconfirm(V;,t)
280 GITIM - GT(Vi)

29: upon receiving a message [PROPOSE, chy, chg7 Qg, GT p,t, vp)

30: at any round in [4At, 4At + A] do

31: when round 4At + A do

32: if valid([PROPOSE, chy, chS, QS G T, t,vp]) A J(GT p, Vi)A
33: GJ, > GTIo"" then

34: GT " GT,

35: if ch{"**" # GJ,.ch then

36: chirozen « g7, .ch

37: if chf*" < ch{ then

38: ch{™**" « chy

discarding any option not extending the fork-choice. Each validator also

includes a FIN-VOTE in its VOTE message, with source GJ*™ and target
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depending on its slot: if GJ ?OZC“ is from slot t—1, the target is chAvay;
otherwise, the target is G.J froze“.ch lifted to slot ¢.

3. Fast Confirm: If fastconfirm(V;,t) returns a candidate ch®®4 then v;
sets chAva; := ch®nd,

4. Merge: At round 4At + 34, v; updates Q.j?ozen to the greatest justified
checkpoint in its current view.

For GST = 0, Appendix [C] shows that chAva in Majorum is dynamically
available w.o.p. (Theorem [2) and reorg-resilient (Theorem [I)).

At a high level, assuming GST = 0, f < n/3, and Constraint , Ap-
pendix shows that integrating finality does not alter the core behavior of
Algorithm [2} Concretely, we prove that: (i) honest validators send identical mes-
sages in both protocols except for the finality component, (ii) their fork-choice
outputs coincide, and (iii) every chAva in Majorum is a confirmed chain of Algo-
rithm [2] Thus, all lemmas and theorems proved in Appendix [A] for Algorithm
also apply to Majorum.

Finally, in Appendix we show that after time max(GST,GAT) + 4A,
Majorum guarantees both accountable safety and liveness. In particular, it sat-
isfies three key properties. First, accountable safety: honest validators are never
slashed (Lemma ; hence, the existence of two conflicting finalized chains im-
plies that at least % validators violated a slashing condition (Theorem. Second,
monotonicity: the finalized chain chFin; of any honest validator grows monoton-
ically (Lemma . Third, liveness: after max(GST, GAT) + 4A, if two honest
proposers are elected in consecutive slots, then the first proposer’s chain is fi-
nalized within 2-3 slots (Theorem @, depending on whether rejustification is
needed. We conclude in Theorem [7] that Majorum satisfies the properties of a
secure ebb-and-flow protocol w.o.p.

Communication Complexity Majorum has expected communication complex-
ity O(Ln?3), where L is the block size. This matches the bound of the underlying
dynamically available protocol TOB-SVD, since honest validators forward all re-
ceived messages in each round, contributing to the O(Ln3) cost. The finality
gadget introduces no additional overhead, as it is embedded in the VOTE mes-
sage at round 4At + A. Thus, the overall complexity remains identical to that
of TOB-SVD.

6 Conclusion

We presented Majorum, a secure ebb-and-flow consensus protocol that achieves
security and efficiency with only a single voting phase per slot. Building on Mo-
mose and Ren [I3] and subsequent work, we adapted TOB-SVD as a dynamically
available foundation and simplified it to probabilistic safety, yielding a protocol
that is both simpler and more practical while retaining its guarantees. Combined
with a finality protocol, Majorum finalizes chains within two or three slots un-
der optimistic conditions, while preserving the communication complexity of its
underlying dynamically available protocol.
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A Analysis of Algorithm

Lemma 1. Consider a sequence of k independent slots, where in each slot an
honest validator is elected as proposer with probability at least p = %, where hg
is the number of active honest validators and n is the total number of validators.
For a finite time horizon Teons, polynomial in k, if p is non-negligible, then with
overwhelming probability, i.e., with probability at least 1 —negl(k) —negl(\), there

exists at least one pair of consecutive slots in which honest proposers are elected.

Proof. Let X; denote the event that the i-th slot has an honest proposer. By
assumption, each X; occurs independently with probability at least p. Let E be
the event that no two consecutive slots have honest proposers. We conservatively
upper bound P(E) by partitioning the sequence into |x/2] disjoint groups of
two consecutive slots. In each such pair, the probability that neither of the two
adjacent pairs (i, + 1) both contain honest proposers is at most 1 — p?.

Therefore, the probability of event F is at most:
P(E) < (1 —p?)l#/2l,

If p is non-negligible and « is treated as a security parameter, then this upper
bound becomes negligible in «; i.e., P(F) < negl(x).
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Since cryptographic failures occur with probability negl(\) (Section [2.2)), it
follows that the probability of failing to observe two consecutive honest proposers
is at most negl(k) + negl(A).

Hence, with overwhelming probability, there exists at least one pair of con-
secutive slots in which honest proposers are elected.

For any slot ¢, we define:

_ MFC;)ropose(t) = MFC(Vip)ropose(t)7Vipropose(t)’chcvt), where (Cth') _
faStCOnfirmsimp]_e(vpropose(t) i 1)

- MFCvote(t) MFC(Vfrozen ,vote(t) Vvote(t) hfrozen,vote(t),t).

Lemma 2. If, in slot t, all validators in H,oe(s) send VOTE messages for chains
extending chain ch, then, for any validator v; € Hyote(i+1), MFC'?rOpose(tH) >

ch and MFC;’Ote(tH) > ch, which implies that, in slot t + 1, all validators in
H\ote(t+1) send VOTE messages for chains extending ch.

Proof. Let v; be any honest validator in Hste(s41)- Due to the joining protocol,

this implies that v; is awake at round merge(t) = 4A(t+1) — A. Clearly the same

holds at time propose(t + 1) Chfrozcn ,propose(t+1) Bgenesus Ve hfrozcn propose(t+1) -

ch. Now we consider each case separately and for each of them prove that
MFCEropose (t+1) > ch.

Case 1: chﬁmzen’pmpose(tﬂ) = Bgenesis» Note that due to the Lemma’s and syn-
chrony assumptions, all the VOTE messages sent by validators in Hyete(s) \

Ayote(t+1) are included in VfrOpose(t+1). Hence, at time propose(t + 1), ‘th’tﬂ‘ >
|Hvote(t) \ Avote(t+1) ’ Similarl}’7 Hvote(t)\Avote(t+1) - S(Via t+1)- AISO, S(Vu i+

1) \ (Hvote(t) \ Avote(t+1)) c Avote(t+1) U (Hvote(t—l+l),vote(t—1) \Hvote(t)) as
any VOTE in S(V;,t + 1) that is not from a validator in Hyte(s) \ Avote(t+1)
must be either from a validator Byzantine at time vote(t + 1) or from a val-
idator active at some point between vote(t — 1 4 1) and vote(¢t — 1) but not
active at time vote(t). Then, we have

|S(Vi7 i+ 1)| = |Hvote(t) \ Avote(t+1)| =+ |S(V'La t+ 1) \ (Hvote(t) \ Avote(t+1))|
< |Hvote(t) \Avote(t+1)| + ‘Avote(t-i-l) U (Hvote(t—1+1),vote(t—1) \Hvote(t))|
<2 ’Hvote(t) \ Avote(t+1)|

where the last inequality comes from Equation .
Hence, at time propose(t + 1), ‘Vich’tﬂ‘z ]H\,ote(t) \Avote(tﬂ)’ > w
Therefore, MFC?rOpose(tH) > ch.

Case 2: ch?ozen’pmpose(tﬂ) = ch. Given that by definition, MFC?rOpose(tH) -
Chﬁrozen,propose(t«k1)7 we have that MFC?ropose(tJrl) - ch.
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Now let us move to proving that MFCZme(Hl) > ch. Note that if a

[PROPOSE, B, chg7 Qg, t+1,v,] message is valid, then chg = Bgenesis \/chg > ch.

. . f te(t+1 f ¢ f te(t+1
Line [36 implies that ch"“vetelitl) — pfrozen.merge(t) o frozenvote(t+1) chs.

Then, from ch?ozen’merge(t) = Bgenesis\/ch?ozen’merge(t) > ch and Line , it follows
that, at time vote(t + 1), chﬁrozen’vom(tﬂ) = Bigenesis V ch?rozen"mte(’url > ch. Now
we consider each case separately.

Case 1: chgmze“"’me(”l) = Bgenesis- Note that due to the Lemma’s and syn-

chrony assumptions, all the VOTE messages sent by validators in Hyee(s) \

frozen,vote(t+1) N Vvote(t-{-l)
i

Avote(t+1) are included in V; . From here the proof

is effectively the same as the one for Case 1 for MFCErOpose(Hl)

V’L!;)ropose(tJrl) replaced by Vifrozen,vote(H»l) N V;/ote(tJrl).

Case 2: ch™**) — ch. Similarly to proof of Case 2 for MFCP P +1,
given that by definition, MFC;’Ote(tH) b ch?ozen""’te(tﬂ)’ we have that

MFCYet) o h

, just with

From MFCZOte(tH) > ch follows that, in slot ¢t + 1, v; sends a VOTE message
for a chain extending ch.

Lemma 3. If an honest validator fast confirms a chain ch in slot t (i.e., there
exists Q such that (ch,Q) = fastconfi'rmsimpLe(VifCO"f(t),t) ANQ #D), then, for
any slott' >t and validator v; € Hygpe(r), MFC?rOpose(t,) > ch and MFC;’Ote(t/) >
ch, which implies that, all validators in Hyee(ry send a VOTE message for a chain
extending ch.

Proof. The proof is by induction on ¢'.

Base Case: ' =t + 1. Assume that at round fconf(¢), an honest validator in
H ote(r) fast confirms a chain ch. Given that we assume f < %, conflicting
quorum certificates cannot form in the same slot. Then, due to the joining
protocol and the synchrony assumption, at time merge(t) = 4A(t + 1) — A,
ch?ozcn’ merge(t) _ ch for any validator v; € Hyote(141)-
Similarly, if a [PROPOSE, chy, chg, QY t+1,v,] message is valid, then chg =
Bgenesis V chg = ch. This and Lines [35| to [36| imply that, at time vote(t + 1),
Chfl'ozcn,vote(t+1) —¢ch
i .

Hence, because MFCZOte(tH) = ch?ozen’vme(tﬂ), MFCZOte(tH) > ch, imply-
ing that all validators in H,gte(141) sSend VOTE messages extending chain ch.
Inductive Step: ¢’ >t + 1. Here we can just apply Lemma |2 to conclude the
proof. a0

Lemma 4. Lett be a slot with an honest proposer v, and assume that v, sends
a [PROPOSE, ch,,, chg7 Qg, t,vp| message. Then, for any slot t' > t, all validators
in Hyote(ry send a VOTE message for a chain extending chy,. Additionally, for
any slot " > t and any validator v; € Hyoge(pry, MFC?mpose(t ) > ch, and

MFCe"") = ch,.
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Proof. The proof is by induction on ¢'.

Base Case: ¢’ =t. Suppose that in slot ¢, an honest proposer v, sends a

[PROPOSE,chp,chg,Qgt,vp] message. Consider an honest validator v; €

Hote(r)- Note that due to the synchrony assumption, Vzm erge(t—1) -

V;))ropose(t) n

Given that we assume f < %, this further implies that

frozen,merge(t—1) c _ frozen,merge(t—1)
ch; # Bgenesis = ch, = ch; . Hence, clearly

chf = chﬁmzen’merge(t_l). Therefore, due to Lines |35 to chﬁmzen"me(t) =
chg.

SEetl )

2

. MFC‘,{OtE(t)7t MFCYOte(t),t
We know that either ) ‘ ny; ¢

7

(V_frozen
%

MFC;’Ote(t) = chfT®”*™ Let us consider each case separately.

MFCYOtE(t) it MFC\{ote(t) .
Ct M s BOOL By the Graded De-

3

Case 1: ‘ (Vfrozen)

. .. . . MECYe® 4
livery property [7], this implies that at time propose(t), |V, = °

7‘5(‘)2”7”' meaning that, due to Line ch, = MFC;’Ote(t) and hence, due

to Lines [24] and 25] in slot ¢, v; sends a VOTE message for ch,,.
Case 2: MFCZOte(t = chfr°=*™  Due to Lines [24] and v; still sends a
VOTE for ch,, as ch, = chl = chff*e" = MFC**(").
Inductive Step: t' > t. Here we can just apply Lemmato conclude the proof.
O

Lemma 5. Let r; be any round and r; be any round such that r; > r; and r; €
{propose(slot(r;)), vote(slot(r;))}. Then, for any validator v; honest in round r;
and any validator v; € H,,, Chi* < MFC;j,

Proof. We proceed by contradiction. Let r; be the smallest round such that
there exist two honest validators v; and v;, and round r; such that r; > r; and
r; € {propose(slot(r;)), vote(slot(r;))} and Ch]* £ MFC?, that is, r; is the first
round where the chain confirmed by an honest validator conflicts with the output
of MFC of (another) honest validator at a propose or vote round r; > r;. Given
the minimality of ;, Ch*~' # Ch* which then implies that v; € H,.,. This can
only happen if r; is either a voting or a fast confirmation round. Let t; = slot(r;)
and proceed by analyzing each case separately.

MNL
Case 1: r; is a vote round. Due to Line Chfi > (MFCZOte(“)) . Let us
now consider two sub cases. :
Case 1.1: Ch]* = (MFC;’Ote(m) . With  overwhelming  probability

(Lemma [I]), there exists at least one slot t, in the interval [t; — &,t;)
with an honest proposer v,. Let ch, be the chain PROPOSEd by v, in

slot ¢,. Given that ¢, < t;, Lemma 4| implies that MFCZOte(ti) >= chy,.
NN .
Then, because ¢, > t; — k, we have that ch, = (MFC;’Ote(tl)) = Chl".
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Because t, < slot(r;), Lemma |4 also implies that ch’’ = ch, = Ch}’
leading to a contradiction.
. N [ ) y .
Case 1.2: Ch}* > (MFC;’Ote(t‘)> . This case implies that Ch" = Ch}* 1
From the minimality of r; we reach a contradiction.

Case 2: r; is a fast confirmation round. Note that this implies that t; <
slot(r;). Because of the minimality of r;, we only need to consider the case
that (Ch]*,Q) = fastconfirmsimple(V]",t;) A @ # (. Therefore, we can
apply Lemma |3 to conclude that ch;j > Ch!" reaching a contradiction. O

Theorem 1 (Reorg Resilience). Algorithm[3 is reorg-resilient.

Proof. Take a slot ¢, with an honest proposer v, who sends a PROPOSE message
for chain ch,,. Take also any round r; and validator v; honest in round r;. Now let
tj be any slot such that t; > max(t,,slot(r;)). Pick any validator v; € Hyote(t,)-

Lemma (4f implies that MFC;Ote(tj) > ch,,. Lemmaimplies that MFC;Ote(tj) -
Ch;*. Hence, ch, does not conflict with Ch[".

Lemma 6. For any slot t and validator v; € Hyropose(t) s MFCEFOPOSE(” .p <t.

Proof. Due to the Validity property of Graded Agreement [7] and the fact that
Bgenesis-p < 0, it is sufficient to prove that no validator honest in round propose(t)
has ever sent a VOTE message for a chain ch with ch.p > t. The proof is by
induction.

Base Case: t = 0. Obvious as no validator in Hpropose(s) has ever sent any mes-
sage.

Inductive Step: ¢t > 0. Due to the inductive hypothesis and the fact that hon-
est nodes do not send any VOTE message in round propose(t — 1), by the Va-
lidity property of Graded Agreement, we know that MFCY*t—1) 4 « ¢ 1.
Then, the proof follows from Line a

Theorem 2. Algorithm[g is dynamically available w.o.p..

Proof. We begin by proving the Liveness of the protocol with a confirmation
time of Teons = 8xA + A. We prove liveness by first considering the rk-deep
rule only. Take a round r at slot ¢ = slot(r), another round r; > r + 8xA +
A > 4A(t + 2k) + A = vote(t + 2k), and an honest validator v; € H,,. Let
t; = slot(r;). Due to the joining protocol, we know that the first active round
for v;, at or after vote(t + 2k), is a vote round. There is a high probability
of finding a slot ¢, € [t + 1, + k] hosted by an honest proposer (Lemma [I).
Let ch, be the chain PROPOSEd by the honest proposer v, in slot ¢,. Due to
Lemma |§| and Property 1, we know that ch, includes all of the transaction in
tepoolPP°*('»)  Given that propose(t,) > r, txpool” C tepoolPPo*»)  which
implies that ch,, includes all of the transactions in tzpool”. Given that slot(r;) >
vote(t:) > ch,,. Note that Line ﬁ implies

(3

) v N Rt
that Ch]" > (MFCiOte(t")) . Then, because t, < t+x < t; — K, ch, =

t,, as a consequence of Lemma {4, MFC



Majorum: Ebb-and-Flow Consensus with Dynamic Quorums 23

N [#ot : i
(MFCY) ™ and hence ch,, < Chi*, which implies that Ch!* includes any

transaction in tzpool”.

We now want to show that fast confirmation does not interfere. Given that
t; > t;, from Lemma @, we know that any VOTE sent in slot ¢; by honest val-
idators are for chains extending chy, given that we assume f < 7, if r; is a fast
confirmation round and v; sets Ch;’, then Ch}* = ch,, still holds.

We now show safety. Take any two rounds r; and r; and validators v; and
v; honest in round r; and r; respectively. Now let 5 be any slot such that t; >
max(slot(r;),slot(r;)). By Constraint we know that Hyoe(r,) is not empty.

So, pick any validator vy, € Hyote(t,,)- Lemmaimplies that MFC\,QOte(t’“) = Ch}*
and MFC\,;Ote(t’“) = Ch;’] Hence, Ch;’ does not conflict with Ch;j.

Lemma 7 (Liveness of fast confirmations). Take a slott in which |Hyete()| >
2
3

. fconf(t
for any validator v; € Hiconf(t), Ch;° ® > ch,.

n. If in slot t an honest validator sends a PROPOSE message for chain ch,, then,

Proof. By assumption we have that |Hyote()| > %n, implying from Lemma
that every honest validator in H,ee() sends a VOTE message for ch,. It follows
that any validator v; € Hgenf(r) Teceives a quorum of VOTE messages for ch,,.

Hence, due to Lines ﬁ and Chzwnf(t) >= ch,,.

B Analysis of the Finality-Component

Lemma 8. Assume f € [0,n] and let C¢ = (chg, ¢f) be a finalized checkpoint and
C;j = (chj,¢) be a justified checkpoint with ¢j > ¢f according to any two views.
Either ch; = che or at least % validators can be detected to have violated either
Eq or Es.

Proof. First, we show that no checkpoint C’ = (ch’, ¢f), with ch’ # ch¢, can ever
be justified. If that is not the case, clearly > % validators are slashable for vio-
lating Eq: For the justification of (chg, ¢f), it is required to have a supermajority
of FIN-VOTEs with the chain of the target checkpoint being ch¢. Similarly, the
justification of (ch’, ¢f) requires to have a supermajority of FIN-VOTEs with the
chain of the target checkpoint being ch’. Given that we need a supermajority
set of links for justification, the intersection of the sets of voters contributing to
the justification of Cf and C’ include at least % validators which have sent two
FIN-VOTEs 8¢ — Tf and &’ — T’ with Tr.c = T'.c = ¢f and Tr.ch # T .ch thereby
violating condition E;.

Now, by contradiction, assume that ch;  chf and that there does not exist
a set of at least % validators that can be detected to have violated either Eq
or Ez. Let ¢ > ¢ be the smallest slot for which a checkpoint ¢/ = (chj, ¢f) is
justified with chJ{ % chg, i.e., either chJ{ conflicts with chs or chj is a strict prefix
of chs. Given our assumptions we know that one such a checkpoint exists.
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Let (A, ¢;) = (chj,¢}) and (ch¢, ¢f) — (C,cf + 1) be the FIN-VOTEs involved
in the justification of (chj/, ¢;) and in the finalization of chy, respectively, sent by

a validator v;. We observe two cases:

Case 1: CJ{ =c+ 1. If chJ{ conflicts with ch¢, then A; < chj implies A; # chy,
and thus the two votes are different. Conversely, if chJ{ is a strict prefix of
chg, then A; < chj%chf, and thus A; # ch¢, which implies that the two votes
are different in this case as well. Hence, in both cases, validator v; violates
condition E; and therefore is slashable.

Case 2: CJ{ > ¢ + 1. We have to consider three cases:

Case 2.1: ¢; > ¢r. By the definition of justification, if the checkpoint (chj', )
is justified, then the checkpoint (A;,¢;) must also be justified. However,

given that ¢; < cjf, under the assumption of the minimality of cJ-’ , we have
chy < A;. Given that A; < chJ{7 this leads to the contradiction chs < chJ{.

Case 2.2: ¢; = ¢;. As argued in the proof of the case above, the checkpoint
(A;, ¢;) is justified. As proved at the beginning of this proof, either A; =
ch¢, or at least 7 validators have violated condition E;. Consequently
chf = A; < chJ{ leading to a contradiction.

Case 2.3: ¢; < ¢. Considering ¢; < ¢f < ¢s+1 < cj , this situation consti-
tutes a violation of Eg due to the existence of surrounding voting.

Given that justifications require supermajority link, the intersection of the set
of voters involved in the finalization of C¢ and justification of Cj’ includes at least
7 validators which, by the reasoning outlined above, would violated either E;

or E5. This leads to contradicting our assumptions which concludes the proof.

Lemma 9. Assume f € [0,n]. If two conflicting chains are finalized according
to any two respective views, then at least 5 wvalidators can be detected to have
violated either Eq or Eo.

Proof. Let chy and chs be two conflicting chains according to view V; and Vs
respectively. By the definition of finalized chains, this implies that there exists
two checkpoints C; = (chl,c;) and Co = (ch),c2) that are finalized according
to view V; and Vs respectively, such that ch’l > ch; conflicts with ch'2 = chs.
Assume without loss of generality that co > ¢;. Given that finalization implies
justification, we can apply Lemma to conclude that if ch), # ch, then at least
n

g validators can be detected to have violated either E; or E,.

C Analysis of Majorum

C.1 Synchrony

Throughout this part of the analysis, we assume GST = 0, that less than one-
third of the entire validator set is ever controlled by the adversary (i.e., f < %),
and that Constraint holds.
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We start by formalizing the concept of validators sending the same messages
except only for their finality component. Moreover, we define the equivalence
between an execution in Algorithm 2] and one in Algorithm [}] These definitions
will be leveraged upon in the subsequent Lemmas and Theorems.

Definition 8. We say that two messages are dynamically-equivalent if and only
if they differ in at most their finality-related components, i.e., they either are
PROPOSE messages and differ at most in the greatest justified checkpoint compo-
nent or they are VOTE messages and differ at most in the FIN-VOTE component.

We say that two sets of messages are dynamically-equivalent if and only if
they have the same set of equivalence classes under type-equivalence, i.e., for any
message m in any of the two sets, there exists a message m’ in the other set such
that m and m' are dynamically-equivalent.

Given two ezecutions e and €' and round r, we say that the two executions
are honest-output-dynamically-equivalent up to round r if and only if for any
round r; < r and validator v; honest in round r; in both executions, the set of
messages sent by v; in round r; in evecution e is dynamically-equivalent to the
set of messages sent by v; in round r; in execution €.

e
In the remainder of this section, we use the notation X, where X is any
variable or definition, to explicitly indicate the value of X in execution e. Due
to the difference in the fast confirmation function employed by the two algo-

€
rithms, we do need to explicitly specify the meaning of MFC';rOpose(t) with ¢

e
being any slot. If e is an execution of Algorithm then MFCPPo®) cop
responds the definition provided in Appendix [A] If e is an execution of Algo-

rithm then MFCPP(") .= NFC(VPrereset) ypropeset) chC 4y with (ch®,.) =
fastconf irm(VfrOpose(t), t—1).

Definition 9. Let epy by a compliant execution of Algorithm @ and epn be
a compliant execution of Algorithm @ We say that epy and epy are MFC-
equivalent if and only if the following constraints hold:

1. epy and epy are honest-output-dynamically-equivalent up to any round
2. for any slot t;,
€FIN

2.1 J\j—FP”‘VCpropose(t,-) _ MFCpropose(ti)

3 3
€rIN

€FIN
2.2 MEFC") = MFCYetet)
2.8 for any slot t; <t; and validator vj € Hote(t,), there exists a slot 1, < t;

and a validator v, € Hyte(t,) such that Ch‘,’:te(t’“) - ch/—\va;Ote(tj).
2.4 for any slot t; <t; and validator vj € Hote(t,), there exists a slot 1 < t;

and a validator vy, € Hygrer,) Such that Ch‘]fte(tk) - ChAva;conf(tj)_
where chain chAva; is in emy, and chain Ch; is in epy.

Lemma 10. Let ey by any compliant execution of Algorithm [3. There exists
a compliant execution epy of Algorithm [3 such that epy and epy are MFC-
equivalent.
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Proof. Let ey be any compliant execution of Algorithm [5 and let A be the
adversary in such an execution. Below, we specify the decisions made by an
adversary A°™ in an execution emy of Algorithm [2] Later we show that this
leads to eg;y satisfying all the conditions in the Lemma.

(i) For any round r, the set of validators corrupted by A" in round r corre-
sponds to set of validators corrupted by A in the same round r.

(ii) For any round r, the set of validators put to sleep by A°™ in round r corre-
sponds to set of validators put to sleep by A" in the same round r.

(iii) For any slot ¢, if an honest validator is the proposer for slot ¢ in epy, then it
is also the proposer for slot ¢ in epy.

(iv) For any round r, if epy and epy are honest-output-dynamically-equivalent
up to round r, then A~ schedules the delivery of messages to the validators
honest in round r such that, for any validator v; honest in round r;, the set
of messages received by v; in execution ey is dynamically-equivalent to the
set of messages received by v; in execution epy.

Now, we prove by induction on ¢; that the execution ey, induced by A¢mw
satisfies all Definition [Js conditions. To do so, we add the following conditions
to the inductive hypothesis.

2.5 For any J such that J(7, E]F}Ngr()pose(ti))z MQ%‘NC?OPOSE(“) = J.ch.
2.6 For any J such that J(7, G]F}the(ti)), l\/ﬁ%CZOte(m = J.ch.

and rephrase Condition [I] as follows

2.7 epy and epyy are honest-output-dynamically-equivalent up to round 4A(¢;+
1).

Note that Condition 2.7 holding for any ¢; implies Condition

To reduce repetitions in the proof, we treat the base case of the induction
within the inductive step. Also, we let ’T;mte(tf) be the target checkpoint used by
validator v; when sending an FIN-VOTE in slot ,.

Then, take any t; > 0 and assume that, if ¢; > 0, then the Lemma and the
additional conditions Conditions [2.5] to [2.7] hold for slot ¢; — 1. We prove that
they also hold for slot ¢;. We start by proving Conditions and for slot t;,
then we move to Conditions to in this order and conclude with proving
Condition

EFIN .
Conditions 2.5l and 2.6l Let J be any checkpoint such that J(7, V \iIOte(tT')).
Because the target checkpoint of an FIN-VOTE sent by an honest validator

€FIN
vg in round 7 corresponds to (7 ;*.ch,-) and we assume f < %

a slot t € [0,t;) and a validator vy € Hyee(t,) such that ﬁvom(t’“) = J.ch.
By the inductive hypothesis, Condition implies that there exists a slot
tm € [0,tx] and validator v, € Hyete(s,,) such that Chyote(tm) chAva‘,’fte(t’“).
Also, due to Lines and |17} celarly chAva}®*("*) = 7¥°*(%)  Given that

, there exists
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ChAva\;COte(tk) - 77cvote(tk) = J.ch and that ﬁ?‘cvote(ti) = Ch;gte(tm) -
chAva‘,’fte(t’“) - 72'°te(t’“) >= J.ch. Given that the set of justified checkpoints

[N . €FIN .
in V ZOte(t )is a superset of the set of justified checkpoints in V ’;mpose(tl),

both Condition [2.5] and Condition [2.6] are proven.
Conditions 2.1l and 2.2l We know that emy and emy are honest-output-
dynamically-equivalent up to round propose(;). If ¢; > 0, then, by the in-

ductive hypothesis, Condition [2.7] implies this, if ¢ = 0, then this is vacu-
e{}”g)ropose(ti)

€rIN
tm < tp < t;, from Lemma we know that MFCPropose(ti) Ch‘,’fl’te(t’") -

ously true. Hence, due to item of A¢m’s set of decisions,

and V! propose(ti) ;1o dynamically-equivalent. From this follows that eq, and
€rin Are also honest-output-dynamically-equivalent up to round vote(t;) and,

EFIN
therefore, V vete(t) and V, vote(ts) are dynamically-equivalent as well. This

and Conditions 27 and 26 1mply Conditions 2.1] and 2:2]

Condition 2.3l By Line chAva e (t) .
{ChAVazconf(ti —1)’ gjlzrozemvote(ti) ch, (Mi_%'c\i/ote(ti)) [n}. Let us consider
each case.

Case 1: ch/—\vaZOte(t") = chAvazconf(ti_l). This case implies ¢; > 0. Hence, we
can apply the inductive hypothesis. Specifically, Condition [2.4] for slot
t; — 1 implies Condition [2.3] for slot ¢;.

Case 2: ch/—\vaVOte(t i) = gjfmen Y ch Due to Lines l H and ,

JGT fmzen g i yvete(ti)) Hence, by following the reasoning applied when

discussing Conditions [2.5 and [2.6] there exists a slot ¢ € [0,¢;) and val-
idator vy € Hyote(t,) such that T vote(tr) = chAv aVOte(t ) from which we
can conclude that chAva\,;Ote(t’“) > ch/—\va\i'Ote(t ).
Therefore, we can apply the inductive hypothesis. Specifically, Condi-
tion [2:3] for slot ¢, implies Condition [2:3] for slot ¢;.

FIN

Case 3: ch/—\va}me(t") (MFCVOte(ti))r”. LineofAlgorithmimplies that
€RIN . .
Chzc’te(ti) > MFC\;Ote tl). Then, Condition implies that Ch\imte(t") -

chAva\z(Ote(ti).
Condition 2.4l By Lines to ChAvaZconf(ti) c
€rIN
{ChAVa\iIOte(ti)7 gj( V fcom‘(ti))_ch7 Chc} with (Ch07 Q) =

EFIN .
fastconfirm(V gconf(tl), t;) AQ # 0. Let us consider each case.

Case 1: chAvagconf(ti) = chAvaZOte(ti). In this case, Condition implies
Condition 2.4

Case 2: ch/—\vafconf(ti) QJ(GFINfconf(t‘)) ch. By following the reasoning ap-
plied when dlscussmg Conditions [2.5] and [2.6] this means that there ex-
ists a slot ¢4 € [0,¢;] and validator vy € Hyote(t,) such that chAvaV°te(t’“) -

chAv azconf(t ). Then, Condition |2.3| for slot t; implies Condition H for
slot ;.
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€FIN .
Case 3: chAvafCO"f(t ) = ch® with (ch®, Q) = fastconfirm( V zconf(tl),ti) ANQ # 0.
This implies that Vfconf(t)
. CriNfeonf(t;) .
chain ch®. Given Condition V. also includes a quorum of

1
VOTE message for chain ch®. Hence, Chzconf(t') chAva fco"f(t ),
Condition As argued in the proof of Conditions 1 and 2:2] we know
that epy and epy are honest-output-dynamically- equivalent up to round

propose(t;). This, Conditions |2 and 2-2 and item [(iv)] of A®’s set of deci-

sions clearly imply Condition up to round propose(t; + 1). a

includes a quorum of VOTE message for

In the following Lemmas and Theorems, unless specified, we refer to execu-
tions of Algorithm

Lemma 11 (Analogous of Lemma . If, in slot t, all validators in Hete(r)
send VOTE messages for chains extending chain ch, then, for any validator v; €
Hyote(t 1), MFCEP*UHD o ch and MFC®"™) = ch, which implies that, in
slot t + 1, all validators in Hote(;4+1) send VOTE messages for chains extending
ch.

Proof. Take any compliant execution egy of Algorithm [] where in slot ¢, all
validators in H,oe(s) send VOTE messages for chains extending chain ch. Let eqy
be an MFC-equivalent execution of Algorithm [2]which Lemma[I0] proves to exist.
It is clear from the definition of MFC-equivalent honest-output-dynamically-
equivalent executions that in slot ¢ of execution ey all validators in Hgte(r)
send VOTE messages for chains extending chain ch as well. Hence, by Lemma

MFCVOte(tH) = ch. From Conditions 2 1f and 2 2| of Lemma, 10 then it follows
that thls holds for execution epy as well, which implies that, in slot ¢ + 1, all
validators in Hygte(¢+1) send VOTE messages for chains extending ch.

in execution ey, for any validator v; € Hvoteﬁl), MFCP'“)pose (i+1) > ch and

Lemma 12 (Analogous of Lemma. Let t be a slot with an honest proposer
v, and assume that v, sends a [PROPOSE, chp,chp ,Qp ,t,vp] message. Then, for
any slot t' > t, all validators in H,gey send a VOTE message for a chain
extending chy. Additionally, for any slot t” >t and any validator v; € Hote(irry

MFCPP")  ch and MFC**"") = ch,.

Proof. Take any compliant execution ey of Algorithm |§|Where Up, the proposer
of slot ¢, is honest and sends a [PROPOSE, ch,, chC Qp t,vp] message. Let epy be
an MFC-equivalent execution of Algorithm |Z| Wthh Lemma [T0] proves to exist.
It is clear from the definition of MFC-equivalent honest-output-dynamically-
equivalent executions that v, sends the same PROPOSE message in slot ¢ of
execution epy. Hence, by Lemma [4 in execution epy, for any slot ¢’ > ¢, all
validators in Hyete(;) send a VOTE message for a chain extending ch,, and, for

any slot ¢’ > t and any validator v; € Hvoteﬁ MFCpmpose(t ) = ch, and

MFC;"’te(t”) = ch,. From Conditions ﬂ and 2
that this holds for execution ep, as well.

2| of Lemma 10 then it follows



Majorum: Ebb-and-Flow Consensus with Dynamic Quorums 29

Lemma 13 (Analogous of Lemma . Let r; be any round and r; be any
round such that r; > r; and r; € {propose(r;),vote(r;)}. Then, for any valida-
tor v; honest in round r; and any validator v; € H,, chAva;-"" = MFC;j.

Proof. Take any compliant execution e,y of Algorithm [5| Let ey be an equiv-
alent execution of Algorithm [2] which Lemma [I0] proves to exist. Let r; be any
round and r; be any round such that r; > r; and r; € {propose(r;),vote(r;)}.
We know that chAva;’ is first set by v; in round 7, < r; such that r, €
{vote(slot(r})), fconf(slot(r}))}. From Conditions and of Lemma [I0] we
know that there exits a slot t,, < 7 and a validator vy, € Hyote(t,,) Such that

Ch¥et(*n) » chAva]' = chAval. Lemma [5| implies that MFC] = Chyzett).
From LemmaM we know that Mii“NC? = Miin;j. Hence, Mi%lc;j - M%NC? =
Ch\;rc:te(tm) t ChA\/a:; = ChAVa;i-

Theorem 3 (Reorg Resilience - Analogous of Theorem . Algorithm@
1s reorg-resilient.

Proof. The proof follows the one for Theorem [I] with the following changes only.

1. Replace Ch with chAva,
2. Replace Lemma [] with Lemma [I2] and
3. Replace Lemma [5| with Lemma a

Theorem 4 (dynamic-availability - Analogous of Theorem . Algo-
rithm [ is dynamically available w.o.p..

Proof. Note that Lemma [6] holds for Algorithm [f]as well. Then, the proof follows
the one for Theorem [2| with the following changes only.

1. Replace Ch with chAva,

Replace the reference to Line[22]of Algorithm 2] with Line [[2] of Algorithm
Replace Lemma [f] with Lemma [T2]

Replace Lemma [5] by Lemma [T3] and

In the proof of liveness, consider the following additional case. Assume that
r; > vote(t + 2k) is a fast confirmation round and that chAva}® is set to
GJ(V[*).ch via Line Because the chain of the target checkpoint of an FIN-

G L

€FIN |
VOTE sent by an honest validator v, in round r, corresponds to (7 ;*.ch,-),

€pIN (SN
with chAva;‘.ch = T ;“.ch, and we assume f < %, there exists a slot

tr € [0,slot(r;)] and a validator vy € Hyee(t,) such that chAva\;COte(t") =
GJ(VI¥).ch = chAval. We have already established that chAva!®°" (") »
ch,. Then, Lemmaimplies that MFCZOte(SlOt(”)) = GJ(Vi").ch = chAva}’
and MFCE) o aarotelotr) oy

This implies that chAva?Ote(SIOt(m) and GJ(V/").ch do not conflict. Hence,
given that we assume that Lineis executed, chAva;-'Ote(SIOt(”)) < QJ(V{i).ch.
Because, chAva\i’Ote(SIOt(”)) > chy,, we can conclude that chAva;’ = G7 (V]").ch

chAva\i’Ote(SIOt(”)) = chp. O
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Lemma 14 (Analogous of Lemma. Take a slot t in which |Hyote(r)] > %n
If in slot t an honest validator sends a PROPOSE message for chain chy, then,

for any validator v; € Hiconf(t), chAvaZCO"f(t) > chy.

Proof. The proof follows the one for Lemma [7] with the only change being re-
placing Ch; with chAva;.

C.2 Partial synchrony

In this section, we show that Algorithm [5| ensures that the chain chFin is al-
ways Accountably Safe and is live after time max(GST, GAT) + A, meaning that
Algorithm |§| is a secure ebb-and-flow protocol under the assumption that f < 3.

We start by showing that honest validators following Algorithm [5] are never
slashed.

Lemma 15. Honest validators following Algorithm[5 are never slashed.

Proof. First of all, observe that

1. By Line[20} an honest active validator sends only one FIN-VOTE in any slot.

2. As a consequence of Line if T is the target checkpoint in the FIN-VOTE
sent in slot ¢, then 7.c = t.

3. Take any two slots ¢ and ¢’ with ¢ < #' such that v; € Hyoer) and v; €
Hote(ey- Let S’ be the source checkpoint of the FIN-VOTE that validator v;

sent in any slot £. Then St.c < S c. Specifically, take any two slots k and &’
such that ¢t <k <k’ <t',v; € Hyorer) and k' is the first slot after & such that

v; € Hygte(kry- By Line we know that S* = QJ?OZGH’VOte(k) and by Lines
and we have that J(g]ﬁmzen’wte(’g), V;’Ote(k)). Then, note that k <k —1
and that because of the joining protocol, we know that v; is awake at round
merge(k’ — 1). Hence, we have that gjfmzcn’vc’te(k).c < QJ(Vimerge(k/_l)).c =
gjgrozen,merge(k/—l).c' Finally, by Lines and g\jzf‘lrozen,merg;e(k'—1)'C <
ij-mzen’mte(k/).c = S cand S*.c < S¥ c.

K2

Now, take any round r and any validator v; honest in round r. Take also
any two different FIN-VOTEs C; — Cy and C3 — C4 that v; has sent by round
r. If no such FIN-VOTEs exists, then clearly v; cannot be slashed. By 1 and 2
above we have that Cs.c # Cy4.c. Hence, E; is not violated. Then, without loss
of generality, assume Cy.c < C4.c. This means that FIN-VOTE C; — Cy has been
sent before FIN-VOTE C3 — C4. Then, by 3 above, we know that C;.c < Cs.c.
Given that Cy.c < C4.¢, E5 cannot be violated. Therefore, until v; is honest, it
cannot be slashed. 0

Let V¢ denote the global view at time r, that is, the set of all messages sent
up to and including time r. The chain chFin] output by an honest validator v;
in round r of Algorithm [5|is any chain that is finalized according to the view V¢.
This directly follows from Line [3] and lines [[3] and 24] and the definition of GF.
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Theorem 5 (Accountable Safety). Let f € [0,n]. The finalized chain chFin

18 %—accountable.

Proof. Follows from Lemmas [0] and

We now show that the finalized chain of an honest validator grows mono-
tonically. Although this property is not explicitly defined in Section [2.2] it is
frequently desired by Ethereum protocol implementers [I].

Lemma 16. For any two round v > r and validator v; honest in round r’,
chFin = chFin}.

Proof. Let us prove this Lemma by contradiction. Let r be the smallest round
such that t,here exist round 7’ > r and a validator v; honest in round 7’ such
that chFin] ¥ chFin]. Clearly ' > r. Assume 7’ to be the smallest such round.

First, we want to show that there exists a checkpoint J such that chAvaz/ >
J.ch A J(J,V{/)/\ J > GF(VI). Note that both r are r’ are either a vote or a
fast confirmation round. This is due to the minimality of r and r’ and the fact
that chFin; is only set in these types of rounds. Then, let us proceed by cases.

Case 1: 7’ is a vote round. In this case J = gjf.“’“”’. Note that due to
Lines and chzf-rozen’w >~ QJ?OZEH’H.ch. Then, Line im-
plies that chAvaf’ = gj?oze“’r/.ch. Also, Lines and [34] imply that
J(ijrozerl’Tl,V{/). Finally, Lines and [34) and ' > r imply that
GTrn > GI(V)). /

Case 2: 1’ is a fast confirmation round. In thiscase, 7 = GJ (V! ). Clearly,
JGITWY),vr'). Lines 22 to 23] ensure that chAval = G7(Vr").ch. Then,
from Algorithmand the fact that V7 C VI, we can conclude that G7 (VI ) >
GFWVI') > GF(VI).c.

From Algorithm [3|and VI C V"', we also have that GF(V') > GF (V). Then,
Lemmaand f < % imply chAvaZ/ = J.ch = g}/‘(V{).ch >~ chFin] and
GF(VI).ch = GF(VI).ch, which further imply chFin] > GF(VI).ch. Hence,

chFin}" = GF(V!).ch = chFin! reaching a contradiction.
Now let us move to the liveness property.

Lemma 17. Let t be a slot with an honest proposer v, such that propose(t) >
GST+A and assume that v, sends a [PROPOSE, ch,,, chg, g, GT p, t, vp] message.
Then, for any validator v; € Hote(r), vi sends a VOTE message for chain chy,

and gji'rozcn,vote(t) _ ij

Proof. Suppose that in slot ¢~ an honest proposer sends a
[PROPOSE,chp,chS, g,gjp,t,vp} message. Consider an  honest val-
idator wv; in  Hyter)- Note that due to the synchrony assumption,

V;’nerge(t—l) C Vgropose(t)' Hence, ij > gjgrozen,merge(t—l). NOW, we want

to show that chﬁrozen’mte(t)

= chg . Let us consider two cases.
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Case 1: chﬁrozen’merge(t_l) >—gj£rozen’merge(t_1).ch. This implies that at time
merge(t — 1), v; has received a quorum of VOTE messages for

frozen,merge(t—1 .
ch, “ ge(t=1) Tt us consider three sub cases.

Case 1.1: chﬁmzen’merge(t_l) = GJp.ch. Given that chg = GJp.ch, Lines
and [38) set ch?ozemvom(t) = chg.

Case 1.2: chﬁrozen’merge(t_l) = GJp.ch. This implies that V,F;mpose(t) include
a quorum of VOTE messages for chg. Due to the synchrony assumption,
the quorum of VOTE messages for ch?ozen’merge(t_l) are in the view of

validator v, at time propose(t). Given that f < %, this case implies that

£ t—1 £ te(t
chirozen’merge( ) = chg7 and therefore ch; """ o — chg.

Case 1.3: ch™ &= o/ G 7 ch. In this case, Lines to set

Ch’firozen,vote(t) _ Chg .

Case 2: chﬁmzon’merge(t*l) = gj?ozcn’merge(tfl).ch. Given that chg = GJ, and
GTp > GIrorem ™= Lines [33] to 38| imply that ch!™ (") = ch$.

Now, first suppose that at round vote(t) there exists a chain ch »= chi"*" =
chS such that j(vfmzcn)“”‘ Nyt > BOLOL By the Graded Delivery prop-

erty [7], this implies that at time propose(t), |VsM*| > w meaning that

chy, > ch and hence, in slot ¢, v; sends a VOTE message for ch,,.
If no such a chain exists, v; still sends a VOTE for ch,, as ch, > chg

_ chgrozen )

Also, given that GJ, > gjgmzen’merge(t_l), due to Lines and ,
gjfrozen,vote(t) _ QJP

Lemma 18. Assume that f < 5. Let v, be any validator honest by the time it
PROPOSES chain chy, in a slot t such that propose(t) > max(GST, GAT) +4A and

assume that szmpose(t).c <t —1. Then, chain chy, is justified at slot t + 1, and
finalized at slot t + 2.

Proof. Let ch, be the chain proposed by the honest proposer at slot ¢, with
propose(t) > max(GST, GAT) 4+ 4A, extending both the output of the fork-choice
function MFC and the greatest justified checkpoint G, with GJ gozen.c <t—1.

By Line [17] and Lemma [17} each honest validator sets the target checkpoint
to the same checkpoint 7 := (gj;mpm(t).ch, t).

Then, again due to Lemma in slot ¢, all honest validators v; send VOTE
messages of the form [VOTE, chy, gjg'°P°se(t) — T, t, v;], which justify T (since
f < n/3 ensures sufficient honest quorum).

Consequently, in slot £ + 1, 7 is the greatest justified checkpoint in the view
of all honest validators and is used as the source of the FIN-VOTEs. Lemma [17]
also implies that chAva‘i'Ote(tH) = ch,,.

Therefore, due to Lines and in slot £ + 1, any honest validator sends
FIN-VOTEs with source 7 and target (ch,,t + 1), thereby justifying (ch,,¢ + 1).
In slot ¢ + 2, all honest validators vote with source (ch,,t + 1), and by round
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4A(t 4 2) + 24, these votes are visible to all honest validators, finalizing ch,, at
slot ¢ 4 2.
Theorem 6 (Liveness). Assume f < %, and let t and t + 1 be slots after
max(GST, GAT) + 4A. Then, the chain chy, proposed by the proposer of slot t is
finalized at slot t + 2 or slot t + 3.

In particular, for any validator v; € H,., where r > 4A(t + 3) + 2A, it holds

that ch, < chFin; and txpoolpmpose(t) C chFin;".

Proof. Let v,, and v, be the honest proposers in slot ¢ and ¢ + 1, respectively.
Let us first assume that szmpc’se(t).c =t — 1. We distinguish two cases:

1. Case 1: The slot of the greatest justified checkpoint in the view of
proposer v,, at propose time in slot ¢+ 1 is ¢, i.e., gjf‘”se(tﬂ) =
C = (ch’,t) for some chain ch’. By Lemma and Lines |14} and all
honest validators v; in slot ¢ + 1 have G rozemvetet+l) _ g 7 pr2°p°se(t+1) =C,

i P
and send FIN-VOTEs with source C and target (ch,,t+1). Since f < %, these
votes justify (ch,,¢+ 1) in slot ¢ + 1. In slot ¢ + 2, honest validators vote
with source (chp,t + 1). By round 4A(t + 2) + 2A, these votes are included

in every honest validator’s view, finalizing ch, at slot ¢ + 2. In particular,

ch, < GF(VAA0+23) ch and due to Line 4, ch, < chFint2¢+2724

Due to Lemma |§|, it follows that tzpoolPP°(D) C chFintA(F2+24  Aq 4

consequence of Lemma chFin?A(HQHQA < ch Fin?A(Hg)HA = chFin}, for
every r > 4A(t + 3) + 24, and the result follows.

2. Case 2: No justification for slot ¢ is observed by v,, at propose time
in slot ¢+1. In this case, we apply Lemmal|[I8]to slot ¢+1, which implies that
the chain PROPOSEd by v,,, at slot ¢t + 1 is justified in slot ¢ + 2 and finalized
in slot t+3. Since this chain extends ch,, proposed by v,, (due to Lemma,
chy, is finalized as a prefix of the finalized chain in slot ¢ 4 3. In particular,
ch, < GF(VAAE+3)424) ch and due to Line ch, < chFin*A0H3+24 e

i
to Lemma@ it follows that tzpoolPP°(*) C ch Fintalt+3)+24

i
Observe that if GJ ;r°p°5e(t).c < t—1, then we can immediately apply Lemma
finalizing the chain PROPOSEd by v}, in slot ¢ + 2.

Theorem 7. Algorithm[5 is a secure ebb-and-flow protocol w.o.p..

Proof. Safety of chAva and chFin, and Liveness of chAva follow from this, The-
orems [4] and [f] and Lemma

Then, we need to show that chFin is live after max(GST, GAT) 4+ O(A) with
confirmation time O(x). Let ¢ be any slot such that propose(t) > max(GST, GAT)+
A. There is a high probability of finding a slot ¢, € [t,t + k) such that both ¢,
and ¢, + 1 have honest proposers (Lemma . By Theorem El, tepoolPoPoset) C
tzpoolP () C chFin" > *) for any validator honest in fconf(t, + 3) and,
clearly, fconf(t, + 3) — propose(t) € O(k).
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Finally, we need to show that, for any round r and validator v; € H,,
chFin] =< chAvaj. Line [13| clearly ensures that this is the case when r is a vote
round. Note that the only other times at which either chAva or chFin are poten-
tially modified are fast confirmation rounds. Then, let r be any fast confirma-
tion round. Lines [22] to 23| ensure that GJ(V]).ch < chAva;. By Algorithm
GJ (V) > GF(V]) which, due to Lemma [§ and the assumption that f < %,
implies chFin < GF(V!).ch < chAva;.
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