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Abstract. Decentralized storage is one of the most natural applications
built on blockchains and a central component of the Web3 ecosystem.
Yet despite a decade of active development—from IPFS and Filecoin
to more recent entrants—most of these storage protocols have received
limited formal analysis of their incentive properties. Claims of incentive
compatibility are sometimes made, but rarely proven. This gap matters:
without well-designed incentives, a system may distribute storage but
fail to truly decentralize it.

We analyze Shelby—a storage network protocol recently proposed
by Aptos Labs and Jump Crypto—and provide the first formal proof
of its incentive properties. Our game-theoretic model shows that while
off-chain audits peer alone collapse to universal shirking, Shelby’s com-
bination of off-chain audits with occasional on-chain verification yields
incentive compatibility under natural parameter settings. We also outline
a simple modification that strengthens the protocol’s collusion-resilience.

1 Introduction

One of the longest-running and arguably most natural applications on blockchains
is the implementation of decentralized storage networks. Beginning in the 2010s
with IPFS [7], Sia [35], Filecoin [26], Storj [33], and Arweave [37], these sys-
tems pioneered blockchain-based approaches to content addressing and incen-
tivized storage. More recently, the ecosystem has expanded with networks such
as Crust [10], Celestia [1], EigenDA [16] and Walrus [13], among others. These
systems make it possible to leverage a dispersed and flexibly extensible network
of service providers to store data, rewarding them for doing so. However, there
remains a lack of formal incentive analysis for most of these protocols.

While distributing storage across many nodes is an important systems prop-
erty, decentralizing storage—in the sense of aligning incentives so that indepen-
dent participants reliably store their assigned data—remains a critical challenge.
This distinction is often blurred: much of the existing analysis of storage proto-
cols remains at the distributed-systems level, proving safety and liveness under
the assumption that some majority of nodes are “naively honest” (for a recent
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survey, see [21]). Such assumptions may suffice for fault tolerance, but they
fail to address why rational, self-interested actors would follow the protocol in
the first place. The economic issue is straightforward: distributed but centrally
controlled services such as AWS or Google Cloud internalize both the gains
and losses from reliable storage, whereas in a decentralized network, individual
storage providers do not fully internalize these externalities—bearing at most a
fraction of the system-wide consequences if they choose to shirk. Audit mecha-
nisms aim to address this by penalizing misbehavior, but auditing every action
on-chain is prohibitively expensive. To keep costs down, protocols rely heav-
ily on off-chain audits, but this creates a second incentive challenge: auditors
themselves must be incentivized to perform faithful audits and to report them
truthfully. This “who audits the auditors” problem makes clear that without ex-
plicitly incentive-compatible design, decentralized storage risks collapsing into
little more than distributed storage run on wishful assumptions.

Recently, Aptos Labs and Jump Crypto jointly introduced Shelby [19,31],
a decentralized storage protocol with a two-tiered auditing system. In Shelby,
storage providers audit one another off-chain, and a subset of those audits are oc-
casionally checked through a more costly but perfectly-verifiable on-chain review
process. This design directly addresses the “who audits the auditors” problem de-
scribed above, and makes Shelby a natural case study for formal analysis. Unlike
with most existing storage protocols, which provide little more than distributed-
systems–style reasoning, we are able to provide a game-theoretic characterization
of Shelby’s incentive compatibility.

In our model, a network of storage providers (SPs) make independent deci-
sions about whether to store their assigned data, whether to exert effort to audit
others’ storage behavior, and whether to truthfully report the results of any au-
dits they conduct. We formalize the challenge of “auditing the auditors,” showing
that when auditors’ reports must simply be relied on, with no backstop to enforce
truthful auditing, the unique pure-strategy Nash equilibrium is one in which no
agent provides storage or auditing services, and yet all agents (falsely) assert
that all audits were conducted and passed successfully. Following the Shelby
design, we then introduce the possibility of occasional, costly on-chain verifica-
tion of SPs’ off-chain audits, and show that this reverses the conclusion: so long
as protocol rewards and penalties (slashing) are calibrated correctly, occasional
on-chain audits are sufficient to render the entire protocol incentive compatible.
We furthermore demonstrate a sense in which these positive incentives are ro-
bust to collusion among groups of SPs. Finally, we use our framework to show
that requiring SPs to submit vector commitments over audit data (in addition
to their audit reports) would strengthen Shelby’s collusion-resilience.

The key economic insight underlying our results is that infrequent perfectly-
verifiable audits are sufficient to enforce truthful auditing off-chain; this means
that failures of storage provision will be detected and properly penalized, which
makes the storage process incentive compatible as well. This mechanism—using
costly ground-truth checks to align incentives around lower-cost interim audits—
may apply more broadly in other decentralized infrastructure contexts.
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1.1 Our Contributions

In summary, our contributions are fourfold:

– We introduce a non-cooperative game theory model of service provision in a
decentralized storage network with cross-SP auditing.

– We use this model to formalize the “auditing the auditors” problem, a general
incentive challenge that arises in the autarky equilibria of these networks.

– We then provide the first formal incentive analysis of the Shelby protocol,
showing that the two-tiered auditing structure Shelby uses fully addresses
the aforementioned challenge, making it possible to achieve full incentive
compatibility of both storage provision and auditing when SPs operate in-
dependently. Moreover, we show that the truthful equilibrium is robust to
coalitions of up to half the SP population when coalition members do not
have a way to commit to support each other in the auditing phase.

– Via our framework, we identify a potential improvement to the Shelby
protocol that would further reinforce its collusion-resilience: if SPs are addi-
tionally required to submit vector commitments to audit responses alongside
their audit reports, the robustness to collusion carries over fully even when
coalition members have commitment power.

1.2 Related Work

To our knowledge, our work is the first to provide a game-theoretic foundation
for full incentive compatibility of a decentralized storage protocol in production.

Many have highlighted the importance of participation incentives—in the
form of payments and other direct rewards—in decentralized storage networks
(see, e.g., [14,38]). However, these analyses have typically been limited to high-
level questions such as the need for fairness in reward distribution and ensuring
that service providers can cover their operational costs, rather than reasoning
about how to make the overall system fully incentive-aligned.

Meanwhile, most public analyses of storage protocols emphasize distributed-
systems properties (such as safety, liveness, and fault tolerance), stopping short
of game-theoretic incentive analysis. For example, the Filecoin white paper [26]
states a desired incentive-compatibility property but does not provide a formal
proof; recent work establishes fault-tolerance guarantees [36], but, to our knowl-
edge, no publicly-available formal incentive compatibility argument for Filecoin
exists. Walrus [13] presents fault-tolerance guarantees without game-theoretic
claims about network incentives. Arweave [37] informally argues that its proof-
of-access leads to a dominant strategy and that P2P rules incentivize “pro-social
actions,” but does not furnish a formal proof. Storj [33] discusses “incentive align-
ment” via audits, escrow, and reputation without formal incentive compatibility
theorems. Celestia [1,2] provides rigorous data-availability and sampling guar-
antees, but—as with the others—does not present a formal proof of incentive
compatibility. Sia [35] and EigenDA [16] describe mechanisms (e.g., contracts,
slashing, proof-of-custody) that govern incentives, yet do not provide formal



4 Michael Crystal, Guy Goren, and Scott Duke Kominers

game-theoretic proofs. Likewise, Crust’s economy white paper [11] articulates
economic design claims rather than formal incentive compatibility results.

A notable example from outside the storage domain is Chainlink [8], which
introduces a two-tier watchdog mechanism for oracle verification, pairing cheap
first-level checks with costlier fallback validation. While Chainlink’s architecture
shares structural resonance with Shelby’s two-tier audit system, their work
focuses on unverifiable off-chain data—a substantial difference because Shelby’s
guarantees directly key off of the possibility of on-chain verification. Moreover,
Chainlink [8] does not provide formal game-theoretic guarantees.

Meanwhile, other studies of enforcement through auditing mechanisms in
distributed storage have focused on security and computational challenges (see,
e.g., [15] and the references therein), rather than incentive-alignment of auditing.

The closest work to ours that we are aware of is the recent paper of Vak-
ilinia et al. [34], which proposes a dominant-strategy incentive-compatible mech-
anism for decentralized storage under the assumption of a trusted (off-chain)
auditing oracle network. Like Shelby, the protocol of [34] leverages infrequent
costly verification to provide proper incentives; however, [34] uses those infre-
quent audits to confirm proper storage, whereas Shelby uses them to confirm
auditors’ reports. As we show in our game-theoretic analysis, pushing the ver-
ification step to the auditing level removes the need to have a trusted storage
oracle network—and because this drastically lowers the overall verification costs,
it enables Shelby to bring the backstop verification step on-chain.4

All of that said, there is significant game-theoretic precedent in the analysis
of peer-to-peer storage and information networks (see [20] for a recent survey).
And there has been recent research on market designs for ensuring truthful
information revelation in decentralized physical infrastructure networks [25].

And a number of authors have considered ways of compounding scarce au-
dits into broader system-wide incentives (see, e.g., [22,17,12]). Foundational to
all of this research are the classic Alchian and Demsetz [3] framework that for-
malized the monitoring problem in team production, as well as the more recent
work of Rahman [27], which introduced a game-theoretic incentive scheme for
“monitoring the monitor.”

2 The Shelby Protocol

We briefly summarize the design of the Shelby protocol (for further detail,
see [19]) before proceeding to our formal analysis in Section 3. First, we describe
Shelby’s system mechanics (Section 2.1), along with the associated payments
for service provision and penalties for misbehavior (Section 2.2). Then, we sum-
marize the system’s usage of erasure coding for fault-tolerance (Section 2.3).

4 Another differentiator is that whereas [34] relies on the client detecting potential
storage failures and requesting audits, Shelby’s randomized auditing scheme re-
moves the need for this. Indeed, as our analysis in the sequel demonstrates, Shelby
obtains incentive compatibility without any direct appeal or reference to the client.
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2.1 System Mechanics

Shelby delegates coordination and verification to a trusted blockchain, while
leaving the bulk of communication and auditing off-chain.

Data Storage. Each storage provider (SP) stores a set of data chunks and main-
tains an on-chain vector commitment representing the current state of its stored
data. When a chunk is added or modified, the SP updates their commitment.
Currently, Shelby implements vector commitments [9] using Merkle trees [23]:
each chunk is a leaf in the Merkle structure, and the commitment is the Merkle
root. Chunks are ∼1 MiB in size, and corresponding inclusion proofs are ∼1 KiB.

Off-Chain Audits. Public randomness, produced on-chain by Aptos [5], serves as
a shared seed visible to all SPs. At each block, this randomness is used to select
chunks for auditing, with each selected chunk associated with a unique, com-
monly known, SP (the auditee). That SP must then provide a Merkle inclusion
proof for the selected chunk to a subset of other SPs designated as auditors.5
This audit process continues over the course of an audit epoch. By the end of the
epoch, each SP has acted both as an auditee and as an auditor multiple times.

In its auditor role, an SP collects the responses it received from auditees into
an N -element array, in which element i is a binary vector indicating the outcomes
of the audits of SP i. A value of 1 represents a successful response; a value of 0
indicates a failure or a missing response. If we let fst denote the expected number
of audits that each SP undergoes per epoch in their role as an auditee, then each
audit report contains approximately N · fst entries. Auditors retain the received
inclusion proofs in local storage until the end of the next epoch, as they may
be required to present them for inspection during that epoch in the on-chain
verification process we describe below.

Audit Report Aggregation. At the end of each audit epoch, each SP (in its role as
an auditor) submits its audit report on-chain. Based on the full set of submitted
reports, an audit score is computed for each auditee. Specifically, for each audit
of SP i, the audit is counted as passing if a strict majority (more than 50%)
of i’s auditors reported a 1. Non-votes (i.e., missing responses) are interpreted
as 0s; and if an SP fails to submit its audit report, it is treated as if it had
submitted a report consisting entirely of 0s. The resulting audit score of SP i,
denoted γi ∈ [0, 1], is defined as the share of passing audits, after voting, out of
all the audits i was subject to during the epoch. This computation is performed
on-chain and is transparent to all participants.

On-Chain Audit Report Inspection. In addition, each auditor’s submitted report
undergoes random inspection. Using fresh on-chain randomness, each 1 entry
from the report is randomly selected for inspection with probability pau. The
5 In practice, Shelby uses selected subcommittees of auditors to audit a given

auditee—but for expositional simplicity in our discussion and analysis, we assume
that each auditee sends proofs to all other SPs.
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Fig. 1: Sequence of events in an audit epoch: SP i is audited by a group of SPs
who submit reports to the blockchain. The blockchain computes audit scores,

inspects auditors, and may assign extra audits if needed.

auditor is then required to provide the inclusion proof corresponding to that
entry for on-chain verification. This cryptographic proof is verified directly from
on-chain data (specifically, the vector commitment) and is not subject to ma-
jority voting of any kind. Failure to provide a valid proof in a timely manner is
considered a failed inspection.

Finally, any SP i with an audit score γi < 1 is subjected to additional random
audits performed directly on-chain. Let αi = 1 − γi

2. Then, αi · Cmax of i’s
chunks are randomly selected for direct on-chain inclusion proof verification,
where Cmax is a system parameter establishing the maximum audit volume.
While failure in these additional on-chain audits results in slashing, successfully
passing them does not restore the reduced payments associated with a low score.
This asymmetry is intentional: it prevents SPs from relying on low-frequency, on-
the-fly reconstruction to pass on-chain audits while neglecting their obligations
under the more frequent peer audits.6 The full process flow is shown in Figure 1.

2.2 Payments and Penalties

Each SP receives two types of participation rewards at the end of each epoch—
one for storing its assigned data, and one for (properly) performing audits:

6 Notice that a coalition could in principle prevent an SP from receiving its storage
reward by colluding to report 0 even when that SP has passed all audits successfully;
however, if the coalition does so, then its members forgo all audit rewards, since
those are received only for successful audits. This could not be rational without
the coalition receiving extra-market utility—such as directly valuing disrupting the
network—which we do not consider here (see Footnote 12).
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– Storage rewards. SP i’s storage rewards are proportional to the volume
of data i stores, measured in chunks, scaled by i’s audit score, and are
granted only when its audits count as passing. An audit counts as pass-
ing if a strict majority of SP i’s auditors reports a 1. Thus, SP i receives
γi · rst · 1|{j:ρi

j=1}|>N/2 per stored chunk per epoch, where rst is a fixed

per-chunk storage reward and ρij ∈ {0, 1} denotes SP j’s audit report on i.
– Auditor rewards. For each audit where SP i serves as an auditor, it receives

a fixed reward rau if it reports the audit as successful (i.e., submits a 1 entry
in the audit report).7

Misbehaving SPs may also become susceptible to slashing. All slashing events
are carried out on-chain and are forensics-based. In particular, slashing cannot
be imposed through voting, thus avoiding a scenario where a majority can slash
a correctly-behaving minority. Slashing may occur in the following two cases:

– On-chain audit-the-auditor inspection. An auditor that fails to provide
a valid inclusion proof during random inspection is slashed by Sau.

– Additional on-chain storage audits. An SP with a low audit score that
is selected for direct on-chain audits and fails to provide a valid inclusion
proof is slashed by Sst.

2.3 Erasure Coding and Data Reconstruction

The Shelby storage system employs erasure coding [29] to achieve efficient fault-
tolerance. Very roughly, a user file is divided into multiple data chunks, and
additional redundant chunks are generated (see [28] for a canonical construc-
tion); the result is a set of chunks, each containing partial information about the
original file, such that the full file can be reconstructed from any k chunks. For
simplicity, we conflate this k-out-of-N threshold with the requirement that at
least two-thirds of SPs serve their assigned chunks faithfully. The key advantage
of erasure coding is that it enables redundancy with substantially lower storage
overhead than full replication. Under the two-thirds threshold assumption, the
overhead is approximately 50%, compared to at least 3× for full replication.8

This redundancy has implications for the auditing scheme. In particular, an
auditee that fails to store a chunk might attempt to reconstruct it on-the-fly
during an audit. However, since each chunk is distinct, reconstruction is not
as simple as requesting a copy from a single peer. Instead, the auditee must
retrieve data from multiple different chunks—held by different SPs—to recreate
its own. Shelby’s encoding and reconstruction scheme requires information from
at least k distinct chunks to reconstruct a single chunk. Given that data in the
system is read at the granularity of full chunks,9 this implies that on-the-fly
7 This reward does not depend on the amount of data stored by i, and is designed to

encourage active participation in the protocol.
8 This approach is standard in modern large-scale storage systems [32].
9 In specific cases (e.g., recovery of tens of GiBs at an SP), the system supports data

formats allowing non-complete chunk access. This is primarily used for crash recovery
and involves high data volumes, making it impractical for on-the-fly audits.
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reconstruction requires the auditee to read at least k chunks from k different
SPs.

Denote by cr the cost of reading a single chunk from another SP. Then,
answering an audit by reconstructing the chunk on-the-fly incurs a cost of at
least k · cr. By contrast, the expected cost of storing the chunk locally for the
duration of an epoch is cst, during which it is audited fst times in expectation
at a per-audit cost of cau.10 This yields the following:

Observation 1 Whenever
fst · k · cr > cst, (1)

answering audits by storing the associated chunks strictly dominates answering
them via on-the-fly reconstruction.

Based on Shelby’s documentation [19,31] and pricing data from real-world sys-
tems [4,18,24], we have k = 10, fst > 3, and estimate cst/cr ≈ 2.5 (where fst
and cst are normalized to a monthly basis). Thus, in practice, we expect that (1)
holds, so storing chunks dominates reconstruction in audit response.

Table 1 summarizes the Shelby protocol parameters relevant to our analysis.

3 Incentive Analysis

Now, we introduce our formal framework for analyzing the storage and auditing
incentives under the Shelby protocol. Building on the notation and terminology
introduced in Section 2, we consider a population I of storage providers (SPs)
indexed by i = 1, 2, . . . , N . Each SP’s action space consists of three components:

1. a binary decision as to whether to store the assigned data;
2. a vector of binary choices as to whether to perform assigned audits; and
3. a vector of audit scores assessing the compliance of other SPs.

10 Note that we abstract away from the costs of proof generation and validation. Al-
though precise costs depend on implementation details, a representative deployment
recommended by [30] involves each SP precomputing a Merkle tree per chunk and
storing it alongside the chunk. This adds negligible overhead: approximately 32 KiB
atop the 1 MiB chunk. During an audit, the auditee retrieves the precomputed
Merkle inclusion proof and sends it to the auditor, who verifies it by performing ∼10
SHA-256 hashes. The auditor temporarily stores the proof for one additional epoch
to support possible audit-the-auditor queries. Thus, cst (the auditee’s per-chunk cost
per epoch) is dominated by the storage cost of 1 MiB for one month. The cost of
computing the full Merkle tree (∼2048 hashes) is amortized and negligible relative to
storage, as computing 2000 hashes is ∼3–4 orders of magnitude cheaper than storing
1 MiB for a month. Conversely, cau (the auditor’s per-audit cost) is dominated by
the networking costs of fetching the proof, while the runtime cost of computing ∼11
hashes during verification is much lower; storing the ∼1.3 KiB proof for a few hours
costs roughly two orders of magnitude less than the hash computations.
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Parameter Description

cst Cost to store a chunk per epoch.
cau Cost of auditing a storage provider.
cr Cost of reading a chunk from another storage provider.
rst Storage reward per epoch.
rau Auditor reward per successful audit.
fst Frequency that a stored chunk is audited per epoch.
pau Probability that a 1 entry in an auditor report

is selected for on-chain proof verification.
Sst Slashing penalty for on-chain storage audit failure.
Sau Slashing penalty for failing audit-the-auditor verification.

Table 1: Shelby Protocol Parameters

Formally, we let σi = (si, ei, ρi) ∈ {0, 1}×{0, 1}N−1×{0, 1}N−1 denote SP i’s
action space, where si = 1 indicates that SP i stores its assigned data; eji = 1

indicates that SP i properly conducts their assigned audit of SP j; and ρji = 1
indicates that SP i reports SP j as having stored its assigned data. Note that we
implicitly subsume the possibility that a storage provider may choose to store
its assigned data yet nevertheless refuse to provide a storage proof to an auditor;
in this case, the audit is “failed” from the perspective of the auditor, and so the
auditor reports 0.11 The (gross) utility of SP i is given by

ui(σi, σ−i) = γi · rst · 1|{j:ρi
j=1}|>N/2 + rau

∑
j ̸=i

ρji − si · cst − cau ·
∑
j ̸=i

eji , (2)

where rst and rau, respectively, denote the rewards for being reported as compli-
ant and for submitting audit scores that are 1s; while cst and cau are, respectively,
the cost of storing data and the cost of conducting an individual audit.12 For
simplicity and ease of notation, we express the storage reward payoff on a per-
chunk basis; this is without loss of generality, as extending it to total stored data
would not affect the analysis. We interpret rau as the net reward for submitting a
report with value 1, since submitting an on-chain report incurs a cost regardless
of whether an audit was actually performed. A storage provider who opts not to
store the data (i.e., who sets si = 0) may still attempt to reconstruct the data
from other providers at a reconstruction cost of cr.13

11 Note that an SP may choose not to conduct audits (eji = 0) while still submitting a
vector of audit scores. While the space of possible audit reports is richer in practice,
the system treats any report that is not exactly 1 as equivalent to 0. As a result,
without loss, we can model each audit report as a binary variable in our analysis.

12 Note that we implicitly rule out extra-market sources of utility such as agents ben-
efiting from shutting down or otherwise disrupting the overall network.

13 In practice, a storage provider attempting to retrieve data they did not store risks
failure to do so. However, we take a conservative modeling approach and assume
that such retrieval is always successful.
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Additionally, for notational convenience, we set fst = 1.14

3.1 The “Who-Will-Audit-The-Auditor” Problem

As a benchmark, we analyze Shelby’s off-chain SP audits as an isolated game.
Formalizing the “auditing-the-auditors” problem, we show that if the audit mech-
anism relies solely on these off-chain audits, then the fully dishonest strategy is
the unique equilibrium.

Formally, we say that SP i follows a fully dishonest strategy if they choose

σ◦
i (si, ei, ρi) = (0, 0, . . . , 0, 1, . . . , 1);

i.e., a fully dishonest SP does not store data, assigns 1 audit scores to all others,
and refrains from conducting audits.

Proposition 1. With only off-chain audits, the unique pure strategy Nash equi-
librium is (mutual) full dishonesty, i.e., for all i ∈ I, σi = σ◦

i .

The main intuition behind Proposition 1 is the problem of “who audits the
auditor?” A mechanism that relies solely on off-chain audits by SPs offers no
guarantee that audits are conducted truthfully. Without a way to verify or en-
force audits, SPs have a dominant strategy to avoid audit costs and simply report
successful outcomes (1s).

In a fully dishonest equilibrium, SPs receive all rewards without incurring
costs. This outcome is robust to collusion, so long as no external funds enter
the system. Thus, we see that off-chain auditing alone is insufficient—aligning
incentives for storage requires a way of aligning incentives around audits.

3.2 Truthful Behavior under On-Chain Auditing

In this section, we augment the off-chain auditing scheme with a provably accu-
rate on-chain mechanism, which targets SPs suspected of underperformance and
at the same time verifies a subset of audits to ensure correct reporting. Let pau
denote the probability that an auditor who reports a value of 1 is selected for
on-chain verification of their audit proof, and let Sau ≥ 0 represent the slashing
penalty for failing this verification. SPs whose audits fail on-chain verification
also lose the associated audit rewards rau.15

We begin by identifying a sufficient condition under which full dishonesty, as
previously defined, is no longer a Nash equilibrium.

Proposition 2. With completely verifiable on-chain auditing enforcing off-chain
audits, if

Sau >

(
1− pau
pau

)
rau, (3)

then (mutual) full dishonesty is not a Nash equilibrium.
14 Note that our positive results will continue to hold for any fst ≥ 1, as higher fre-

quency of audits reinforces the audit mechanism’s robustness.
15 This is a normalization, as we could alternatively replace the slashing penalty Sau

with Sau + rau.
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Condition (3) guarantees the existence of a profitable deviation away from
the dishonest equilibrium. Specifically, it implies that the slashed amount Sau

is sufficiently large to make a false report of 1—as prescribed in the dishon-
est strategy—unprofitable. However, our goal is stronger than that: we wish to
sustain an honest strategy as an equilibrium.

Definition 1. We let σ•
i denote the honest strategy of SP i during an audit

epoch, i.e., σ•
i = (si, ei, ρi), where si = 1, eji = 1 for all j ∈ I \ {i}, and ρji = 1

if and only if SP j has submitted a valid proof of storage to i.

The honest strategy consists of two components that reflect the dual roles of
each SP as a storage provider and an auditor. In the role of storage provider, the
SP stores all assigned data chunks. As an auditor, the SP performs all assigned
audits and reports their outcomes truthfully.

We assume that the network operates under low-level noise, i.e., there is a
small probability ϵ > 0 that any SP may submit an inaccurate proof due to
minor errors or imperfections in the network.16

We now proceed to derive conditions under which the honest strategy profile
constitutes the unique Nash equilibrium.

Theorem 1. With completely verifiable on-chain auditing enforcing off-chain
audits, if

(i) slashing discourages reporting without auditing, i.e., Sau ≥
(

1−pau

pau

)
rau +(

1
ϵ·pau

)
cau;

(ii) audit rewards outweigh the cost of auditing, i.e., rau ≥
(

1
1−ϵ

)
cau; and

(iii) storage rewards exceed costs, i.e., rst ≥ cst;

then, mutual honesty, i.e., σ• = (σ•
1 , . . . , σ

•
N ), is the unique Nash equilibrium.

Together, Conditions (i)–(iii) ensure that the expected payoff from honest
behavior—both in auditing and data storage—strictly exceeds any potential
gains from deviation. Furthermore, under these conditions, the honest strategy
constitutes the unique equilibrium. Condition (i) guarantees that the slashing
penalty is large enough to deter SPs from not carrying out audits while falsely
reporting 1, regardless of whether a proof of storage was received.17,18 Condi-
tion (ii) ensures that audit rewards are large enough to discourage providers
16 This assumption reflects the practical reality that occasional inaccuracies can arise

from benign sources such as hardware faults, timing issues, or other forms of opera-
tional noise.

17 Condition (i) subsumes the inequality (3) in Proposition 2, which in this case guar-
antees that SPs will not report 1 in the absence of a valid proof.

18 Note that Condition (i) becomes arbitrarily demanding as ϵ → 0, but that is because
of a “verifier’s dilemma” effect: if each SP expects all other SPs to properly store their
data in equilibrium, and there is no chance of any SP making an error, then there
is no incentive to actually conduct audits. In that case, we expect a partially-honest
mixed strategy, in which SPs reduce their storage performance to optimally trade
off relative to equilibrium auditing levels.
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from merely reporting 0 without actually performing the audits. Finally, Condi-
tion (iii) is a baseline participation constraint, ensuring that acting as a storage
provider is, at minimum, individually profitable.

3.3 Resilience to Coalitional Deviations

In this section, we analyze the robustness of the honest equilibrium in the pres-
ence of potential collusion among SPs aiming to maximize their collective payoff.
We consider two distinct cases. In the first and stronger case—the commitment
case—coalition members can commit in advance to a joint strategy from which
no deviation is feasible ex post. This effectively allows the coalition to operate as
a single coordinated entity, for example through a smart contract that enforces
the agreed-upon strategy.19 In the second, weaker case—the no commitment
case—coalition members can deviate from the agreed-upon strategy. Here, the
coalition merely exchanges information and agrees on a joint strategy ex ante,
without any mechanism to bind members to the chosen strategy.

Definition 2. An action profile σ is δ-coalition–resistant with respect to coali-
tion J ⊆ {1, . . . , N} if for every joint deviation σ′

J of J , we have
∑

i∈J ui(σ) ≥∑
i∈J ui (σ

′
J , σ−J)− δ.

In the commitment case, the maximum gain that a coalition of fewer than
half the SPs can obtain by deviating from the honest strategy is bounded by the
total audit cost incurred from internal auditing within the coalition.

Theorem 2. Let J be a coalition of storage providers with |J | < N/2, and
suppose that members of J have commitment power. Then, under Conditions
(i)–(iii) of Theorem 1, the (mutually) honest strategy is

(
|J |2 · cau

)
-coalition–

resistant with respect to J .

The main intuition behind Theorem 2 is that, as long as the coalition size
remains below half of the total number of SPs—and under the appropriate condi-
tions outlined in Theorem 1—it is always in the coalition members’ best interest
to fully store their assigned data. This inherently limits the potential gains from
forming a coalition. Indeed, because the coalition members will be audited by a
voting majority of SPs outside the coalition, the best joint deviation the coali-
tion members can achieve is storing their data while not actively auditing each
other.20 But when the coalitional equilibrium self-enforces the storing of data,
19 Such a smart contract could require each SP to stake a certain amount, which would

be slashed if the SP deviates from the agreed-upon strategy.
20 We might worry that SPs could try to free-ride by copying others’ audit reports, for

example if those reports are visible while being submitted through a public mempool.
While in principle it is possible for this to induce a form of herding that would reduce
the effective share of “independent” audit reports outside of a coalition, in practice
it would require SPs to trust others to submit reports—and to make those reports
accurately; SPs would be leaving themselves open to slashing otherwise. (Moreover,
such trust would seem especially difficult to sustain when network participants are
concerned about collusion.)
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within-coalition auditing is not actually necessary—so there is no loss in terms
of equilibrium data storage.21 Importantly, this result does not depend on how
the coalition’s gains are allocated among its members.22

Moreover, if we additionally assume that coalition members do not have
commitment power, then for any coalition J with |J | < N/2, no joint deviation
can strictly improve the payoffs of all its members. In this case, the honest
strategy remains robust even under coordinated deviations.

Definition 3. An action profile σ is an ℓ-strong equilibrium if, for every sub-
set J of at most ℓ ≥ 0 storage providers and for every joint deviation σ′

J of J ,
there exists at least one storage provider i ∈ J such that ui(σ

′
J , σ−J) ≤ ui(σ).

Our next result shows that for any coalition J with |J | < N/2, joint devia-
tions cannot be sustained without commitment power.

Theorem 3. Suppose that SPs do not have commitment power within coalitions.
Then, for ℓ < N/2, under Conditions (i)–(iii) of Theorem 1, the (mutually)
honest strategy is the unique ℓ-strong equilibrium.

Theorem 3 shows that when coalition members do not have commitment
power, the honest equilibrium is robust to coalitions of less than half of the SPs.
The intuition that underlies this result is that without the ability to commit to
providing services when required, SPs within a coalition lack a strict incentive
to submit valid proofs of storage ex post.

4 Strengthening the Protocol

Theorems 2 and 3 provide formal coalition-resistance guarantees. However, they
are not the strongest guarantees possible. In particular, when coalition mem-
bers have commitment power, a coalition J can still obtain an aggregate benefit
of |J |2 · cau. We show that while the current Shelby auditing protocol has this
caveat, the protocol can be improved to provide a stronger coalition-resistance
21 This implies that if a coalition of SPs develops a more efficient method to enforce data

storage than the protocol’s auditing mechanism, they can, in fact, locally outperform
the protocol in maintaining honest storage.

22 Note also that the preference for storing assigned data chunks over attempting on-
the-fly reconstruction (Observation 1) continues to hold even in the presence of
coalitions. Indeed, a coalition performing reconstruction still requires access to 2

3
of

all relevant chunks; thus, they benefit only from the subset of those chunks that are
already stored by coalition members. Let x denote the fraction of assigned chunks
stored by each member of a coalition J , and |J|

N
denote the relative size of the

coalition. Then the savings in read cost per chunk from intra-coalition reads (which
are assumed to be free) is (1− x) ·

(
2
3

)
− (1− x) ·

(
2
3
− x ·

( |J|
N

))
; this is maximized

when x = 1
2
, where it evaluates to 1

4

( |J|
N

)
, corresponding to a savings of at most 25%.

Within the context of (1), a 25% reduction is negligible compared to the estimated
1600% overhead of on-the-fly reconstruction computed in Section 5.
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guarantee, making the honest strategy an ℓ-strong equilibrium even given full
commitment among coalition members. (This is the strongest notion of a coali-
tion, under which all members always act to the joint benefit of the coalition: in
the case of a distributed system, the commitment case can be thought of as if all
coalition members are controlled by a single entity.) Beneficially, the proposed
modification is minimal and preserves the structure of the original protocol.

Recall that an SP, in its role as an auditor, submits an audit report on-chain.
This report consists of binary values only—1 for audits that received a successful
response, and 0 otherwise. In addition, the auditor retains the successful audit
responses for potential downstream audit-the-auditors inspection. We propose
that the on-chain submission include an additional vector commitment over the
set of successful audit responses.23 This commitment—a fixed number of bytes
when using Merkle trees—is added to the audit report; the underlying data itself
is still retained locally by the auditor. The random inspection of audit reports
will then be answered by both the audit response itself (the 1 KiB inclusion
proof of the audited chunk) and an inclusion proof of the audit response verified
against the additional embedded commitment in the report.

Proposition 3. Assume Conditions (i)–(iii) of Theorem 1 hold and suppose the
auditing protocol employs a vector commitment scheme for the reports. Then, for
ℓ < N/2, the (mutually) honest strategy is the unique ℓ-strong Nash equilibrium,
even when coalition members have commitment power.

The inclusion of a vector commitment scheme ensures that even within a
coalition, a storage provider will not report a value of 1 without having actu-
ally received a valid proof of storage. This is because any attempt to generate
the proof on-demand during the on-chain verification phase would invalidate the
initial report, resulting in the provider being slashed. Thus, this modest modifi-
cation to the audit protocol significantly strengthens its robustness to collusion.

5 Discussion

In this paper, we introduced a game-theoretic framework to analyze and prove
incentive compatibility of the Shelby decentralized storage protocol. Our neg-
ative incentive result for the model with just off-chain audits (Proposition 1)
highlights the importance of reasoning about incentives in these protocols: Even
with a form of auditing in the system, incentive compatibility is not guaranteed
without some way to enforce incentive alignment in the auditing process. Our
positive results show that Shelby’s occasional on-chain audit verification suf-
fices to align auditor incentives, which in turn renders the full storage network
incentive compatible (Theorems 1–3 and Proposition 3).

Our results highlight a simple blockchain mechanism-design principle: infre-
quent but perfectly-verifiable checks can discipline cheaper, high-frequency off-
chain interactions. In Shelby, occasional on-chain verification makes truthful
23 Vector commitments are already used in the auditing protocol, so our proposal does

not introduce new cryptographic mechanism overhead.
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auditing a best response; once audits are truthful, storage becomes incentive
compatible as well. The point is architectural: when a protocol pairs (i) low-
cost peer reporting with (ii) a scarce but certain report verification channel,
incentive-aligned behavior can emerge at reasonable cost.

Back-of-the-Envelope Calibration. Using engineering-informed orders of magni-
tude we gathered from conversations with the Shelby Engineering Team [30]
(rst ≈ $30/TB/month, cst ≈ $5/TB/month, cr ≈ $2/TB, cau ≈ $10−7 per au-
dit, rau ≈ $5 × 10−7 per audit, pau ≈ 2 × 10−4 audit-the-auditor sampling,
Sau ≳ $1000, fst ≈ 4 audits/chunk/month), the qualitative takeaways are:

– Decentralized storage is clearly worth doing. Indeed, rst/cst ≈ 6, so
the basic participation constraint is comfortably satisfied.

– Honest auditing beats “lazy negative” reporting. As rau ≈ 5cau, truth-
ful auditing pays more than lazily reporting all-0, even allowing for small
proof/measurement noise.

– False “1” is a dominated strategy. A fake 1 pays rau ≈ $5 × 10−7 but
faces expected slashing pau · Sau ≈ $0.2; cheating is worse by a factor of
4× 105. This margin remains substantial even if noise is as high as 1%.

– On-the-fly reconstruction remains uneconomic. With k = 10 and
fst ≈ 4, an auditee would need at least 40 chunk reads per month to mimic
honest storage; 40cr/cst ≈ 16 makes this highly unattractive in expectation.

These back-of-the-envelope checks are not “tight bounds,” but they show that
the Shelby design sits in a regime where the honest strategy is comfortable.

Incentivizing Whistle-Blowing is Complementary. Many protocols (including
Shelby) consider bounties for submitting forensic proofs of misbehavior. Our
guarantees do not rely on bounties; we show that at least in the case of Shelby,
a whistleblower reward is not necessary for incentive alignment. That said, in
practice, modest bounties can further deter collusion and speed fault detection,
with standard griefing/DoS safeguards on submission.

Participation Elasticities and Slashing. In Theorem 1, the key condition—assuming
rewards are high enough to cover costs—is that the slashing penalty for incorrect
audit reports, Sau, is sufficiently large. We might then wonder: why not set the
penalty Sau at some extremely high value?24

While in theory arbitrarily high Sau would allow us to reduce the required
on-chain audit probability pau to near zero, there are several practical concerns
with such an approach. First, in order for the system to effect slashing, SPs must
stake value equal to Sau, so if Sau is extremely high, then the capital requirements
for participation may be prohibitive for smaller SPs, limiting decentralization.
Moreover, even honest SPs who are able to cover the staking capital requirements
may be disinclined to commit such large amounts if the system rewards are not
24 We thank a reviewer for raising this question, which, on reflection, we think should

be addressed more commonly in protocol design.
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large enough to compensate for putting their capital at (even small) risk. Thus,
in general, it is important to trade off between the slashing level Sau and the
probability of auditing pau; and more broadly, we expect that in practice the
inequality Condition (i) in Theorem 1 should ideally be relatively tight, in the
sense that slashing penalties should be set at a level to discourage but not overkill
reporting without auditing.25

Beyond Storage: DePIN and Data Availability. While the incentive design and
analysis presented in this paper are rooted in the context of decentralized data
storage, the same template applies in other contexts where work is off-chain but
attestable, as in, for example, sensor readings, bandwidth/compute serving, or
rollup data-availability sampling. In each case, peer reports carry most of the
load, and a small budget of certain checks (cryptographic openings, ZK spot-
checks, or L1 verifications) enforces honesty. The choice is not “all on-chain vs.
all off-chain,” but a calibrated split with a credible hammer.

Limitations and Future Work. One limitation of our analysis is the focus on Nash
equilibrium as the solution concept. It remains an open question whether there
are stronger implementation guarantees, such as dominant-strategy incentive
compatibility, for auditing in decentralized storage networks.

Additionally, our model is static. To some degree, we view this as a feature,
as it means we obtain within-period incentive guarantees—without the need to
appeal to reputation or other dynamic incentives, or to consider the balance
between rewards and time discounting. However, a dynamic setting may create
a richer strategy space that allows for behavior not captured in our model.

Our analysis also assumes each SP corresponds to a single player in the game.
In deployment, incentive compatibility must compose with Sybil defenses (here,
staking requirements). Quantifying the combined margin is an open task.

And meanwhile, the inspection rate pau trades off against L1 cost and set-
tlement delay. Our calibration works for Aptos; systems evaluation mapping
feasible pau to specific chains (throughput, gas, time-to-finality) would turn our
qualitative guidance into deployment playbooks on those chains.

Coda. Overall, we view our results as sufficient conditions and a design blueprint:
pair cheap peer audits with a small budget of certain checks, calibrate rewards
and slashing so the expected value of cheating is deeply negative, and (optionally)
bind audit artifacts with vector commitments to harden against collusion—then
honest storage and truthful auditing emerge as the unique equilibrium.

25 As a side note, a second concern, reminiscent of the Becker [6] theory of crime, is that
if slashing penalties are excessive relative to what is needed to provide proper incen-
tives, then SPs who conclude they are at risk of slashing may decide to compound
their malbehavior, under the theory that they have nothing left to lose.
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A Proofs Omitted from the Main Text

A.1 Proof of Proposition 1

We first show that mutual full dishonesty constitutes a Nash equilibrium. When
all SPs play σ◦, each SP i receives

ui(σ
◦
i , σ

◦
−i) = rst + (N − 1)rau.

This strategy incurs no storage or audit cost, while maximizing rewards. There-
fore, no SP has an incentive to deviate.

To show uniqueness, suppose there were an alternative Nash equilibrium in
which some SP i assigns an audit score of 0 to SP j, i.e., ρji = 0. In that case,
SP i could profitably deviate by setting ρji = 1, thereby gaining an additional
rau without incurring any further cost (indeed, reporting ρji = 1 is strictly domi-
nant). Therefore, in any equilibrium, all audit vectors must consist of 1s: ρji = 0
for all i and j.

Given that SPs receive full audit rewards regardless of actual auditing, and
that auditing incurs a cost, it must be the case that eji = 0 for all i and j in
equilibrium. Similarly, storing data incurs cost cst without affecting rewards if all
audit reports are positive, implying si = 0 for all i. Thus, mutual full dishonesty
is the unique pure strategy Nash equilibrium in the internal audit game. ⊓⊔

A.2 Proof of Proposition 2

Under mutual full dishonesty, each SP i follows the strategy

σ◦
i (si, ei, ρi) = (0, 0, 0, . . . , 0, 1, 1, . . . , 1).

The payoff for SP i associated with (eji , ρ
j
i ) = (0, 1) is given by

(1− pau)rau − pauSau,

while the payoff from setting (eji , ρ
j
i ) = (0, 0) is 0. Thus, deviating to (0, 0) will

be profitable if

Sau >

(
1− pau
pau

)
rau;

in this case, mutual dishonesty would no longer be a Nash equilibrium. ⊓⊔

A.3 Proof of Theorem 1

We begin by showing that employing the honest strategy is an equilibrium.
Assume that each storage provider (SP) j stores its assigned data (i.e., sj = 1);
we first show that no other SP i finds it profitable to deviate from the honest
strategy when choosing their audit and reporting actions (eji , ρ

j
i ).
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Let uj
i (e

j
i , ρ

j
i | sj = 1) denote SP i’s expected audit utility from choosing

whether to audit SP j and what to report, given that SP j stores its assigned
data. Then

uj
i (σ

•
i | sj = 1) = ϵ · 0 + (1− ϵ)rau − cau

uj
i (0, 1 | sj = 1) = ϵ [(1− pau)rau − pauSau] + (1− ϵ)rau

uj
i (0, 0 | sj = 1) = 0

uj
i (1, 0 | sj = 1) = −cau.

To deter the deviation (0, 1), we require

uj
i (σ

•
i | sj = 1) ≥ uj

i (0, 1 | sj = 1);

this implies

Sau ≥
(
1− pau
pau

)
rau +

(
1

ϵ · pau

)
cau,

which is Condition (i).
To deter the deviation (0, 0), i.e., not auditing and always reporting 0, we

require
uj
i (σ

•
i | sj = 1) ≥ uj

i (0, 0 | sj = 1),

which leads to
rau ≥

(
1

1− ϵ

)
cau,

which is Condition (ii).
Next consider deviations in which SP i chooses not to store its assigned

data, i.e., si = 0. To render this a non-profitable deviation, it must be that any
auditing SP j truthfully reports 0 if they detect an invalid or a missing proof.
This will be the case if

(1− pau)rau − pauSau − cau ≤ −cau =⇒ Sau ≥
(
1− pau
pau

)
rau,

which is implied by Condition (i).
Given this setup, if i deviates, then i will be audited truthfully by other SPs

and will not receive storage rewards, as a majority of SPs will report 0 against
it. Consequently, as long as

rst − cs ≥ 0,

SP i has an incentive to store its assigned data; when this condition—which
is equivalent to Condition (iii)—is satisfied along with Conditions (i) and (ii),
honest behavior constitutes a Nash equilibrium.

We now establish uniqueness. For the sake of seeking a contradiction, assume
that there exists an equilibrium in which some SP i does not store its assigned
data. By Conditions (i) and (ii), no other SP will report a value of 1 for i,
implying that i will not receive their storage reward rst. Then, by Condition
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(iii), i has a strict incentive to deviate and store its assigned data. Thus, it
follows that in any equilibrium, all SPs must store their assigned data. Applying
Conditions (i) and (ii) again, we then see that each SP will conduct their assigned
audits, and report truthfully. Therefore, the honest strategy profile is the unique
equilibrium. ⊓⊔

A.4 Proof of Theorem 2

With |J | < N/2, Conditions (i)-(iii) ensure that SPs outside the coalition follow
the honest strategy. In particular, by Conditions (i) and (ii), and the reasoning
in the proof of Theorem 1, any SP i /∈ J will report a value of 1 for another SP
only if they have performed the audit and obtained a valid proof. Therefore, any
SP within the coalition that does not store a data chunk will be unable to secure
a majority of 1 votes for that chunk, regardless of the coalition’s strategy. As a
result, the storage-related payoff for any SP that does not store its assigned data
will be at most 0, whereas storing its assigned data yields a payoff of rst − cst,
which is positive by Condition (iii). Hence, in any equilibrium, all SPs must store
their assigned data.

While storing data, coalition members may coordinate to report 1 scores for
each other without actually performing audits. When these 1 scores are them-
selves audited via the on-chain audit mechanism, the assigned SP will be required
to submit a valid proof of storage. Given that coalition members have full com-
mitment power, they can pre-commit to providing such proofs when requested.
Thus, assuming that no SP within the coalition conduct audits on other coalition
members, the maximum additional payoff gained will be |J |2 · cau. ⊓⊔

A.5 Proof of Theorem 3

Following the reasoning in the proof of Theorem 2, for any |J | < N/2, Conditions
(i)-(iii) ensure that service providers (SPs) outside the coalition adhere to the
honest strategy. As a result, any SP that fails to store its assigned data receives
a storage-related payoff of 0, whereas storing the data yields a payoff of rst− cst,
which is positive by Condition (iii). Therefore, in any equilibrium, all SPs must
store their assigned data.

However, when coalition members lack commitment power, deviating from
the honest strategy—by falsely reporting 1 scores for one another without per-
forming actual audits—ceases to be profitable because there is no guarantee that
valid proofs will be generated and submitted when required. Consequently, for
any |J | < N/2, the honest strategy constitutes the unique |J |-strong equilibrium
in the no-commitment case. ⊓⊔

A.6 Proof of Proposition 3

In the case in which coalition members lack commitment power, the result follows
directly from Theorem 3.
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Now consider the case in which coalition members have commitment power.
The vector commitment scheme guarantees that any report of 1 without a corre-
sponding valid proof at the time of reporting will trigger slashing during on-chain
verification. (This is because the vector commitment scheme effectively creates
a cryptographic timestamp at the time of proof generation.) As a result, any
attempt to construct a proof at a later stage will not constitute a valid proof
and will therefore be penalized. Consequently, any coordinated attempt within
the coalition to submit 1 scores without actually performing the audits carries
the risk of being slashed. Therefore, under the vector commitment scheme and
conditions (i)-(iii), coalition members have no profitable deviation from the hon-
est strategy. ⊓⊔
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