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Abstract. Privacy-Preserving Blueprints (PPBs), introduced by Kohl-
weiss et al. in in EUROCRYPT 2023, offer a method for balancing
user privacy and bad-actor detection in private cryptocurrencies. A PPB
scheme allows a user to append a verifiable escrow to their transactions
which reveals some identifying information to an authority in the case
that the user misbehaved. A natural PPB functionality is for escrows
to reveal user information if the user sends an amount of currency over
a certain threshold. However, prior works constructing PPBs for such a
functionality have severe limitations when it comes to efficiency: escrows
are either computationally infeasible to compute, or too large to be plau-
sibly stored on a large-scale distributed ledger. We address these gaps by
constructing a space and computation-efficient PPB for threshold com-
parison, producing escrows under 2kb that can be computed in seconds.
The scheme can be instantiated using well-known cryptographic prim-
itives, namely variants of the ElGamal encryption scheme and generic
non-interactive zero-knowledge proofs. As an additional contribution,
we implement one of the theoretical generic PPB constructions origi-
nally proposed by Kohlweiss et al. and find that it performs surprisingly
well in practice. For the threshold comparison functionality it requires
approximately 14kb escrows, and can be computed in around 12 seconds.

1 Introduction

Cryptocurrencies, protocols and exchanges have recently faced stringent regu-
latory pressure due to their potential misuse by terrorist organizations and for
money laundering purposes in the US [28], EU [26], UAE [7] and Japan [31]. This
problem has become more serious due to the recent deployment of asset-backed
stablecoins, which use decentralized networks to conduct transactions denomi-
nated in regulated financial assets. A common solution to this problem employs
blockchain tracing [18], which depends on the fact that many cryptocurrency
systems use non-private transactions, where all details are visible to the public.
Unfortunately, this results in a level of transaction privacy dramatically below
that of the traditional financial system. Several technologies have sought to im-
prove privacy by deploying techniques that make transaction details confidential
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to non-participants [25, 21, 24, 16]. The lack of visibility in these systems has
led to a series of conflicts with regulatory authorities, culminating in the U.S.
Treasury applying sanctions to the Tornado Cash smart contracts [29].

Over the past several years, several proposals have sought to achieve privacy
while also satisfying the requirements of government regulators. One family of
solutions aims to preserve the confidentiality of transactions from the general
public while also providing some degree of visibility to a designated compliance
authority (e.g., a stablecoin issuer). The most straightforward approach to this
problem makes all transaction data visible to the authority, for example by en-
crypting transaction details under the authority’s public key. However, this level
of visibility can pose a risk to users in the event that the authority becomes
compromised. An alternative approach is related to the area of pre-constrained
encryption [2]: in these protocols a designated authority learns only appropriate
functions of an individual’s financial activity, while keeping other aspects fully
private. For example, individuals who remain within an envelope of compliance
parameters would experience full transaction privacy, while those who exceed
these parameters would have some or all of their transaction data revealed.
Most critically, this guarantee should hold even if the authority is fully compro-
mised and behaves maliciously, which rules out solutions that simply collect all
transaction data and then filter what is made available to regulators.

Privacy-preserving blueprints. In service of this goal, Kohlweiss et al. [13] in-
troduced Privacy-Preserving Blueprints (PPBs). In a PPB scheme, an auditor
publishes a function f(,-), along with some secret and committed input z cho-
sen by the auditor. Each time a user authors a transaction, it adds an encrypted
escrow field that contains the value f(z,v), where v represents some input from
the user’s transaction. Finally, this escrow field can be decrypted by the audi-
tor. This primitive has several applications. For example, f(z,-) can realize a
watchlist functionality [13, 11]: here z = {A;,..., A, } contains a secret list of
suspicious accounts, and v = {Asender, Arecipient } are the addresses of the parties
involved in the transaction. The function f(x,v) would reveal v to the auditor
iff v Nz # () and would reveal an empty value L in all other cases. A critical
feature of PPBs is that the watchlist « remains confidential from the transaction
authors.?

PPBs for threshold comparison. One particularly useful functionality for PPBs
is threshold comparison, which allows authorities to place threshold limits on
transaction values. Here v contains the amount of a transaction, and the auditor
learns some message m iff v > z.* This functionality is a critical component
of implementing traditional Anti-Money Laundering (AML) functionalities. For

3 In practice, the auditor’s input z can be placed within a public commitment: this
ensures that the contents of the watchlist are not entirely arbitrary, e.g., outside
parties can be allowed to examine the content of the watchlist and ensure that this
watchlist is in use on the network.

4 In practice m may be identifying information for the user, or a key that encrypts
other values of interest.
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example, the U.S. Bank Secrecy Act both mandates the reporting of cash trans-
actions over $10,000 [19], and that banks file secret Suspicious Activity Reports
(SARs) for any transaction that may represent “structuring” intended to evade
the published limits. PPBs for threshold comparison (over individual transaction
amounts, or cumulative transaction amounts over a period) represents one way
to implement SARs on a private chain.

Building threshold-comparison PPBs for use on large-scale distributed ledgers
imposes a number of restrictions on constructions. Any constructions must be
efficient in both computation time and particularly in bandwidth (i.e., the size
of the escrow field), since the escrow must be stored on the ledger. Next, PPBs
require that escrows be publicly verifiable. While the auditor checks and decrypts
values, the validators maintaining the ledger should be capable of verifying that
any given escrow is valid as a condition for accepting transactions on chain. Fi-
nally, the auditor must be able to decrypt an escrow field non-interactively, i.e.,
it should not require further interaction with the transaction author to obtain
the escrow data.

Limitations of previous work. Previous works addressing threshold-comparison
PPBs or related problems fall short on one or more of these metrics. Kohlweiss et
al. propose a solution based on fully-homomorphic encryption (FHE) [13], which
can realize general functionalities and is space-efficient. However, the scheme re-
quires the transactor to formulate a zero-knowledge proof over the FHE evalua-
tion process, which remains computationally infeasible [30]. Subsequent work [11]
improves efliciency, but supports only the more limited set membership (“watch-
list”) functionality discussed above.

A second line of work by David et al. [8] produces a computationally-efficient
updatable PPB that can be adapted to fit the threshold comparison functionality.
In their scheme, users submit transactions with values up to some limit d, and
the auditor becomes able to decrypt an escrow when the sum of the transaction
values passes the threshold ¢. Unfortunately, their solution is notably inefficient
when it comes to the escrow size: escrows require a number of group elements
that scales linearly with d. As a concrete example, to allow up to 1000 units
of currency per transaction would require each escrow to consume 385KB using
the instantiation from [8, §8].

The PPB offering the most practical solution for threshold-comparison is a
second construction in Kohlweiss et al. [13] which uses non-interactive secure
computation (NISC). In this construction, escrows consist of the sender message
in a NISC protocol (typically instantiated with oblivious-transfer (OT) cipher-
texts and a garbled circuit) along with a proof that the NISC was computed
honestly. While computing a “proof of garbling” requires proving over crypto-
graphic primitives, and escrows must contain the full garbled truth tables, this
solution remains plausible as a deployable PPB, though to the best of the au-
thors’ knowledge no implementations currently exist. One contribution of this
work is to explore and optimize this approach.
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Table 1: A comparison of escrow sizes and proof generation time for threshold
comparison of 32-bit integers. Best-case FHE escrow size was estimated as TFHE
[6] ciphertexts compressed using the TFHE-rs library [22]. The d in the escrow
size for [8] scales linearly with the amount of currency permitted per-transaction,

and would be impractically large for implementations at d

= 232 in this example.

Estimated Escrow
Scheme Practical?| Generation time Size (bytes)
Kohlweiss et al. [13] FHE No n/a 2,252
David et al. [8] No n/a 384d + 1,152
Kohlweiss et al. [13] NISC Yes 11.95 seconds (see §5.) 13,472
This work Yes 4.42 seconds 1,600

Our contributions. In this work we investigate the problem of constructing con-
cretely efficient privacy-preserving blueprints for threshold comparison. We in-
vestigate two different approaches to this question:

1. Realizing and optimizing NISC for PPBs. As a baseline, we revisit the

NISC approach mentioned by Kohlweiss et al. [13]. While the authors de-
scribe this construction as “theoretical” for general functionalities, we show
that careful engineering allows us to realize the specific comparison func-
tionality practically. The challenge here is careful circuit optimization, as
well as the need to realize a ZK-friendly implementation of a garbled circuit,
something that requires non-trivial optimization and design choices. We use
this construction as a baseline to compare against later contributions.

. Developing a novel PPB based on ambiguous encryption. To im-

prove upon this result, we next develop a novel PPB construction that allows
the auditor to perform an oblivious variant of the classic string compari-
son algorithm using “lossy” and ambiguous encryption [3]. Our construction
makes use of the fact that, in our intended application, the threshold compar-
ison functionality already leaks information about the user’s input amount
in the specific case where the comparison is satisfied. The resulting escrows
require only 4log, (¢) + 7 group elements, where ¢ is the maximum value of
the threshold ¢ and b is an arbitrary base chosen at setup time.

To verify the efficiency of our techniques we implement both approaches under
the assumption of a malicious user, and we present detailed performance and
bandwidth numbers for each construction. We provide a comparison of estimated
escrow sizes and prover times between this and prior work in Table 1.

In the next section we provide a high-level technical overview of our contribu-
tions.

1.1 Technical Overview

We are interested in a PPB for the following functionality:

f(t7 (Uvm)) =

1 otherwise

{mifv>t
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In other words, our goal is to construct an encryption scheme where a ciphertext
ct can only be decrypted if some associated value v is greater than a private
threshold ¢, which is encoded in the public key.

Exploring and optimizing the NISC-based construction Kohlweiss et
al. observe that a “generic” construction of PPBs can be derived from the use
of non-interactive secure computation (NISC) and an appropriate ZK proof-of-
knowledge [13]. However, they do not implement this construction, and mainly
treat it as a “theoretical” alternative to their direct construction of a different
functionality. Thus, as a baseline we wish to determine if this protocol can work
in practice for the specific threshold comparison functionality we are interested
in.

In practice, realizing this construction requires solving a number of engi-
neering challenges. NISC constructions traditionally involve the use of a garbled
circuit combined with a re-usable two-message OT scheme. The first challenge,
therefore, is to identify an efficient circuit for threshold comparison that maxi-
mizes the advantages of efficient garbling schemes, such as the ability to calculate
XOR gates for “free” [15]. A more imposing challenge is the need to construct
efficient zero-knowledge proofs ensuring that the garbled circuit has been con-
structed correctly. We accomplish this using efficient zkSNARKs [12]. We show
that even complex garbling optimizations such as Free-XOR [15] and Half-Gates
[34] can be realized with careful optimizations, by storing wire labels and circuit
tables as field elements, and by using zero-knowledge-friendly hash functions
such as Poseidon [10].° While we use this result mainly as a baseline for com-
paring our novel scheme below, we find that the resulting implementation is
borderline practical. As shown in Table 1, for 32-bit comparisons we are able to
realize our escrows in less than 14KB, with approximately 12 seconds of proving
time.

Our Scheme Garbled circuits by definition hide the full state of the computa-
tion up to the circuit’s output. In the context of a PPB for threshold comparison,
this means that the state of the comparison between ¢ and v must remain com-
pletely hidden, even though m may fully reveal v, along with other information
about the user. Our scheme improves upon the baseline by allowing information
about v to be leaked in the case that v > ¢. Specifically, we build a PPB for the
following functionality:

, .
fthr(ta (’U, ’ITL)) _ {(mv fb(vu t)) ifv>t
1 otherwise

5 A surprising difficulty in this work is that the free-XOR technique cannot be natively

employed on field elements, since the field addition operation is not its own inverse.

The practical impact is that we must frequently convert lables between bit-string and

field-element representation in our zk circuit, adding to the prover’s computational
overhead.
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where f] represents some extra information about v in relation to t. We will fully
describe f] after going over the basics of our construction.

We now describe our main construction. Let £ be the maximum possible value
of t. We can construct a PPB for f;, as follows:

— The auditor publishes a public key consisting of £ 4+ 1 public keys for an
underlying encryption scheme: pky, ..., pke, the first ¢ of which are lossy, i.e.
cannot decrypt any messages encrypted to them.

— The escrow is computed as ct < Enc(pk,, m), along with a zero-knowledge
proof that ¢t was computed correctly.

If v < t, then pk, is lossy, and so ct cannot be decrypted. Correspondingly, if
v > t then pk, is non-lossy, and the message can be recovered. To decrypt the
receiver tries all of their non-lossy secret keys until a decryption succeeds.

Unfortunately, this construction requires an impractically large public key
that scales linearly with the maximum threshold. To solve this issue, we al-
ter our construction to allow for a tradeoff between public key and ciphertext
size. We achieve this tradeoff by using multiple copies of the above construc-
tion, where each copy, or “row,” represents one digit of ¢ in some base b. For
example, if we are using base 10, max threshold ¢ = 99, and ¢t = 42, then the
public key would consist of two rows of keys: pk{),...,pki" and pk?, ..., pki°,
where {pk, pki, pk3, pkd, pkd} and {pk{, pk}, pk?} are lossy. Going forward, let
t[7] denote the digit of ¢ at position 4.

Say our value v = 48. To encrypt, we can start by computing the value ctff +
Enc(pk},m), as if ¢[0] < 4, then v is clearly larger than ¢. But what if ¢[0] = 47
In this case, we would like decryption to be possible if and only if ¢[0] = 4 and
t[1] < 8. To achieve this, we can sample a one-time-pad (OTP) «, and compute
the following two ciphertexts:

— ct) <+ Enc(pk], a)
— ctf « a o Enc(pk§, m)

where avox denotes blinding x with the one-time-pad. The final ciphertext is ¢t =
(ctR cth ctR). To decrypt, the receiver first attempts to decrypt ctR with each
non-lossy sk. If none of these succeed, they compute R Dec(sk§, ctM) o ctR,
attempt to decrypt ct?l with each non-lossy ski, and if none of those succeed
output L. We refer to ct} as a “match” ciphertext, as it needs to be decrypted
when a digit of v exactly equals a digit of ¢, and ctf as a “reveal” ciphertext, as
it directly reveals the message.

We note here the conflicting requirements between the match and reveal
ciphertexts. Reveal ciphertexts must indicate whether a decryption succeeds in
order for the receiver to know that they have successfully decrypted the message,
i.e. they must be robust. However, match ciphertexts must hide whether decryp-
tion was successful, as revealing so would also reveal information about the value
v, even if v < t. Practically, this means that we must use different encryption
schemes for the match and reveal ciphertexts. Additionally, both schemes must
satisfy some form of ambiguity, which ensures that the ciphertexts don’t reveal
what public keys they were encrypted under.
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The above technique can be extended to thresholds of any number of digits.
To do so, a match ciphertext after the first encrypts not just a new one-time pad
«;, but instead oy o a;_1, i.e. a pad blinded by the previous OTP. This ensures
that a reveal ciphertext can only be decrypted if all previous digits have been
matched.

We can now see what fj(v,t) reveals about v. The auditor learns the longest
(base b) prefix of v such that each digit is greater than or equal to the corre-
sponding digit of ¢.

2 Preliminaries

We use [z,y] to denote the set {z,z + 1,...,y}, where z,y € Z and = < y.
We use [z] as shorthand to denote [1,z]. When z > y we allow [z,y] to denote
{z,z—1,...,y}. For an integer x we use z[i], to denote the 1-indexed i’th digit
of z in base b, e.g. for the base-10 value z = 357, z[1];9 = 3. We may drop the
subscript when the base is clear from context. We denote concatenation between
the strings « and y with z||y, and the empty string as e. For any algorithm A4,
we use y := A(z;7) to denote that the algorithm runs on input = and random
tape r. In most cases, we do not denote the random tape explicitly and simply
write y + A(z). We may write y <~ A(x) to indicate sampling r as appropriate
and recording it for later use. We use A as the computational security parameter,
and negl(\) to denote negligible functions. For two probability ensembles {A4;};
and {B;};, we use {A;}; £ {B;}; to denote that the ensembles are identical,
{A;}; & {B;}; to denote that the ensembles are statistically close, and {A;}; ~
{B;}i to denote that the ensembles are computationally indistinguishable. We
use Pr [E : A] to denote the probability of an event E in an experiment defined by
executing A. For a finite set X', we will use Uy to denote the uniform distribution
over X. For a distribution D we will use z < D to indicate sampling a value
according to the distribution. We will use f;. to denote the following function:

(m, fi(v,t)) ifv>t
1 otherwise

fthr(ta (v,m)) = {

Where f;(v,t) is defined as follows.

ACHD
r=¢
for i € [[log, (1)]]
if v[i]y > t[i] then = = z||v[i], else break

return

We defer descriptions of the Diffie-Hellman assumption, the ElGamal en-
cryption scheme, one-time pads, and non-interactive zero-knowledge proofs to
the full version of the paper.
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2.1 Lossy Public-Key Encryption

Definition 1. A lossy public-key encryption scheme (PKE) [23] for a message
space M is a tuple of algorithms PKE = (Setup, KGen, KGenyss, Enc, Dec) defined
as:

Setup(1?) — Ay: outputs public parameters Ay,.

— KGen(Ay) — (sk, pk): generates a keypair (sk,pk).

KGenoss(Ar) — pk: generates a lossy key pk.

Enc(Ag, pk,m) — ct: takes as input a public key pk and a plaintext message
m € M and outputs a ciphertext ct.

— Dec(Ag, sk, ct) — m: takes as input a secret key sk and a ciphertext ct and
either outputs 1 or the message m.

We informally describe lossiness along with some additional properties we
will require of our PKE scheme here. When invoking the PKE algorithms we
may drop the Ay input for brevity when the value is clear from context. We defer
the definitions of standard PKE properties, as well as the formalized versions of
the properties below, to the full version of the paper.

Lossiness. We require that messages encrypted to keys generated by KGen|oss are
unrecoverable, even by the party that created the keys, and refer to such keys
as lossy. We refer to non-lossy keys as injective. We additionally require that
adversaries should be unable to distinguish between lossy and injective keys.

Robustness and Collision Freeness. We will require that the encryption schemes
used in this work satisfy properties related to their behavior when a ciphertext
is decrypted with the wrong key (i.e. a secret key unrelated to the public key
the ciphertext was encrypted under). A robust encryption scheme [1, 20] requires
that decrypting with the wrong key results in the output L. The weaker collision-
free [20] requirement stipulates that decrypting an encryption of some message
m with the wrong key results in an output m’ # m.

Lossy Ambiguity. An ambiguous PKE [3] requires that a decryptor be unable to
tell which key a ciphertext was encrypted under. We will require two variants of
this definition in relation to lossy keys. Weak lossy ambiguity will require ambi-
guity between ciphertexts encrypted under lossy keys, while the strong variant
will require that ambiguity still hold even between lossy and injective keys.

Lossy Correlation Resistance. In order to preserve soundness, we will need a
client to be unable to cause the PPB decryption process to terminate early. This
in turn means that they should be unable to craft lossy ciphertexts such that
their decryptions appear to be valid ciphertexts for some non-lossy key. We refer
to this property as lossy correlation resistance.
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2.2 Statistically Hiding Commitments

Definition 2. A statistically hiding non-interactive commitment scheme is a
tuple of algorithms C = (CSetup, Commit) defined over a message space M and
randomness space R defined as:

— CSetup(1*) — Ac: outputs public parameters Ac.
— Commit(Ag, m;r) — C': takes as input a message m € M and some random-
ness v € R and outputs a commitment C.

We require that the above algorithms satisfy the following properties.

- Statistical Hiding: For any Ac output by CSetup(1?) and for any mg, m1 €
M s should hold that

{Commit(Ac, mo;7) @ 7« R} 2 {Commit(Ac,m1;7) : r + R}
- Computational Binding: For all PPT adversaries A is should hold that

Commit(A¢g, mg; o) = Commit(Ag, mq,r1) A¢ + CSetup(1?)
T :
A myg #ml (mo,’l“o,ml,Tl) (—.A(/lc)

< negl(})

2.3 Privacy Preserving Blueprints

We reproduce here the PPB definition put forth in [8], adapted to the non-
updatable case.

Definition 3. Let C = (CSetup, Commit) be a statistically hiding non-interactive
commitment scheme defined over (M,R), and f : M x M — M be a func-
tion. A Privacy Preserving Blueprint (f-PPB) scheme is a tuple of algorithms
(Setup, KGen, VerPK, Escrow, VerEscrow, Dec) defined as:

— Setup(1*, Ac) — (A, td): takes as input the security parameter and the pub-
lic parameters of the commitment scheme, and outputs parameters for the
scheme A, which will contain Ac, along with a trapdoor td.

— KGen(A,t,r) — (sk,pk): takes as input values t € M and r € R and outputs
a key pair (sk,pk). (t,r) define a commitment Cg.

— VerPK(A, pk,Cxa) — b: takes as input a public key and a commitment, and
outputs a bit b € {0,1} verifying the validity of pk.

— Escrow(A, pk,m,r) — Z/L: takes as input a public key, a message, and some
randomness, and returns an escrow value Z for the commitment Cg defined
by (m,r), or L.

— VerEscrow (A, pk,Cg, Z) — b: takes as input a public key, a commitment, and
an escrow, and outputs a bit b € {0,1} verifying the validity of the escrow.

— Dec(A, sk,Cg,Z) — m'/L: takes as input a secret key, a commitment, and
an escrow, and returns m' = f(t,m) € M or L.
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We require that a PPB satisfy the following properties:

- Correctness: For all Ac < CSetup(1*), A < Setup(1*, A¢), all t,m € M,
and all r € R:
(sk,pk) < KGen(4,1)
Pr |Dec(A, sk,C,Z) # f(t,m) : Z < Escrow(A, pk,m,r)| < negl(\)
C < Commit(A¢c, m;r)

- Soundness: For all PPT adversaries A, the adversary’s advantage in the
following game is negligible:

Sound(PPB, A, \)
Ac + CSetup(1™)
(A,-) + Setup(1*, Ac)
t, 1 < A(1Y, A)
(pk, sk) < KGen(A,t, k)
(Ce,m,rE,Z) + A(pk)
return [Cg = Commit(Ac,m;rg)A
VerEscrow(A, pk, Cg, Z) A Dec(A, sk,Cg, Z) # f(t, m)]

The Sound(PPB, A, \) advantage of A is defined as:

AdvEREY (A) = Pr[Sound(PPB, A, \) = 1]

- Threshold Hiding: For b € {0,1} let ThrHide,(PPB, A, \) denote the result
of the following probabilistic experiment:

ThrHide, (PPB, A, \)
Ac + CSetup(1*)
(A,-) + Setup(1*, Ac)
(to,t1) + A(A)
r+sR

(-, pk) < KGen(A, tp,T)
B + A(pk)

The ThrHide(PPB, A, \) advantage of A is defined as:
AdvipEiee(\) = [Pr[ThrHideo(PPB, A, \) = 1] — Pr[ThrHide; (PPB, A4, \) = 1]|

A PPB satisfies threshold hiding if for all PPT adversaries A, Advgggﬁe(/\) <
negl(A).

- Escrow Hiding: For b € {0,1}, let EscHide,(PPB, A, \) denote the result
of the following probabilistic experiment with a simulator Sim:
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EscHide, (PPB, A, Sim, \)

Ac + CSetup(1t)

(A, td) + Setup(1*, Ac)

(t,rxc,pk,x) + A(A)

if VerPK(A, pk, Commit(Ac,t;r7ka)) =0 : return L

r<+sR

Z + if b =0 then Escrow(A, pk, z,r) else Sim(td, pk, f (¢, x))
B+ A(Z)

return B

The EscHide(PPB, A, \) advantage of A is defined as:
AdvEsE' S (\) = |Pr [EscHideo (PPB, A, \) = 1] — Pr [EscHide; (PPB, A, \) = 1]|

A PPB satisfies escrow hiding if for all PPT adversaries A, AdvEspcgjif()\) <
negl(A).

3 An Efficient PPB For Threshold Comparison

We present here our main construction of an efficient PPB for threshold com-
parison. Let PKEg and PKE), be lossy public-key encryption schemes, and OTP,
OTP’ be one-time pad schemes, where OTP.¢ is some fixed key. Define the fol-
lowing two relations:

(sk', pk’) = KGen' (A, AR, AV, b, m;m)}

Ryee = E.,C),(t, sk, rp,re)) :
KG {((p ), (&K', 7e)) A C = Commit(Ac, t;7c)

7' = Escrow’ (Ag, A}, n, pk,v, m;re
RE _ ((Z,, C,pk’), (1}, m, 7‘6,7‘0)) . scrow ( k" ko T, PR, U, M T )
A C = Commit(Ag, (v, m);re)

Let L, and L5 be the corresponding languages to these relations, and 1,
II; be corresponding NIZKs for these languages. Our f4.-PPB construction can
then be seen in Figure 1 and Figure 2.

We can now state our main theorem.

Theorem 1. If OTP’ is a secure OTP scheme, OTP is an abelian OTP scheme
with message space O, PKERr is a weakly robust, lossy, weak-lossy-ambiguous
public-key encryption scheme, PKEy is a lossy, Uo -strong-lossy-ambiguous public-
key encryption scheme, (PKEg, PKEw, OTP) satisfy lossy correlation resistance,
C = (CSetup, Commit) is a secure commitment scheme, Il kq is zero-knowledge

and strong simulation extractable, and Il g is zero-knowledge and satisfies knowl-
edge soundness, then (£,b)-TCPPB is a secure fin.-PPB scheme.

Due to space constraints, proof of Theorem 1 can be found in the full version of
the paper.
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Setup(1*, Ac) KGen (A, t,rxa)

1: (crska,tdra) < SKG(IA) 1: parse (), AC,AE,

2: (crsp,tdp) < Sp(1?) A ersga,crsg,n) = A
3: AR < PKEgr.Setup(1) 2: (sk',pk’) <&

4: AY « PKEw.Setup(1?) KGen'(\, AR, AY n,t)

5: n=[log,(£)] 3: Ckg + Commit(Ac,t;rka)
6: A= (\Ac, AX, A crsieq, crsp, n) 41 TKG

7: return (A, (tdxg,tdg)) Pra(crska, (pk', Cka),

(t,sk', 1, TKG))

KGen' (A, AR, A}, n,t) 51 pk e (pk, Cree, micc)

1: for i€ [n] 6: sk« (sk',pk)
2: for j € [0,b] 7: return (sk,pk)
3 i j < t[i] .

: E (AR, A k
g rpk? < PKER.KGenioss(AY) scrow’ (A%, A%, . pk, v, m)

. . * ’
5 mpk! ¢ PKEw.KGenoss (A)) 1: o « OTP .KGen()
. e L 2: B+ OTP .Enc(a*,m)

3: Q1,...,0n-1  OTP.KGen()
7 else
I PKE- KGen( AR 4: oo+ OTP.e

o " i,.rp ‘ % r-KGen( k)M 5: for i€ [n]
9: Tskf,mpkf(— PK'EM‘KGen(Ak) . R o
10 : skl < (rsk],msk!)

PKERr.Enc(AR, rpk? a™)

11 sk = {sk }icpnl,je0,o-1] 7 B OTP.Enclait, cl¥)

12: pk’ = {pkI Yicinlje0.b-1]

8: ifi<n
13: return (sk', pk’) M
9: Bi' + OTP.Enc(avi—1, o)
Escrow(A, pk, (v,m),rE) 10 : ct? < PKEwm.Enc(
1: parse (/\,Ac,AE,A'}C",crsxg,crsE,n) =A Ay ,mpk H,ﬂz )
2: parse (pk',Crc,mxc) = pk 11: else
3: if VerPK(A,pk,Ckc) =0 then return L 12 : ct;\/' — |
4: 7' & Escrow! (AR, AY o, pk v, m) 13 : cti := (BF, et
5: Cg + Commit(Ac, (v,m);rE) 14: return ({cti}icpn), 87)

6: 7+ Pg(crsg, (Z',Cg,pk'), (v,m,re,78))

7: return (Z',7g)

Fig. 1: Our fin-PPB construction (£, b)-TCPBB. (¢, b) are assumed to be implicit
inputs to each algorithm.
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VerPK(A, pk, Ck )

1: parse (\ Ac,crsga,crsg, A, £,b,n) = A
2: parse (pk',Cka,7xc) = pk
3: return Vig(crska, Tka, (pk/, Cka))

A (Cke = Cka)

VerEscrow(A, pk,Cg, Z = (Z',7E))

1: parse (\, Ac,crsga,crsg, A, £,b,n) = A
2: parse (pk',Cxe,7rxc) = pk
3: return VerPK(A, pk,Ckg)

AN VE(Z',Cp,pk'),nr)

Dec(A, sk, Cr, Z = (Z',7E))

1: parse ()\,Ac,Ai,A,ﬁA,crsKg,crsE,n) =A

2: parse ({(rskﬂmskf)}ie[nmaoyb],pk)
= sk

3: if VerEscrow (A, pk,Cg,Z) = Oreturn L
4: parse ({cti}icpn),B7) =2’

5: ap:=0TP.e

6: for i€ [n]

i (B eth) i

8: ctf « OTP.Dec(ar;_1, BY)

9: for j € [t[i] + 1,b]

10 : o' = PKER.Dec(AR, skl , ct})

11 : if o’ # L return OTP.Dec(a*’, 8%)
12: ifi<n

13 : BY « PKEw.Dec(A}, msk!IH et
14 : a; + OTP.Dec(c}_4, ,Blvl)

15: return L

Fig.2: Our f;,,-PPB construction continued.
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3.1 Concrete Instantiation

We describe here a concrete instantiation of our PPB scheme using a lossy variant
of the ElGamal encryption scheme [9]. Our lossy variant uses an algorithm H
that takes as input a security parameter 1* and outputs a group description with
two generators G = (G, p, g, h), where the discrete log of h with respect to g is
unknown. The scheme generates lossy keys by running the traditional ElGamal
key generation algorithm with the alternate generator h. As the first element of
a ciphertext remains ¢g”, computational lossiness follows from DDH. We give a
full description of this scheme and prove prove that it satisfies collision-freeness,
computational lossiness, and Up-strong-lossy-ambiguity in the full version of the
paper.

Our scheme additionally requires a PKE with weak-robustness and weak-
lossy-ambiguity. We therefore give a generic transformation from a collision-free
PKE to a weakly robust PKE that preserves lossiness and weak-lossy-ambiguity.
The transform uses two public keys, and then has ciphertexts encrypt a public
flag value ¢ under the second key. The transform clearly preserves lossiness, and
we prove that it provides weak-robustness while preserving weak-lossy-ambiguity
in the full version of the paper.

The final piece we need to instantiate our construction is suitable one-time-
pad schemes. For OTP’, we will use the natural scheme where a key « consists
of a randomly sampled group element and messages are blinded via the group
operation. For completeness, we provide a description of this scheme in the full
version of the paper. The other OTP scheme is applied to two objects in our
construction: PKER ciphertexts and OTP keys. In Section 3.2 we will show an
optimization that allows PKERg ciphertexts to be represented with only two group
elements. Therefore, we will have OTP consist of two copies of OTP’ run in
parallel.

We can then instantiate the scheme in Figure 1 as follows, where the base
scheme is the lossy ElGamal variant described above:

— PKERg is the scheme that results from applying the weak-robust transform
to the base scheme.

— PKEy is two copies of the base scheme run in parallel.

— OTP’ is the scheme described above and shown in ??, and OTP is two copies
of OTP’ run in parallel.

3.2 Optimizations

We describe here optimizations that reduce the public-key and escrow size of the
concrete PPB scheme described in Section 3.1 while preserving security.

Randomness Reuse. As written, a PKEg public-key would consist of two sub-keys
pko = g*°, pk1 = ¢g**, and a ciphertext would consist of two ElGamal encryptions
of the form ((g¥,g"°¥ - m), (¢*,¢g"** - ¢)). We can compress this ciphertext via
randomness re-use. ElGamal encryption allows an encryptor to re-use the same
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g" value across encryptions under different public-keys. This was first shown
to be secure in [17], and later tested securely under a more stringent security
definition in [4]. We can leverage this to use the same g™ value across all reveal
ciphertexts, as each is under a different key. PKEg ciphertexts now take the form:
(g*o™ - m, g*1"® . @), with ¢g"® included separately in the escrow value.

Shared Public Keys. As our instantiated OTP scheme has keys « that consist of
two group elements (a1, az), match ciphertexts ctM must consist of two ElGamal
encryptions. For these, we can use the same (pko, pk1) present in the PKEg public
key. We can additionally use the same randomness-reuse trick as before, using
the same random value 7y for all match ciphertexts. A match ciphertext ¢tM
encrypting an OTP value o« = (v, 1) then has the form: (g™ - o, g*1™ - ),
with ry included separately in the escrow value. With this optimization the
scheme’s public-key only needs to include two ElGamal public-keys in each cell,
rather than four as before.

4 Implementation

As the goal of our construction is an efficient Escrow algorithm, our implementa-
tion and experiments focus on this portion of the schemes. Code for our imple-
mentations can be found at https://github.com/anonfc2026/efficient-ppb.

Our implementation for (¢,b)-TCPPB uses the concrete algorithm instanti-
ations described in Section 3.1 and the optimizations described in Section 3.2.
For proof generation we implement Escrow’ in Circom [5] version 2.2.2, using
the Baby JubJub elliptic curve [32] as the underlying group for the encryption
schemes. Proofs were generated using snarkjs [27].

The baseline scheme we compare against is the NISC-based PPB described
in [13]. We instantiate the NISC with the well-known construction based on
garbled circuits [33]. In this scheme, the auditor’s public key consists of n obliv-
ious transfer (OT) receiver messages, where n is bit length of the integers to
be compared. An escrow is then a garbled n-bit comparison circuit, the labels
corresponding to the user’s input, and the OT sender messages encoding the
remaining labels. We use the Free-XOR optimized comparator circuit from [14].
For completeness, we give a description of OT, garbled circuits, and this scheme
in the full version of the paper.

A notable downside of this construction is that proving over the garbling
algorithm requires non-black-box use of random oracles due to optimizations like
Free-XOR [15] and Half-Gates [34]. Despite this caveat we have implemented this
approach to provide the closest possible alternative to our main PPB scheme,
giving it the best opportunity to serve as a viable comparison. We implement
standard garbling with the Free-XOR and Half-Gates optimizations, and use
Poseidon [10] as our hash function. Wire labels are stored as 254-bit arrays and
converted to field elements before hashes are performed, with the resulting digest
then converted back to a 254-bit array.
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5 Experiments

Experiments were run on a desktop computer with an AMD Ryzen 5 5600X
CPU and 32GB of RAM. We test our schemes on implementations for comparing
integers up 232 and 2%. For (£,b)-TCPPB we use b = 41, which results in n = 6
in the first case and n = 12 in the second.® The results of our experiments can
be seen in Table 2. Our (¢,b)-TCPPB gives a > 8x improvement in escrow size,
along with a > 2x improvement in prover time as compared to the baseline
scheme.

Table 2: Escrow sizes and prover times of the baseline NISC-based PPB and the
TCPPB presented in this work. The TCPPB uses base b = 41.

Scheme ¢ |Escrow Size (bytes)|Prover Time (seconds)
127 13,472 11.95
Garbled Circuit 964 26,784 30.06
232 1,600 4.42
TOPPB g 3,136 7.86
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