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Abstract. Threshold decryption schemes allow a group of decryptors,
each holding a private key share, to jointly decrypt ciphertexts. Over the
years, numerous threshold decryption schemes have been proposed for
applications such as secure data storage, internet auctions, and voting,
and recently as a tool to protect against miner-extractable value attacks
in blockchain. Despite the importance and popularity of threshold de-
cryption, many natural and practical threshold decryption schemes have
only been proven secure against static adversaries.

In this paper, we present two threshold decryption schemes that with-
stand malicious adaptive corruption. Our first scheme is based on the
standard ElGamal encryption scheme and is secure against chosen plain-
text attack (CPA). Our second scheme, based on the chosen ciphertext
attack (CCA) secure Shoup-Gennaro encryption scheme, is also CCA se-
cure. Both of our schemes have non-interactive decryption protocols and
comparable efficiency to their static secure counterparts. Building on the
technique introduced by Das and Ren (CRYPTO 2024), our threshold
ElGamal decryption scheme relies on the hardness of Decisional Diffie-
Hellman and the random oracle model.

Keywords: Threshold cryptography - adaptive security - chosen plain-
text security - chosen ciphertext security - public key encryption.

1 Introduction

Threshold public-key decryption schemes [8} 9] distribute the private decryption
key among a group of decryptors. To decrypt a ciphertext, each decryptor pub-
lishes a partial decryption share computed from their private key. Any threshold
number of correct partial decryption shares can recover the plaintext, while fewer
shares reveal no information about the plaintext.

One simple and popular threshold decryption scheme is the threshold El-
Gamal decryption scheme, first introduced by Desmedt [9] and later refined
by Cramer, Gennaro, and Schoenmakers [6], which adapts the classic (non-
threshold) ElGamal encryption scheme [12]. The ElGamal threshold decryption
scheme preserves the advantages of ElGamal encryption, such as being sim-
ple and relying only on the Decisional Diffie-Hellman (DDH) assumption. Also
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inherited from its non-threshold counterpart, threshold ElGamal encryption is
only secure against chosen plaintext attacks (CPA), where the attacker can only
obtain encryptions of plaintexts of its choosing.

A stronger security notion is chosen ciphertext security (CCA), where the
attacker can additionally obtain decryptions of ciphertexts of its choosing. One
of the first threshold CCA secure decryption schemes is Canetti and Goldwasser
[4], which modified the Cramer-Shoup CCA (non-threshold) encryption. Their
scheme requires decryptors to hold a large amount of shared randomness and
to interact during decryption for robustness. Shoup and Gennaro [28| point out
that CCA-secure threshold decryption schemes require partial decryptions to be
publicly verifiable and constructed the first non-interactive CCA-secure thresh-
old decryption scheme. Their scheme is based on ElGamal and DDH in the
random oracle model (ROM), and uses a non-interactive zero-knowledge proof
to achieve public verifiability of partial decryptions. Boneh et al. |[1] proposed the
first non-interactive CCA-secure threshold decryption scheme that does not rely
on the ROM; it uses bilinear pairing for public verifiability. Other CCA-secure
threshold decryption schemes include [29] |11} 22].

All of the above schemes assume a static adversary. A static adversary is one
that decides the set of decryptors to corrupt before the execution of the proto-
col. A more powerful and more realistic adversary is an adaptive one that can
adapt its corruption strategy according to its view during the protocol execution
and can corrupt any party at any point of the execution. Many existing schemes
that achieve adaptive security and CCA security require interaction during the
decryption process or/and an offline phase |3} |14} |15} [16]. Only a few threshold
decryption schemes exist that are non-interactive and CCA-secure in the adap-
tive corruption setting. Libert and Yung |19, [20] proposed such schemes using
bilinear pairings, and Devevey et al. [10] introduced a lattice-based construction.
Our Contribution. In this paper, we propose two non-interactive threshold
decryption schemes secure against adaptive corruptions. Both schemes rely on
the DDH assumption in the Random Oracle Model.

1. A CPA-secure threshold decryption scheme compatible with the non-threshold
ElGamal, i.e., the encryption algorithm is identical to classic ElGamal.

2. A CCA-secure threshold decryption scheme based on the Shoup-Gennaro,
which is a natural CCA version of threshold ElGamal.

These are the first non-interactive threshold decryption schemes secure against
adaptive corruptions based on the standard DDH assumption in the ROM.

Due to space constraints, we present the CCA scheme and analysis in the
main body, and defer the CPA scheme and analysis to the appendix.

1.1 Technical Overview

We provide an overview of our CPA-secure scheme based on the standard ElGa-
mal decryption scheme.

Threshold CPA secure decryption scheme. We first describe the standard
ElGamal encryption |12]. The ElGamal encryption of a message m is ctxt =
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(c,u) = (m - pk", g") where r is secret randomness chosen by the encryptor and
pk is the public key in the form of pk = g*. To recover the message, a decryptor
with the decryption key x, computes the message as m = ¢/u”.

In the static secure threshold ElGamal decryption scheme |9} 6], the i-th
decryptor holds a Shamir secret share of the decryption key z. Let x; be the
secret share of decryptor i. To decrypt the ciphertext ctxt, each decryptor i
publishes its decryption share u®i. A combiner recovers the plaintext from a
threshold number of valid decryption shares by interpolating in the exponent.
In the threshold ElGamal decryption scheme, we publish a per party public key
pk, = ¢”* to check the validity of partial decryptions.

The static security of threshold ElGamal decryption reduces breaking IND-
TCPA to the DDH assumption. The reduction embeds g% into pk = ¢ and must
provide consistent pk;. For corrupt parties, it can pick secret keys directly while
for honest parties, it solves for their pk; through interpolation in the exponent.
This works in the static setting but fails adaptively: once a new party is cor-
rupted, the reduction must reveal sk; consistent with pk,, which requires solving
discrete log. Thus, standard threshold ElGamal cannot be proved adaptively
secure.

The recent work of Das and Ren [7] introduced a proof technique for an
adaptively secure threshold BLS signature scheme. We adapt this to threshold
decryption in our paper. Observe that the challenge of adaptive security lies
in providing correct Shamir secret shares of o when only ¢g® is known after
embedding the DDH challenge into the public key. Further observe that if the
aggregate secret key, a is known, then the simulation becomes trivial.

To embed ¢g® into the public key and provide a consistent view, we follow Das
and Ren’s approach and modify the standard ElGamal public key to pk = g*hY.
The additional group element h in our public key allows the reduction adversary
to set h = g% and locally sample the decryption key (z,%). In our scheme, we
use y = 0 so that the encryption protocol remains unchanged from the standard
ElGamal scheme. However, in the security proof against adaptive corruptions,
the reduction adversary, when interacting with the adaptive adversary, will run
an instance of our protocol with a rigged public key with y # 0.

The final part of our protocol is how the reduction adversary simulates
consistent decryption shares under the rigged public key. The original thresh-
old ElGamal’s partial decryption protocol will produce a ciphertext m’ = m -
(g"™*h™) /g™ = m - h"Y where r is the randomness chosen in the encryption
protocol. Notice that m’ is not the underlying plaintext. Therefore, the re-
duction adversary cannot simulate a correct view with the original decryp-
tion protocol. Thus, we use a programmed random oracle to recover the plain-
text. Our modified partial decryption protocol will output a partial decryption
of m; = ¢g®" - H(ctxt)¥" instead of the original ¢g*". Then, by programming
H(ctxt) = h", we successfully recover the correct plaintext. In our modified
scheme, the combiner computes m - pk” /. = m - (¢"*h"Y)/g*"h¥" = m, where
m is the aggregated partial decryption. Notice that in the real-world execution
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of our scheme, when y = 0, the partial decryptions also correctly recover the
underlying plaintext m.

Threshold CCA secure decryption scheme. Our threshold CCA secure
decryption scheme is built upon Shoup-Gennaro’s TDH2 H [28] scheme, which
builds upon the basic threshold ElGamal scheme and achieves CCA security by
including extra elements that allow the reduction simulator to simulate decryp-
tion queries. The classical Elgamal encryption is of the form (u,c) = (¢", ¢") -m.
The extra elements take the form of u = g" where g is a generator and a NIZK
proof of equality of discrete logarithm of v and @. Shoup-Gennaro’s scheme allows
straight-line extraction of (with knowledge of a trapdoor) sufficient information
for answering the adversary’s decryption queries.
To encrypt a message m, the encryptor computes

u:=g",c:=m-pk,w:=¢%,0:=g",w:= g%, e:=H(c,u,w,u,w), f :=s+re

The ciphertext is ctxt := (¢, u, 4, e, f). Here u, ¢ are consistent with threshold
ElGamal while @ allows the simulator to answer decryption queries during the
security proof and e, f are part of the zero-knowledge proof of equality of discrete
log of v and 4.

During decryption, each party verifies the zero-knowledge proof of knowledge
by checking:

e =H(c,u,w, @, w), where w := ¢/ /u®,w := g/ /u®

For each party 14, if the check fails, the party outputs L; otherwise, it outputs
m; := u” where x; is party i’s secret key as in the standard ElGamal scheme.
A combiner recovers the plaintext in the same manner as the standard ElGamal
scheme as described above. Since the zero-knowledge proof is publicly verifiable,
the combiner first verifies that the zero-knowledge proof is valid before computing
the plaintext.

Similar to threshold ElGamal, the CCA security proof of Shoup-Gennaro re-
lies on embedding the DDH tuple of (g%, g”, g¢) into the scheme. The reduction
adversary in the Shoup-Gennaro scheme faces the same difficulty as in the stan-
dard threshold ElGamal when interacting with an adaptive adversary. Namely,
the reduction adversary must provide consistent secret keys upon corruption
after committing to each secret key via the per-party public key while the ag-
gregate secret is unknown to the reduction adversary.

We again follow the approach of Das and Ren |7] to embed the DDH challenge
elsewhere so that the aggregate secret key is known to the reduction adversary.
As in our CPA secure scheme, we include an additional group element, A, in our
public key to help embed the DDH challenge, i.e., h = g“ where ¢g® is part of
the DDH challenge. However, if we modify the public key to pk := g*hY with
y = 0 and rig the public key in our security proof such that y # 0 as in our

#We modified TDH2 to rely on the DDH assumption. The original work relies on
the Computational Diffie-Hellman assumption.
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CPA secure scheme, the reduction adversary immediately runs into a problem
when simulating decryption queries. As in our CPA secure scheme, the simulated
decryption shares are inconsistent with the underlying plaintext with a rigged
public key. Recall that under the rigged public key, the decryption protocol will
produce m' :=m-g* h¥" /¢g®" := m-h" where r is the chosen randomness in the
ciphertext. Thus, the simulation is clearly distinguishable from the real execution
of the protocol. The reduction adversary must program H(ctxt) = A" to produce
consistent decryption shares of ctxt. The CCA adversary, compared to a CPA
adversary, can additionally query ciphertexts to obtain all decryption shares of
the queried ciphertext. During decryption queries, the reduction adversary runs
into two challenges: 1) the adversary knows r, so H(ctxt) = h" is distinguishable
from true randomness; 2) r is unknown to the reduction adversary.

To remedy the first problem, we introduce a third group element, v*, in the
public key, i.e., pk = g*hYv* where z = 0. The inclusion of a third group element
allows us to introduce a third programmed random oracle in the partial decryp-
tion share to mask h” with additional randomness. Then, the partial decryption
takes the form of 7, := u®Ha(ctxt)¥iHs(ctxt)®. We rig z such that z = 1 in the
security proof.

The simulator programs Hs(ctxt), Hz(ctxt) as follows:

YT
b
g Yy

Ha (ctxt) := ¢°

and Hs(ctxt) := where b <3 Z,,
Hy(ctxt) = g° is clearly random. Intuitively, the output of Hsz(ctxt) is indis-
tinguishable from true randomness because both b and y are unknown to the

adversary. By assuming the hardness of DDH, we argue that h;z;’r is indistin-
guishable from hrgyn”T where 7 is sampled randomly. Next, we show that the

recovered plaintext is consistent:

hYo"

= uTRTYYTE
9"

m = u® - Hy(ctxt)? - Hy(ctxt)® = u® - g%
The remaining challenge is computing Hs(ctxt) when r is unknown to the
reduction adversary. More specifically, the reduction adversary needs to compute
(h¥v)" in order to program Hs. Recall that the adversary in its decryption query
provides both u := ¢" and u := ¢g" where g is a random generator. Borrowing
Shoup-Gennaro’s proof technique of straightline (without rewinding) extracting
pk” from @ to simulate decryption queries, we extract (h¥v)". Our simulator
picks g := (h¥v)* k s Z,. Then (h¥v)" := a'/*.
Notice that in the real-world execution of our scheme, when y = z = 0, the
partial decryptions also correctly recover the underlying plaintext m.

2 Preliminaries

Notations. For any integer a, we use [a] to denote the ordered set {1,2,...,a}.
For any set S, we use s <—$ S to indicate that s is sampled uniformly randomly
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from S. We use | S| to denote the size of set S. Throughout the paper, we will use
“¢<" for probabilistic assignment and “:=" for deterministic assignment. We use
A to denote the security parameter and negl(\) to denote functions negligible
in A. We use the terms party (resp. parties) and decryptor (resp. decryptors)
interchangeably.

2.1 Model

We consider a set of n parties denoted by {1,2,...,n}. We consider a proba-
bilistic polynomial time (PPT) adversary A who can adaptively corrupt up to
t < n out of the n parties. The adversary can adaptively decide to corrupt a
party at any time during the execution of the protocol. Corrupted parties are
controlled by the adversary and can deviate arbitrarily from the protocol speci-
fication. Note that with ¢ > n/2, i.e., with a dishonest majority, it is impossible
to achieve both secrecy and guaranteed output delivery [17]. We focus on secrecy
over guaranteed output delivery for the dishonest majority case.

2.2 Shamir Secret Sharing, NIZK protocols, and Assumptions

Shamir secret sharing. The Shamir secret sharing [26] embeds the secret s in
the constant term of a polynomial p(z) = s + ajx + agw?® + - + aqz?, where
other coeflicients a1, - - -, aq are chosen uniformly randomly from a field Z,. The
i-th share of the secret is p(i), i.e., the polynomial evaluated at i. Given d + 1
distinct shares, one can efficiently reconstruct the polynomial and the secret s
using Lagrange interpolation. Also, s is information-theoretically hidden from
an adversary that knows d or fewer shares.

NIZK. Throughout our paper, we will use non-interactive zero-knowledge proofs
of knowledge (NIZK) via the Fiat-Shamir heuristic [13]. A zero-knowledge proof
of knowledge protocol allows a prover P to convince a verifier V that he knows a
secret witness that satisfies some property without revealing to V any additional
information about the witness. Starting from an interactive X-protocol with
three rounds: commit, challenge, response, Fiat—-Shamir makes it non-interactive
by replacing the challenge round with a hash of prior messages. We require
the NIZK protocols to satisfy the standard completeness, soundness, and zero-
knowledge. We adapt the definition of NIZK from |2, §20.3].

Definition 1 (NIZK). Let R be a binary relation and (x,y) € R be a witness
statement pair. A NIZK protocol for R is a pair of polynomial-time algorithms:

1. SigmaProve(x,y) — w: P generates a proof for (x,y) € R.
2. SigmaVer(y, ) — 0/1: V to accept or reject m.

A NIZK protocol satisfies the following properties:

- Completeness. If (x,y) € R then, SigmaVer(y, SigmaProve(z,y)) = 1.
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- Soundness. An adversary can only cause V to output 1 on (x,y) &€ R with
negligible probability.

- Zero-Knowledge. There exists an efficient probabilistic simulator S that takes
as input a statement y € R and outputs w that is an accepting proof of y and
has the same distribution as an honestly computed proof for statement y.

We also use the following computational assumption defined for groups gen-
erated by the GGen algorithm. More precisely, let GGen be a group generation
algorithm that on input 1* outputs the description of a prime order group G.
The description includes the prime order p, a generator g € G, and a description
of the group operation.

Assumption 1 (DDH) We say that the decisional Diffie-Hellman (DDH) as-
sumption holds relative to GGen, if for all PPT adversaries A, the following
advantage is negligible:

Pr

AdVBlI?GHGen()‘) = A(G’pa%nggyagwy) =1

(G,p,g) < GGen(1%),
T,y +$ Ly

(G, p,9) + GGen(1%),
,Y,% $ Ly

— Pr|AG,p,g9,9",9",9°) =1 = E4dh-

2.3 Threshold Decryption

Definition 2 (Public Key Threshold Decryption scheme). Let A be the
security parameter and t,n € N with t < n. A non-interactive threshold de-
cryption scheme TD for a finite message space M is a tuple of polynomial time
algorithms TD = (Setup, KGen, Enc, PDec, PVer, Comb) defined as follows:

1. Setup(1*,n,t) — pp : the setup algorithm takes as input a security parameter
and outputs public parameters pp (which are given implicitly as input to all
other algorithms).

2. KGen(pp) — pk, {pk;,ski}ic[n) : the key generation algorithm outputs a public
key pk, a vector of per party public keys {pky,...,pk,}, and a vector of secret
key shares {ski,...,sky}. The j-th decryptor receives (pk, {pk;}ic[n], Sk;)-

3. Enc(pk,m) — ctxt : the encryption algorithm takes as input a public key pk
and a message m € M. It outputs a ciphertext ctxt.

4. PDec(sk;,ctxt) — m;,m; @ the partial decryption algorithm takes as input a
secret key share sk; and a ciphertext ctxt and outputs a decryption share m;
for ¢, and a proof w; for m.

5. PVer(pk,, ctxt, m;, m;) — 0/1: On input the per party public key pk; the ci-
phertext ctxt, and a decryption share m;, and a proof for m;, m;. It outputs
0 (reject) or 1 (accept).

6. Comb({pki}icin), ctxt, S, {1, i }ics) — m : the combine algorithm takes as
input a set of n per party public keys {pk;}icn), a ciphertext ctxt, a set S
that is a subset of {1,...,n} and |S|> t, and a set of decryption share of
ctxt and proof pairs, {1, m;}ics and outputs a message m.
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Game IND-TCCA7, (1%, n, t): Oracle CoRrr(i):
1: pp + Setup(l%n,t,) public pa- 13: if |C[> ¢ then
rameters 14: return |
2. C= g 15: C:=CU{i}
3: pk, {pk;, sk} < KGen(pp) 16: return sk;
4: inp := pp, pk, {pk; }ic[n] Oracle Enc(m):
5: mo, my + ACORENGDEC (05 17: ctxt < Enc(pk,m)
6: p<s {0,1} 18: rn; < PDec(sk;, ctxt) for all i € [n]
7: ctxt, < Enc(pk,m,) 19: return (ctxt, {rhi, i }ic(n))
8: pa 4= ATOMHENODES (ctxt ) Oracle DEc(ctxt, 7):
9: if p = pa then 20: assert ctxt # ctxt, // A cannot in-
10: return 1 voke DEC on ctxt,
11: else 21: 7h; <+ PDec(sks, ctxt)
12: return 0 22: return

Fig. 1: The chosen ciphertext game IND—TCCAﬁf‘D for a non-interactive threshold
decryption TD = (Setup, KGen, PDec, Comb) with an adaptive adversary A.

We require that a threshold decryption scheme satisfy correctness, robust-
ness, and indistinguishability. We formally define correctness and robustness in
Section [A] of the appendix.

There are two notions of indistinguishability, IND-TCPA and IND-TCCA.
In the IND-TCPA#‘D game, an adversary has access to an encryption oracle ENC,
which provides encryptions and their partial decryptions of all parties to chosen
messages. In the IND—TCCA#D game, the adversary additionally has access to
a decryption oracle DEC, which provides decryption shares of the adversary’s
choice of ciphertext (except for the challenge). The adversary then submits two
plaintexts and receives the encryption of one at random. Since the adversary
is adaptive, it selects up to t parties at any time to see their secret keys. The
encryption scheme is secure if the adversary cannot determine, with probabil-
ity better than random, which plaintext is encrypted. We give the IND-TCCA
definition below and defer IND-TCPA to Definition [4] of the appendix.

Definition 3 (Indistinguishability under Chosen-Ciphertext Attack).
Consider the IND—TCCA?D game in Figure . We say that a threshold decryption

scheme TD is IND-TCCA secure if, for all security parameters A, n,t € N with
t <n, PPT adversaries A, the following guessing advantage is negligible, i.e.,

1
emnp-rcca = |Pr[IND-TCCAT, (1%, n, t) = 1] — 5| =negl(V) (1)

2.4 Helper Lemmas

We first restate two lemmas from Naor-Reingold |23, Lemma 4.4] and |7, Lemma
4]. We refer the readers to those papers for the proofs.
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Lemma 1 (Lemma 4.4 in [|23]). For any security parameter X, let (G, p, g) +
GGen(1*). For all ¢ < poly()), assuming hardness of decisional Diffie-Hellman
(DDH) assumption in G, the following two distributions are indistinguishable.

Dy :=g,9%, {(gﬂi7g’m>}i€[QH] for a<sZ, and Vi € [q] (Bi,7i) <8 Z;% (2)
D1 = g,9% {97, 9% ") }iciq) for a s Zp, and Vi € [q] Bi s Zp (3)

More precisely, if an adversary A can distinguish between a sample from Dy and
Dy with probability €, then A can break the DDH assumption with probability at
least € — 1/p. This implies € < eqan + 1/p.

Lemma 2 (Lemma 4 in [7]). Let (Xo,X7) and (Yy,Y1) be two tuples of
discrete random variables where X is independent of Yy, and X7 is independent
of Y1. For every function f(Xa,Yy) for either 8 € {0,1}, if Pr[Xy = z| =
Pr[X; = z] holds for all x € Xo U X1 and Pr[Yy = y| = Pr[Y1 = y| holds for all
y € Yo UYy, then Pr[f(Xo,Ys) = 2] = Pr[f(X1,Y1) = z] holds for all z in the
range of f.

3 Design of the IND-TCCA Decryption Scheme

In this section, we describe our threshold decryption scheme based on the Shoup-
Gennaro scheme, which is a variant of the ElGamal encryption scheme that
acheives non-malleability, thus CCA security, through additional ciphertext el-
ements. Our scheme is summarized in Figure [f] We also provide a concrete
instantiation of an NIZK protocol for our scheme in Figure [7] of the appendix.
Let M denote the message space.

Setup(1*,n,t): Let (G,p,g) + GGen(1*). Let h,v,§ € G be additional in-
dependent uniformly random generators of G. Let H; : {0,1}¢ x G* — Ly,
Ho,Hsz : {0,1}* x G2 x 72 — G and Hgs : {0,1}* — G be four distinct hash
functions modeled as random oracles. The public parameters of our scheme are
then (G7 g, ha v, §7 Hla H27 HSa HFS)~

We assume that all the algorithms below implicitly take the public parame-
ters as input.

KGen(pp): The KGen algorithm samples three uniformly random polynomials
x(+),y(+), z() of degree t with the constraint that y(0) := 2(0) := 0. The decryp-
tion key of party i is then sk; := (x(i), y(i), 2(i)). Let pk := ¢®(®) be the public
key, pk; := g*h¥(Dy*) for all i € [n] be the per-party public key.

Enc(pk,m): Our encryption algorithm is identical to the Shoup-Gennaro encryp-
tion scheme [27]. First, sample r,s <$ Z,, and then compute the following:
c:=pk'-m,u:=g¢g",w:=¢% u:=g, w:=g° e := Hi(c,u,w, d,w), and
f := s+ er. The ciphertext is ctxt := (¢, u, @, e, f)

PDec(sk;, ctxt = (¢, u,u, e, f)): On input the partial decryption key sk; and the
ciphertext tuple ctxt := (¢, u, @, e, f), check

e = Hi(c,u,w, @, w), where w := ¢f /u®,w := g/ /u® (4)
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Output J_'if the check fails. Otherwise, compute partial decryption r; 1= u*® .
Ha(ctxt)’ - Hy(ctxt)*™ and a NIZK proof m; that 1y is correctly computed
from the ciphertext. 7; is computed using ¥-protocol described in Figure [

PVer(pk;, ctxt := (¢, u, @, e, f),m;,m;): On input the threshold public key pk; the
ciphertext ctxt := (¢, u,u, e, f), and partial decryption share tuple (1, ;), val-
idate the partial decryption share by running the >-protocol SigmaVer protocol.
Output 1 if and only if SigmaVer outputs 1.

Comb({pk; }icn, ctxt := (c,u, U, e, f), S, {(1i, 7)) }ies): The input is a set of per

party public keys of all parties, the ciphertext ctxt := (c,u, @, e, f), a set of
parties .S, a set of partial decryption tuples that correspond to the parties in .S,
(rh, ;) for each ¢ € S. The combiner first validates the ciphertext by running
the check in equation [] and outputs L if equation [ evaluates to 0. Then the
combiner uses PVer to validate each non-1 decryption share in S. Let T be
the set of indices of parties with valid partial decryptions. It then computes the
plaintext m as:

m:=c-m~ ', where m:= H mf” (5)
i€T
where L; 1 is the i-th Lagrange coeflicient with respect to the set 7T'.
We provide an analysis of the IND-TCCA security of our scheme in the next
section. We include analysis of the correctness and robustness property of our
scheme in Section [E] of the appendix.

4 Analysis of IND-TCCA security

We will prove IND-TCCA of our threshold decryption scheme using a sequence
of attack games. Game Gy is the IND—TCCA?D game in which A makes queries
to the decryption and encryption oracles and tries to guess the challenge bit p.
Game Gg is a game where A receives a ciphertext ctxt that is independent of
the challenge bit p. Therefore, the probability of A winning game Gg is exactly
1/2. For any adversary A in the k-th game Gy, we will use Gy, to denote the
event that the game outputs 1, i.e., A wins the game Gy.

GAME Gg: This is the security game IND—TCCA{—‘D for our threshold decryption
scheme, where the game follows the honest protocol. Here, the game provides
A with access to all random oracles via the standard lazy simulation technique.
We assume that A always corrupts exactly ¢ parties.

GAME G1: This game is identical to game G, except we sample oy, @y, a, k <$
Zp. h = g*n, v =g*, g= g**. Clearly, Pr[Go] = Pr[Gi].

GAME Gg: This game is identical to game G, except that we sample b;, n; <$
Zy, and program the random oracles for the jth decryption query on ctxt; to
be Ha(ctxt;) := g% and Ha(ctxt;) := (g7 (g% ) ) /*rg!/*. More precisely,
whenever A queries the random oracles Hy or Hz with some ctxt; for the first
time, we program Hy and Hj3 as described above.
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Similarly, for each encryption query on message m;, we honestly compute the
encryption of m; as per the protocol description. Then, to compute the partial
decryptions of the ciphertext of m;, we program the random oracles Hy and Hs
according to the description above.

Looking ahead, this game and the following game are preparing for game Gs
where we “rig” the secret keys such that y, z are non-zero. We program Hs, Hg
in such a way that in Comb, /1 := pk” and the decrypted plaintext is consistent
with the honest protocol despite dishonestly chosen secret keys.

Since bj,n; are independently random, Ha, Hs are indistinguishable from uni-
formly random functions. Thus Pr[G;] = Pr[Gs].

GAME Gg: This game is identical to game Go, except we correlate Hy and Hg
by setting n; := a - b;. We show the indistinguishability between game G, and
game G3 assuming the hardness of DDH. More formally, we prove the following:

Lemma 3. Let eqqn be the advantage of breaking DDH in G as defined in as
defined in Assumption[d] then |Pr[G2] — Pr[G3]|< edan + 1/p.

Proof. We define a distinguisher D for distributions Dy and D; defined in lemma
Let {g, A, {Bi,C;}icq,} be the input to D. D interacts with A by setting g :=
AR ks Zy, for the jth query, either encryption or decryption query, program
Ha(ctxt;) := Bj, Ha(ctxt;) := (C; ' B;**)Y/*n (u;)*/* where ctxt; is queried by A

or computed by the simulator. Lastly, D outputs 1 if A wins the attack game.
If D receives Dy, A’s view is identical to that of game Go and Pr[D = 1|Dy] =
Pr[Gs); if D receives Dy, A’s view is identical to that of game Gj and Pr[D =
1|D4] = Pr[Gs]. Thus combined with Lemma |Pr[G2] — Pr[G3]|< €dan + 1/p.
O

GAME Gy: This game is identical to game Gg, except that we replace the two
real instances of NIZK proofs with simulated ones. The first is the NIZK used to
prove correctness of partial decryptions described in Figure[7] Looking ahead, we
simulate the NIZK proofs in our decryption queries so that the NIZK proofs do
not leak information about the secret keys. This step is preparing for game Gs.
The second is the additional elements in the Shoup-Gennaro construction that
can be seen as an equality of discrete logarithm NIZK proof with the modification
that we also hash the ciphertext. Looking ahead, we switch to simulated proofs in
this game to later argue in game Gg that the proofs do not reveal any information
about the discrete log of u and .

Lemma 4. Let qq be the upper bound on the number of combined encryption
and decryption queries, grs be the number of Hrs queries A makes, and qy be
the number of Hy queries A makes, then,

|PI’[G3] - PI‘[G;@ |§ €nizk-fail (6)

2
where €nigk-fail = €7K * qd - M + qH/D*.

Let enizk-fan bound the advantage in distinguishing simulated proofs from real
proofs for either the first or second NIZK instance. Since A makes at most ¢4 de-
cryption queries, and we need to simulate at most n NIZK proofs per decryption
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query, a simple union bound shows that the probability that simulated proofs
for the first NIZK instance can be distinguished from real proofs is at most
7k - qq - n. The distinguishing advantage of the second instance of NIZK is 1/p?
by an argument similar to our analysis of the zero-knowledge property of our
NIZK scheme in Lemma [15]| of the appendix. By a similar argument, the proba-
bility that simulated proofs for the second NIZK instance can be distinguished
from real proofs is at most gy /p?. Then, we obtain epizkfail = €7k * ¢a - 7+ qn /D>

GAME Gj5: This game is identical to game Gy except we rig the secret keys
by sampling y <$ Z, and z := 1. Furthermore, we compute a = oy + o,
where g := g?*. To help us bound Pr[G4] — Pr[G5], we define event Neq: during
any decryption query, A queries the decryption oracle with a ciphertext, ctxt :=
(¢c,u,u,e, f), such that the following two conditions hold:

1. equation [ returns 1.
2. u=g,u=g",r#r.

To show that events G4 and G5 are close, we first show that event Neq occurs
with negligible probability, and then show that Pr[G4|-Neq] = Pr[G5|-Neq].
We first bound Pr[Neq] in the following lemma:

Lemma 5. Pr[Neq] < q;d where qq is the number of decryption and encryption
queries.

Proof. First, we compute the probability that A queries exactly one decryption
oracle and the input ciphertext satisfies the above two conditions, i.e., check []
returns 1 but r # . We have the following:

g =wg, g =wg" (7)
where w = ¢°* and w = gs/ for some s,s’ € Z,. Equation implies that
(s —s') +e(r—r") = 0. Since r — 1’ # 0, there is only one e := fﬁ:ij. Since

e is the output of random oracle Hy, and perfectly binds and is independent
of r,7’,s,8 (u,w,t,w are inputs to H; therefore e is decided after A chooses
r,7’,s,5"), the probability of such an e occurring is 1/p.

Next, we bound Pr[Neq]. Event Neq occurs if A queries at least one accepted
invalid ciphertext. By union bound, we have Pr[Neq] < %d. O

Lemma 6. |Pr[G4] — Pr[G5]|< qa/p

Proof. First, we show that Pr[G4|—Neq] = Pr[G5|—Neq]. To prove this, we rely
on the H-coefficient technique and show that for all feasible transcripts 7, Pr[T =
7|Gy, —Neq] = Pr[T = 7|Gs5, —~Neq]. In other words, we show that the probability
of obtaining any feasible transcript is identical in games G5 and Gg, conditioned
on the event Neq.

The transcript includes all group elements, i.e., g, h, v, g, the public key pk,
corruption set C, corrupted secret keys {x;, i, i }ic[c), all parties’ per-party pub-
lic keys pk;, all random oracle queries, ¢4 ciphertexts and their corresponding
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partial decryption shares, and A’s challenge plaintexts and their corresponding
encryption.

To argue that Pr[T = 7|Gy, —Neq] = Pr[T = 7|Gs5, =Neq], we invoke lemma
We define two distributions, 2 and ¥. We will show that there exists a deter-
ministic function f such that f(2, ¥) = T for both games G4 and G5, provided
that event Neq does not occur. By lemma [2] if Pr[Q2 = w|Gy4] = Pr[Q = w|G5],
Pr[¥ = ¢|Gy4] = Pr[¥ = ¢|Gs5], and Q is independent from ¥, then Pr[T =
T|Gy4, —Neq] = Pr[T = 7|Gs, =Neq]. We condition on —Neq because there does
not exist a deterministic function f such that f(Q,¥) =T in game Gs.

We define

Q= {ah’avva7k’ pk, {wivyiazi}iec}
U= {HI17 ;:57 {bj}jEQH7 {rjveja fj}qudvrvevf}

Here H} denotes the additional outputs of H; not used in the computation of
encryptions and Hpg denotes the set of all outputs of Hrs queries. {7, €;, fj}jeq.
denote the set of randomness required for up to gz number of encryption queries.
r,e, f are the randomness required to encrypt A’s challenge m,,. Recall that we
simulate the NIZK of discrete logarithm equality in the encryption protocol by
sampling e, f randomly. In both games, we have h := ¢%», v := g™, g := ¢g°F.
In game Gy, pk := ¢* while in game Gj, pk = ¢g*To¥+% Recall in both
games Gy and Gg, ap, oy, k, H), Hes, {bj}jcq, 1, s are sampled randomly and
independently. Clearly, Q2 and ¥ are independently distributed.

Next, we show that there is a deterministic function f for both games G4
and Gs for any fixed A queries such that f(Q, ¥) :=T.

— challenge response. Clearly, in both games, the challenge ciphertext is the
output of a deterministic function of A’s query and the values r, s, Hy, pk, a, k.

— random oracle queries. In both games, sets H; and Hf¢ determines all outputs
of random oracles Hi, Hes respectively. {b;},cq, contain all responses to Ho
queries. Responses to Hs are computed from {b;};eq,, @, @y, ap, and k.

— decryption query. Let ctxt := (c,u,,e, f) be the jth decryption query.
Clearly, for both games, for i € C, m; is computed deterministically from
TiyYiy Ziy Gy by Qs Q.-

Next, we show that the combined rm is identical in both games. In game G4,
m=u® = pk’.

In game Gs, if event Neq does not occur, i.e., u := ¢g" and w := g", we have
@'k := ¢ Then we have:

= ua:gby(g—abgba“)l/ahﬂl/k
N : a—«
=ug?g Mg by yi= ——
ap
= pk"”

— encryption query. Let m; be the jth encryption query. In both games, the
encryption of m; is computed according to rj,e;, f;, pk where Enc(m;) :=
(c,u,u,e, f) :== (pk'™” - mj,g",3",€j, fj). The decryption shares are com-
puted identically to the decryption query on Enc(m;)
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Clearly Pr[¥ = ¢|Gy4] = Pr[¥ = ¢)|G5] for all feasible ¢ since ¥ is randomly
sampled from the same distribution in both games.

Lastly, we show that Pr[Q) = w|Gy4] = Pr[Q) = w|Gs] for all feasible w.
Without loss of generality, let w := {a}, o, a*, k*, pk™, {z}, v}, 2/ }icc}. In game
G, there is one such x such that pk® = g®. Since t evaluation points and the
constant term uniquely defines a degree ¢ polynomial and polynomials z,y, z are
randomly and mdependently chosen, Pr[{zz,yz,z,}zec = {xz,yl,zZ }zec|$0 =
z,y0 = 0,29 = 0] = 1/p3!. Then Pr[ =w|G4] =57 57 p p p pm

In game Gs, given a*, o}, o}, there is one such y such that a* = o}y + o
Then given pk™,y, there is one such z such that pk* := g””/“";Ly*“* By the
same argument as in game Gy, Pr[{z;,v:, 2 }icc = {:cz,ywzZ }zec|$0 =z,90 =
y,20 = 1] = 1/p®. Then Pr[Q = w|G5] := pil pj . 5 . ; . 5 . p . Therefore
Pr[Q = w|Gy4] = Pr[Q = w|G5].

Then we have |[Pr[G4]—Pr[Gs]|= |Pr[G4|Neq]—Pr[G5|Neq]|- Pr[Neq] < Pr[Neq].
Then from 1emma |Pr[G4] — Pr[G5]|< qa/p- O

GAME Gg: In this game, when A challenges mg, m1, instead of encrypting A’s
challenge, we respond with an encryption that does not correlate with it. This
helps bound |Pr[Go] — 1/2|. This game is identical to game Gs, except that
we sample random group elements {g%, ¢?, g¢} +s G3. Set v = ¢g®. Compute
g% = g*Yg®, g := (ga)k. To answer encryption query on m,, compute u := q°,
u = (%) vk (g9, ¢ == (¢7)%(g%)*"¥g¢ - m,,. For the jth decryption query,
program Hs(ctxt) := ((g%)~%(g™)*)"/ral/*.

Lemma 7. Let eqqn be the advantage of breaking DDH in G as defined in as
defined in Assumption[d], then |Pr[G5] — Pr[Gg]|< eqdn + qa/p-

Proof. A distinguishes game Gy from game Gg either by making a decryption
query with a ciphertext that satisfies the two conditions laid out in game Gy, i.e.,
inducing event Neq or, by breaking the DDH assumption in G, since A cannot
query the decryption query on ctxt,. We have

|Pr[G5] — Pr[Gg]| = [Pr[Gs|-Neq] — Pr[Gg|—Neq]|- Pr[-Neq]
+ |Pr[G5|Neq] — Pr[Gg|Neq]|- Pr[Neq]
< |Px[Gs|~Neq] — Px[Gig|-Neg |+ Pr[Neq
Next, we show that |Pr[Gs|—Neq] — Pr[Gg|—~Neq]|< £44n We will prove this by
building an adversary against the DDH assumption, Agqpn, from A. Agqn receives
a tuple (g%, g%, ¢¢) and interacts with A as described. If Aqgqp’s input is a DDH

tuple, then A plays against game Gs. If Agqn’s input is a random tuple, then A
plays against game Gg. We have the following:

Pr[Agan(9®, 9°, g°) = 1|¢ = 8] = Pr[G5] (8)
Pr[Agan (9%, 9”7, g) = 1|¢ s Z,] = Pr[G¢] (9)

Hence, combined with Lemma [5] Aqqn’s advantage is |Pr[G5] — Pr[Gs]|< €ddn +
qd/p- O
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In the last part of our analysis, we will prove that A wins in game Gg with
probability 1/2.

Lemma 8. Pr[Gs] =1/2.

Proof. The only part of A’s view that depends on the hidden bit p is ¢. In game
G, A receives ¢ = (¢°)%(g%)*"¥g¢ - m,, from the game. Since 3,( <$ Z,, c is
uniformly randomly distributed in G for both mgy and m;, and is independent
of p. Thus:

1
Prlctxt|u = 0] = Prlctxt|p = 1] = —
b

Thus, we have
PrlA =1jp =0] =Pr[A =1|up = 1] = Pr[G¢] = 1/2. O
We now prove the following main theorem.

Theorem 2 (Adaptively IND-TCCA Secure Threshold Decryption).
Let X be the security parameter, and let (G,p,g) + GGen(1*) be a group of
prime order p. For any n € N and t < n, assuming the hardness of DDH in G
and the random oracle model, any PPT adversary making at most qq decryption
queries, qq random oracle queries to H, and grs random oracle queries to Hgs
has guessing advantage in the IND—TCCA-?‘D game (Figure for our scheme in
Figure @ of at most eynp-Tcca, where

Fsqd-n gy 1 d
EIND-TCCA < 2€ddh + % + % += 42 (10)
p p p p
where eqqn s the advantage an adversary in breaking DDH in G.
Proof. From the above series of games and lemma [14] we get
1 GFs-qa-n  qgn 1 aqa
IPr[Go] — =|< 2eqah + ————— + 5 + — + 2= < negl(}\) (11)
2 p? 2
which is A’s guessing advantage against our threshold encryption scheme. ad

5 Implementation and Evaluation

5.1 Evaluation Setup

We implemented the standard threshold ElGamal, Shoup-Gennaro, and the two
adaptive threshold ElGamal schemes proposed in this work. Our implementa-
tion is in Python and is publicly available at https://github.com/Zilingy2/
adaptive_elgamal/l We use the NIST P-256 elliptic curve and the pycryptodome
[18] library. All random oracles are instantiated using the SHA-256 hash func-
tion.

All benchmarks were conducted for a threshold parameter of t = 64. Running
times were averaged over 5 runs and reported in milliseconds. All experiments
were conducted with a single thread on a machine equipped with an Apple M4
chip with 16GB RAM.
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Partial Dec. Comb. ¥-Prove ¥-Ver Partial Dec. X proof

Scheme (ms) (ms) (ms) (ms) Size (bytes) Size (bytes)
Basic ElGamal 0.8 101.4 0.5 1.1 224 160
Adaptive CPA 1.8 140.6 1.1 1.8 256 192
Shoup—Gennaro 1.9 106.5 0.5 1.2 224 160
Adaptive CCA 3.9 181.6 1.7 2.4 288 224

Table 1: Performance comparison for threshold parameter ¢ = 64. All schemes
are instantiated over the NIST P-256 elliptic curve.

5.2 Evaluation Results

The standard threshold Elgamal serves as a baseline for our adaptive CPA
scheme while the Shoup-Gennaro scheme serves as a baseline for our adaptive
CCA scheme. We report our results in Table [T]

Partial decryption time. The partial decryption times of our adaptive CPA
and CCA schemes are 2.3x and 2.0x of their corresponding baselines, since our
Y-protocol’s prover computation is more involved.

Combine time. We measured the optimal case combination time where all
decryption shares verify correctly. The combination times of our adaptive CPA
and CCA schemes are 1.4x and 1.7x of their corresponding baselines. This is
due to a more involved Y-protocol verifier computation.

Partial decryption size. The partial decryption size depends on the underlying
elliptic curve group we use. For the NIST P-256 elliptic curve, our adaptive CPA
scheme partial decryption is 32 bytes longer than that of the baseline due to the
extra field element in the Y-proof. The partial decryption of our adaptive CCA
scheme is 64 bytes longer than that of the baseline due to the two extra field
elements in the Y-proof.

6 Conclusion

In this paper, we presented two new adaptively secure non-interactive threshold
decryption schemes. The first one is based on the standard ElGamal decryp-
tion scheme and achieves CPA security. The second one is based on the Shoup-
Genarro threshold decryption scheme and achieves CCA security. Our scheme
makes minimal changes to their static counterparts, maintains the scheme’s sim-
plicity, and is compatible with its encryption. Both schemes are proven adap-
tively secure assuming the hardness of DDH and the random oracle model.

Acknowledgments. This work is funded in part by the National Science Foun-
dation award #2240976.
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A Additional Definitions

In this section, we present definitions for IND-TCPA, correctness, and robustness
of a threshold decryption scheme that could not be included in the main body
of the paper due to space constraints.

First, we provide the definition for the IND-TCPA game. Our indistinguisha-

bility under threshold chosen-plaintext attack (IND-TCPA) in the presence of
an adaptive adversary game is identical to the IND-TCCAT game defined in
Figure [l except the adversary does not have access to a decryption oracle DEC.

We have the following definition.

Definition 4 (Indistinguishability under chosen-plaintext attack). Con-
sider the IND—TCPAﬁf‘D game provided above. We say that a threshold decryption
scheme TD is IND-TCPA secure if, for all security parameters X\, n,t € N with
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Game RB-TCCA$, (1%, 7n,1): Oracle CoRR(%):

23: pp < Setup(1*) 39: if |C|> t then

24: pk, {pk;, ski }icn) < KGen(pp) 40: return L

25: Let C := @, H := [n] 41: C:=CuU{i}

26: inp := pp, pk, {pk; }ic[n] 42: return sk;

27: 8’ ctxt, {1, mibies Oracle Enc(m):
ASORERSDE (inp) 43: ctxt < Enc(pk,m)

28: T" := {i € §'[PVer(pk;, ctxt, i, i) = 44 4, « PDec(ski, ctxt) for all i € [n]
1} 45: return (ctxt, {1, Ti}icin))

29: if |T'|< ¢t + 1 then

30: return 0 Oracle DEc(ctxt, 7):

31: S:=[1,...,t+1] 46: assert ctxt # ctxt, A cannot in-

32: D := {PDec(sk;, ctxt) }ics voke DEC on ctxt,,

33: m < Comb({pk; }ic[n), ctxt, S, D) 47: 1 « PDec(ski, ctxt)

34: m’ < Comb({pk; }iepn, ctxt, T”, 48: return m;

{mi, mitier:)
35: if m’ # m then

36: return 1
37: else
38: return 0

Fig. 2: The robustness security game RB—TCC/—\{—‘D for a non-interactive threshold
decryption TD = (Setup, KGen, PDec, Comb) with an adaptive adversary A.

t <mn, PPT adversaries A, the following guessing advantage is negligible, i.e.,
1
ernD-Tcpa = |Pr[IND-TCPATL (1%, n, t) = 1] — 5| = negl() (12)

Intuitively, the correctness property guarantees that when all parties behave
honestly, the decryption protocol correctly outputs the original message. More
formally,

Definition 5 (Correctness). Let M be the message space. For all m € M,
for all obtainable keys, pk,{pk;,sk;} <+ KGen(pp), for all obtainable ciphertext,
ctxt « Enc(m, pk), and any set S C [n],|S|> t+ 1, we have the following:

Pr[Comb({pk; }icjn), ctxt, S, {PDec(sk;, ctxt) }ics) # m] < negl(\) (13)

Additionally, we require a threshold decryption scheme to satisfy the robust-
ness property [1], either RB-TCCA7 or RB-TCPA7Y,, against up to ¢ actively ma-
licious parties. We formally define the robustness property for our IND-CCA se-
cure (resp. IND-CPA) protocol using the RB-TCCA%, (resp. RB-TCPA%,) game.
The RB-TCCA7y game is defined in Figure[5] The RB-TCPA7, game is identical
to the RB—TCCA?D game except that the adversary does not have access to the
decryption oracle DEC.

Intuitively, the RB-TCPA7y, and RB-TCCA7, games state that an adversary
that can corrupt up to ¢ parties adaptively cannot, with non-negligible probabil-
ity, produce a ciphertext and a set of decryption shares of that ciphertext such
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that all decryption shares are valid but do not combine to the actual plaintext
that corresponds to the ciphertext.
More formally, we have the following two definitions:

Definition 6 (TCCA Robustness). Consider the RB-TCCA%y game in Fig-
ure[d We say that a threshold decryption scheme TD is robust if, for all security
parameters A, n,t € N with t < n, PPT adversaries A, the following advantage
is negligible, i.e.,

AdvEETG A (N) := Pr[RB-TCCA{L (1%, n, t) = 1] = negl()\) (14)

Definition 7 (TCPA Robustness). Consider the RB-TCPATy game provided
above. We say that a threshold decryption scheme TD is robust if, for all security
parameters X\, n,t € N with t < n, PPT adversaries A, the following advantage
is negligible, i.e.,

AdvEE LA (V) == Pr[RB-TCPATL (1%, 1, t) = 1] = negl()) (15)

B Design of the IND-TCPA Threshold Decryption
Scheme

We now describe our non-interactive IND-TCPA secure threshold decryption
scheme based on the ElGamal encryption scheme in Figure [3| in the appendix.
Let M be the message space.

Setup(1*,n,t): Let (G, p,g) < GGen(1*). Let h € G be an additional uniformly
random independent generator of G. Let H : M — G and Hgs : {0,1}* — G be
two distinct hash functions modeled as random oracles. The public parameters
of our scheme are then (G, g, h, H, Hrs). We assume that all the algorithms below
implicitly take the public parameters as input.

KGen(pp): The KGen algorithm samples two uniformly random polynomials
x(),y(-) of degree ¢ with the constraint that y(0) := 0. The decryption key
of party i is then sk; := (x(i),y(i)). Let pk := ¢*(® be the public key, and
pk; := g®*@h¥(®) for all i € [n] be the per-party public key.

Enc(pk,m): Our encryption algorithm is identical to the standard ElGamal en-
cryption scheme. First, generate a random element r <$ Z,, and then the en-
cryption of message m is the tuple ctxt := (¢, u) where ¢ := m - pk” and v := ¢".

PDec(sk;, ctxt := (¢, u)): On input the partial decryption key sk; and the cipher-

text tuple ctxt := (c,u), compute partial decryption ; = u®® . H(ctxt)y(i)
and a NIZK proof m; that m; is correctly computed from the ciphertext. m; is
computed using the NIZK protocol described in Figure [l The multiplication
by H(ctxt)¥® is the main difference compared to the static threshold ElGamal
encryption.

PVer(pk;, ctxt := (¢, u),7;,m;): On input the per-party public key pk; the ci-
phertext ctxt, and partial decryption share tuple (m;,;), validate the partial
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Setup(1*, n, t): PDec(sk;, ctxt = (c,u)):
1: (G,p,g) + GGen(1*). 14: 7 = u®® - H(ctxt)v®)
2: Let h € G be a uniformly random 15: m; := SigmaProve(pk, u, 17, sk;)
generator of G. 16: return (7, ;)

3: Let H: M — G and Hgs : {0,1}" —

7, be two hash functions modeled as PVer(pk;, ctxt = (¢, u), i, mi):
random oracle. 17: return SigmaVer(pk;, u, 7, ;)

4 roturn pp = (61 9.1 P e Comb((pk, e, ctxt, S, {(i, m)}ics):

18: parse (u,c) := ctxt

We assume all algorithms implic-

itly take pp as input. We use Hfs in
SigmaProve and SigmaVer. 19: 1= 2 .
20: for each i € S do

KGen(pp): 21: if PVer(u, pk;, m;, ;) then
5: Let z(-),y(-) +$ Zp[z] be two poly- 22 T U {3}

nomials of degree t with y(0) = 0. 23: assert |T|>t+1
6: pk:= gac(O)hy(O) = gas(O) 24: Let L; r be the i-th Lagrange coeffi-
7. for each 1 € [n] do cients for T
8: = (2(1), y(1)) 25: 1 = [,eq iy "
9: Pk gx(l)hy(l) 26: return m:=c-m""
10: return (pk, {pk;};cn],sk;) to party j

for all j € [n]
Enc(pk, m):
11: 7 <=8 Zyp

12: ctxt := (¢,u) = (m - pk™, g")
13: return ctxt

Fig. 3: Adaptively IND-CPA secure threshold ElGamal decryption scheme with
trusted key generation.

decryption share by running the NIZK protocol SigmaVer protocol. Output 1 if
and only if SigmaVer outputs 1.

Comb({pk; }icn, ctxt := (c,u), S, {(1hs,7;) }ies): The input is a set of per-party

public keys of all parties, the ciphertext ctxt := (¢, u), a set of parties S, a set
of partial decryption tuples that correspond to the parties in S, (rh;, ;). The
aggregator first validates each decryption tuple using PVer. Let T be the set of
indices of parties with valid partial decryptions. It then computes the plaintext
m as:
m:=c-m~', where 1 := H ThiLi'T (16)
ieT

where L; 7 is the i-th Lagrange coefficient with respect to the set 7T'.

C Analysis of IND-TCPA

We first define a helper lemma, that we adapt from Pedersen’s VSS [25], to aid
our IND-TCPA analysis.
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Input: g, h, pk, H,u,m

Witness: (z,y) € Z2

The prover P wants to convince the verifier V that it knows z,y € Z, such that
pk = ¢*hY and = u*HY.

We assume that both algorithms implicitly take of g, h, H, m as input

SigmaProve(pk, u, m, z,y):

1: Sample Z, 9 <3 Zyp.

2: v :=g%h?, ¢ :=u*H?

3: e:= Hes(7, ¥, pk, g, h, u,m)

4: for=2+x-e, fyi=9+y-e
5: return 7 := (v, 9, fz, fy)-

Sigmaver(pk7 ’LL, mv = (’ya 1/17 fI? fy))

6: e:= HFS(’Y7 wa pk7g7 h‘7 u, Th)

7. if ¢f*hfv = 2 pk® and wf* Hfv = ¢ - m° then
8: return 1

9: return 0

Fig. 4: NIZK-protocol for computing and verifying the correctness proof for par-
tial decrytptions.

Lemma 9 (Adaptive Secrecy of Pedersen Secret Sharing). Let (G,p,g) «
GGen(1*) and let h € G be another uniformly random independent generator of
G. Let y € Z, be the secret to be shared and y(-) be a random polynomial of
degree t such that y(0) = y. Let © <$ Z, and z(-) be a random polynomial of
degree t such that x(0) = x. Let

viewe = {g,h, g"h¥, {g* DYDY icpuy, {2(0), y(D) biec} (17)
For all subset C of {1,...,n} of size at most t and all y* € Z,:
Prly = y*|viewe] = Prly = y*] (18)

The view defined in lemmal[J]is the view of an adversary in the Pedersen VSS
scheme. One crucial step in our IND-TCPA proof is showing that an adversary
cannot distinguish between an honest pk and a ‘rigged” pk with a non-zero
y. This relies on the information-theoretic hiding property of Pedersen VSS. In
other words, if an adversary cannot distinguish between an execution of Pedersen
secret sharing for 0 and one for a non-zero value, then A cannot detect the rigged
public key. In our IND-TCPA analysis in section [2.3] we rely on this lemma to
show that the simulated game with a “rigged” pk is indistinguishable from the
real execution of our protocol.

Proof. See Theorem 4.4 in [25]. There exists a bijection between our viewc de-
fined in eq. and viewe defined in [25].

We will prove IND-TCPA assuming the decisional Diffie-Hellman (DDH) as-
sumption in G via a sequence of games. Game Gy is the IND-TCPAT, game in
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which A makes queries to the encryption oracle and tries to guess the challenge
bit p. In game Gs, A receives a ciphertext ctxt that is independent of the chal-
lenge bit p. Therefore, the probability that A wins game Gy is exactly 1/2. We
use a sequence of games to bound the difference between A’s advantage in game
Gg and game Gs.

For any adversary A for the k-th game Gyg, we will use Gy to denote the
event that the game outputs 1, i.e., A wins the game Gy.

GAME Gg: This is the security game IND—TCPA#‘D for our threshold decryption
scheme, where the game follows the honest protocol. The game provides A access
to random oracles, H and Hgs, using the standard lazy simulation technique, i.e.,
the game uniformly and independently samples outputs of the random oracle on
demand when A first queries the random oracle on a specific input.

We assume that 4 always corrupts exactly ¢ parties. This assumption does
not change A’s winning advantage. This is without generality: we can build a
wrapper adversary that invokes A and then additionally corrupt parties such
that exactly t parties are corrupted.

GAME Gj: This game is identical to Go, except that we sample oy, <—$ Z;, and
set h := g*». Clearly, Pr[Go] = Pr[G;].

GAME Gj: This game is identical to G, except for each encryption query we
program the random oracle so that for the j-th encryption query on message
m;j, we set H(ctxt;) := h', where ctxt; := (m; - g™, ") for r; <8 Z,,.

The indistinguishability between A’s view in game G; and G is a crucial
step of our proof. We prove this indistinguishability assuming the hardness of
DDH in G. More formally,

Lemma 10. Let 44 be the advantage of breaking DDH in G as defined in As-
sumption[d] then |Pr[G1] — Pr[Gs]|< eqan + 1/p.

Proof. Recall the distributions Dy and D; defined in lemma [T} The only dif-
ference between the two games is that (h,{u;, H(ctxt;)} e[q,)) in game Gy is
sampled from Dy and in game Go is sampled from D;. The rest of the game is
identical. Therefore, by lemma (1} |Pr[G1] — Pr[G2]|< €ddn + 1/p.

GAME Gg: This game is identical to Gg, except that we use simulated proofs for
correctness of partial decryption instead of actual NIZK proofs. Looking ahead,
we switch to simulated NIZK proofs in this game to later argue in game Gy that
the NIZK proofs do not reveal any information about the secret keys. This is
crucial to argue the indistinguishability between game G4 and G5. We have the
following lemma.

Lemma 11. Let q. be the upper bound on the number of encryption queries,
ezk be the distinguishing advantage of a simulated NIZK proof, then,

Pr[Gs] — Pr[Ga)|< ¢e - 1 - 26 (19)
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Proof. The NIZK protocol (Figure 4) we use is Zero-Knowledge. Hence, con-
ditioned on the successful simulation of the NIZK proofs, the views of the A
in games Go and Gg are identically distributed. Since A makes at most ¢. en-
cryption queries, and we need to simulate at most n partial decryptions per
encryption query, the lemma follows from a simple union bound.

GAME Gy: This game is identical to Gs except we sample the secret key poly-
nomial v(-) such that v(0) <s Z;. This is another crucial step in our proof where
we introduce a rigged pk

Lemma 12. Pr[Gs] = Pr[G4]

Proof. To help us prove this lemma, we define a distinguishing game Gyss. We
show that distinguishing between game Gz and game G, can be reduced to
winning game Gyss. In Gyss, a distinguisher B interacts with a challenger Chal
that works as follows.

1. Sample g, h s G and send (g, h) to B.

2. Sample z < Z, and a random degree ¢t polynomial x(-) such that 2(0) = .

3. Sample a random bit p <—s$ {0,1}. If p = 0, let y := 0, otherwise, let y <—$ Z,.
Sample degree ¢ random polynomial y(-) such that y(0) = y.

4. Send (g°h¥), {g*h¥D},c,) to B.

5. Upon receiving an index ¢ € [n] from B for the j-th time for j € [¢], respond
with (z(2), y(i)).

At the end of the interaction, B outputs a bit. Let eyss denote B’s distinguishing
advantage, i.e., eyss := |Pr[B = 1ju = 1] = Pr[B = 1|p = 0]|.

Intuitively, in game Gvyss, B receives the commitment of some x,y and the
commitments of all Shamir sharings of x,y. Then B adaptively corrupts at most
t shares of x,y. Lastly, B attempts to distinguish if y = 0.

Next, we show that the difference between games G3 and G4 is exactly eyss
by building a reduction adversary I3 against the Gyss game from A. B interacts
with A as follows:

— Upon receiving (¢*hY, {g®Dh¥},c (), B sends them to A as pk and {pk; }ic[n)-

— When A queries the encryption oracle on message m, B responds with ctxt :=
(m - pk", g"), {1 = pkj }icpn) for r < Z,.

— when A queries the corruption oracle on party i, B sends i to Chal and
receives (z(i),y(4)). B sends (z(4),y(i)) to A as party i’s secret key.

— When A challenges mg, m1, B samples random coin u' <3 {0, 1}. B encrypts
my as ctxt := (m, - pk”, g") for r <= Z,,. B sends ctxt to A and receives bit
pua €{0,1}. If uyg = 1/, B outputs 1. B outputs 0 if otherwise.

When =0, ie., y := 0, A’s view is identical to that of game Ggs. Similarly,
when pu =1, ie., y <% Zp, A’s view is identical to that of game G4. Then we
have |Pr[G3] — Pr[G4]|:= |Pr[B = 1| = 0] — Pr[B = 1|p = 1]|:= evss.

Lastly, we show that eyss := 0 and thus Pr[G3] = Pr[G4]. To prove this, we
rely on the H-coefficient technique [24} |5]. Without loss of generality, we can
assume that the optimal adversary B is unbounded and deterministic.
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Let Wy and W7 denote the world when p = 0 and g = 1, respectively. Let T’
be the random variables denoting the transcripts of the interaction of D in either
Wy or Wy for fixed queries from B. From Lemma [0} Pr[T" = 7|Wo] = Pr[T =
7|W1]. Then by H-coefficient, W, and W; are perfectly indistinguishable, i.e.,
Pr[B= 1u=1]=Pr[B= 1u=0].

GAME G5: In this game, we change the challenge ciphertext, i.e., instead of
sending a valid encryption, we send A a random tuple. More precisely, A, after
challenging mg, m1, receives ctxt, = (¢”,m,, - (¢°)*(¢%)¥) where pu s {0,1},
g7, 9¢ <s G. Recall that in game Gy, the challenge ciphertext is of the form
ctxt, := (g%, my, - (97)*(g*?)) for some random a, 3 <$ Z,. In both games G4
and Gs, pk := g”hY, where h := g*.

Lemma 13. |Pr[G4] — Pr[G5]|< €ddn

Proof. We will prove this by building an adversary against DDH assumption,

Agan from A. Agqp receives a tuple (g%, g%, ¢¢) and interacts with A as described.

Then if Agqn’s input is a DDH tuple, then A’s view is exactly that of game Gg.

If Agqn’s input is a random tuple, then A’s view is exactly that of game Gr.
We have the following:

Pr[Adan(9°, 9%, 9%) = 1|z = xy] = Pr[G4] (20)
Pr[-Addh(nggyagz) = 1|Z 38 ZZ?] = Pr[GS} (21)
Hence, Aqqn’s advantage is |Pr[G4] — Pr[G5]|< e4dn- a

In the last part of our analysis, we will prove that A wins in game Gs with
probability 1/2. Intuitively, A receives a challenge ciphertext independent of my
and my; thus, the probability of A winning is equivalent to random guessing.

Lemma 14. Pr[G5] = 1/2.

Proof. The only part in A’s view that depends on the hidden bit p is ctxt,. In
game Gj, A receives ctxt, = (c,u) = (my, - ¢°% - g%, ¢”) from the game. Since
B,¢ +$ Zy, ctxt, is uniformly randomly distributed in G for both mg and m,
independent of . There is exactly one (3, ¢) that can result in any feasible (¢, u)
for both =0 and p = 1. Thus, for random variable (¢, ), all feasible (¢*,u*):

Prf(e,u) = (", u)l = 0] = Pr{(e,u) = (" u*)u = 1] (22)

= Pi{p = 7] - Prl¢ = ¢ =

Therefore, we conclude that
PrA=1]b=0] =Pr[A =1]b =1] = Pr[Gs] = 1/2. ad

We now prove the following main theorem.
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Theorem 3 (Adaptively IND-TCPA Secure Threshold Encryption).
Let X be the security parameter and (G,p,g) < GGen(1*) be a group of prime
order p. Let n € N and t < n. Consider any PPT adversary that makes at most
qe encryption queries, qn random oracle queries to H. Let ezx be the adversary’s
advantage in distinguishing simulated NIZK proofs. Then, assuming hardness of
DDH in G and the random oracle model, the adversary has a guessing advan-
tage in the IND—TCPAﬁf\D game (Section for our scheme in Figure ﬁat most
EIND-TCPA Where

1
EIND-TCPA < 26ddh + €7k * e 1+ » (23)

where eqqn s the advantage an adversary in breaking DDH in G.

Proof. From the above series of games and lemma [14] we get
1 1
|Pr[Go] — §|§ EIND-TCPA < 2€ddh + €7k " Ge " 1 + » (24)

which is A’s guessing advantage against our threshold encryption scheme. a

D Analysis of NIZK Protocol

In this section, we show that our NIZK protocols defined in Figure[d and Figure[7]
that are used in our IND-T'CPA secure and IND-TCCA secure threshold decryp-
tion schemes, respectively, satisfy completeness, soundness, and zero-knowledge
defined in Definition [l

Lemma 15. The proposed NIZK protocol in Figure[f, which is used in our IND-
CPA secure threshold decryption scheme, satisfies completeness, soundness, and
zero knowledge.

Proof. Completeness is straightforward. We now focus on soundness and zero-
knowledge.

Soundness. We show that our NIZK protocol satisfies soundness by showing
that its underlying >-protocol satisfies knowledge soundness, i.e., there exists an
efficient witness extractor £ that interacts with a P (that produces an accepting
proof) and extracts x such that (z,y) € R. £ interacts with the prover twice,
using two different challenges e and €’ on the same input. The prover returns
two accepting proofs, (v,%, fu, fy), (v, ¥, fz, f,), where e # ¢’. The witness x =

f;’:e)j; and y = fj__e'ty can be extracted from the two proofs. Since knowledge

soundness implies soundness |21, §3.2], our NIZK protocol satisfies soundness.

Zero-knowledge. We prove zero-knowledge by constructing a simulator S such
that A’s view in its interaction with § is distinguishable from its view in the real
execution of the protocol with negligible probability ezx. Additionally, A at most
grs queries to Hrs. To answer A’s random oracle queries, S samples responses
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uniformly at random. To simulate a NIZK proof, S samples (e, fz, fy) <3 Zg,
and computes (v, 1) as,

v=glhlpk™, =l B (25)

Finally, S programs the random oracle Hgs such that Hes(v, %, pk, g, h, u, 1) :=
e, and outputs (v,v, fz, fy), which is an accepting transcript with the correct
distribution, provided the bad event Coll does not occur. Coll occurs if A queries
Hes on (v, %, pk, g, h, u, ) before S outputs (7, ¥, fz, f,) as the simulated proof.
If Coll occurs, & cannot program Hgs to the desired e, causing the simulation to
fail.

The simulation fails with the same probability that event Coll occurs. Lastly,
we analyze the probability of event Coll. Since 7y, 9 <—$ G is sampled uniformly at
random, Coll occurs with probability at most grs/p®. Thus ezx < grs/p?, which
is negligible. ad

Lemma 16. The proposed NIZK protocol in Figure[7, which is used in our IND-
CCA secure threshold decryption scheme, satisfies completeness, soundness, and
zero knowledge.

Proof. The completeness, soundness, and zero-knowledge of our NIZK scheme
defined in Figure[7] follow similarly to Lemma [I5] O

E Analysis of Correctness and Robustness

In this section, we provide analysis of the correctness and robustness properties
of our threshold decryption schemes.

Our IND-CPA secure threshold decryption scheme satisfies the correctness
property and the robustness property defined in Definition [f] and definition [7]
respectively. We use the NIZK protocol defined in Definition[I]to ensure these two
properties of our scheme. Recall that in our scheme, during PDec of ciphertext
ctxt, each party ¢ acts as the prover and computes a NIZK proof m; for the
correctness of the partial decryption 7m; in relation to the per-party public key
pk, as part of the decryption share. More specifically, each party i computes 7; for
the following statement: party ¢ knows secret key (z;,y;) such that pk, = g% h¥i
and m; = u® H(ctxt)¥:.

The combiner, upon receiving a partial decryption in the form of (mn;,m;),
acts as the verifier in Definition [1| and verifies 7;. Only 7; which corresponding
7; is accepted (verified to true) is used in recovering the plaintext.

The correctness of our scheme is due to the completeness of the NIZK protocol
since all honestly computed (h;, ;) pairs will be accepted by the combiner.

The robustness of our scheme follows from the soundness property of the
NIZK protocol. Intuitively, the soundness property of the NIZK protocol ensures
that dishonestly computed decryption shares do not contribute to the recovery of
the plaintext with high probability. More formally, we have the following lemma:
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Lemma 17 (TCPA-Robustness). Assuming the NIZK protocol satisfies sound-
ness defined in Deﬁm'tion the threshold decryption in Figure@ is RB—TCPA#D
secure.

Proof. Let B denote an adversary against the soundness game defined in defi-
nition |1} Let A be an adversary against the RB—TCPA{—‘D game provided in Sec-
tion [Al B interacts with A by honestly providing pk and {pk;};c[,) by sampling
secret polynomials z(-), y(-). B also honestly answers all oracle queries according
to the protocol specification. Observe that A wins the RB-TCPA7, game in two
ways. The first way is by violating the correctness property, defined in defini-
tion |5, of our scheme. More precisely, A wins the RB—TCPA#‘D game by finding
a set S’ of parties whose honestly computed partial decryptions combine to a
plaintext that differs from the one produced by set S. The second way is by
forging at least one accepted m; for a dishonestly computed ;. Thus, B wins
the soundness game by identifying and outputting such an accepted but invalid
m;, statement pair. Since B knows the witness, i.e., the secret key of party i, it
can verify that m; proves an incorrect statement. O

Our IND-CCA secure threshold decryption scheme satisfies the correctness
property defined in Definition [§] which follows from the completeness property
of our NIZK protocol.

Our adaptively secure threshold Shoup-Gennaro decryption scheme satisfies
the robustness property defined in Definition [f] through reasoning similar to
that in Lemma [I7] except that the reduction adversary additionally answers
decryption oracle queries.
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Game RB-TCCAf, (1%, n, t): Oracle CORR(i):

6: pp < Setup(lA) 22: if |C|> t then

7: pk, {pk;,ski}icin) < KGen(pp) 23: return‘ 1

8: Let C:=@,H :=[n] 24: C:=CU{i}

9: inp := pp, pk, {pk; }icn] 25: return sk;

10: &', ctxt, {1, T fies Oracle ENc(m):
ASORENSDE (inp) 26: ctxt < Enc(pk, m)

1: T":= {i € S'[PVer(pk,, ctxt, i, Ti) = 7. 1, + PDec(sks, ctxt) for all i € [n]
1} 28: return (ctxt, {m, ™ }icn])

12: if |T'|< t+1 then

13: return 0 Oracle DEc(ctxt, i):

14: S:=11,...,t+1] 29: assert ctxt # ctxt, A cannot in-

15: D := {PDec(sk;, ctxt) }ics voke DEC on ctxt,

16: m < Comb({pk;}ic[n), ctxt, S, D) 30: m; < PDec(sk;, ctxt)

17: m' < Comb({pk; }ic[n), ctxt, T", 31: return m;

{i, mitierr)
18: if m' # m then

19: return 1
20: else
21: return 0

Fig. 5: The robustness security game RB—TCC/—\#D for a non-interactive threshold
decryption TD = (Setup, KGen, PDec, Comb) with an adaptive adversary A.



30 S. Das et al.

Setup(1*, n, t):

1: (G,p,g) + GGen(1*).

2: Let h,v € G be a uniformly random
generator of G.

3: Let Hy : {0,1}' x G* — Z,, Ha, H3 :
{0,1}' x G* x Z2 — G and Hes :
{0,1}* — Z, be four hash functions
modeled as random oracle.

4: return
pp := (G,p,n,t,g,h,H1,Hz2, Hs, Hes).
We assume all algorithms implic-

itly pp as input. We use Hgs in

SigmaProve and SigmaVer.

KGen(pp):

5: Let (+),y(+), 2(-) <$ Zp[z] be three
polynomials of degree ¢ with y(0) :=
0,2(0) := 0.
ok 1= (0 pu(®)=(0) _ e (0)
for each ¢ € [n] do

ski := (2(2), y(1), 2(7))
pk, = gm)hy(z) 2(2)
k

take

10: return (pk, {pk;};cn],sk;) to party j
for all j € [n]

Enc(pk, m):

11: 7,5 <8 Zy

12: (c,u) := (m-pk",g")

13: w,u,w:=g°,3",9°

14: e := Hi(c,u, w, 4, W)

15: f:=s+er

16: return ctxt := (¢, u, 4, e, f)

PDec(sk;, ctxt = (¢, u, @, €, f)):

17: if e # Hi(c,u,w, @, w) where w :=
g—i,w = f;—i then

18: return |

19: 7 == u® D Hy (ctxt)? D Hs (ctxt)*?)

20: m; := SigmaProve(pk;, u, 1, sk;)

21: return (1, ;)

PVer(pk,,c = (c1,c2), M, m):

22: return SigmaVer(pk;, u, m;, ;)

Comb({pki}iE[n]7 ctxt, S, {(’I’h“ Wi)}ies)i

23: parse (c,u,U,e, f) := ctxt
24: T =@

25: for each i € S do

26: if 'h; = L then

27: return L

28: if e # Hi(c, u, w, 4, w) where w :=
Z—f W= f;—i then

29: return L

30: if PVer(u, pk;, ;, 7;) then

31: T U {i}

32: assert |T|>¢+1

33: Let L;r be the i-th Lagrange coeffi-
cients for T

34: 1= [[ep iy 7

35: return m: fc~7h—1

Fig. 6: Adaptively IND-TCCA secure threshold ElGamal decryption scheme with

trusted key generation.
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Input: g, h,v, pk, Ha, H3,u,m

Witness: (z,y,z2) € Zﬁ

The prover P wants to convince the verifier V that it knows z,y, z € Z,, such that
pk = g*h¥Yv* and m = u* H2Y Hs”.

We assume that both algorithms implicitly take of g, h, v, u, Ha, Hs, m as input

SigmaProve(pk, u, m, z,y, 2):

1: Sample Z,9, 2 <% Zp.

2: v:=g*hIv®, Y= uPHyYHj3*

3: e := Hrs(v, v, pk, u, )

4 fo=24+z-e, fy=9+y-e, f.:=Z24+z-e
5: return w := (v, Y, fo, fy, [2)-

SigmaVer(pk, u, 1, ™ = (7,0, fa, fy, [2)):

6: e := Hes(v, ¥, pk, u, m)

7. if gfohfvufs =~ . pk® and wf* Hyfv H3?* =4 - 1 then
8: return 1

9: return 0

Fig. 7: ¥-protocol for computing and verifying the correctness proof for partial
decrytpions CCA scheme.
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