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Abstract. This work addresses the problem of Byzantine Fault-Tolerant
(BFT) Total-Order Broadcast (TOB) in a dynamically available setting,
where parties can transition between online and offline states without
knowing the number of active parties. Dynamically available protocols
are known to not be secure if parties commit at the speed of the network.
In line with this result, existing dynamically available protocols rely on a
synchronous network assumption, which means their latency remains tied
to the pessimistic network delay A, even when the actual network delay
is § << A. This raises the question of whether a dynamically available
BFT TOB protocol can maintain safety and liveness under synchrony
while committing blocks with latency closer to the actual network delay.
We answer this question affirmatively by designing the first dynamically
available BFT TOB protocol that can commit blocks at the rate of 1
block per O(A;gear) time in expectation, where Ajgeqar < 20.

1 Introduction

Byzantine fault-tolerant (BFT) Total-Order Broadcast (TOB) enables a group
of parties to agree on a sequence of client transactions despite the presence
of a bounded number of Byzantine (malicious) parties. The traditional model
assumes a permissioned network with a fixed set of parties known to each other.
Bitcoin [I7] introduced the first protocol operating in the dynamically available
model [I3], where parties can go online or offline freely, and the total number of
active parties is unknown. Pass and Shi later formalized this concept as the sleepy
model [I8]. Dynamic availability is a crucial property for blockchain protocols,
ensuring both safety (parties do not decide conflicting sequences of transactions)
and liveness (all valid client transactions are eventually decided) even when an
external adversary forces a large fraction of parties offline or introduces a surge
of new parties.
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There is a long line of work in improving the latency of dynamically available
protocols [ITI2I9I19]. E| Initial works using the longest-chain approach incurred
latency that depended on the security parameter and the actual level of par-
ticipation [1I3II8]. Several works, including Goyal et al. [11], Prism [2], parallel
chains [9], and OHIE [I9], removed the dependency on one of these parame-
ters but not the other. Finally, MR [16] and MMR [I514] designed protocols
with O(A) latency where A is a pessimistic network delay. However, all of these
protocols only work under a synchronous [7] network assumption. While it is
conceivable that the network is synchronous under a very large value of A (e.g.,
10 mins), it may be the case that the maximum bound on the actual network
delay ¢ is much lower. At the same time, relying on synchrony implies that the
latency is a function of this pessimistic parameter A. On the other hand, while
partially synchronous [§] and asynchronous protocols can be designed to allow
parties to commit at the speed of the unknown actual network delay, dynami-
cally available protocols are known to not be secure under partial synchrony or
asynchrony [I3]. Thus, we have the following natural question:

Can we obtain the best of both worlds, i.e., be secure under the synchrony
assumption yet commit in time that is closer to the actual network delay?

We answer this question affirmatively in this work. Our core contribution
is the design of a dynamically available Total-Order Broadcast protocol which
outputs k logs by running k& dynamically available TOB protocols with mono-
tonically increasing delays Ay, ..., Ak, where it is guaranteed that Ay is at least
the actual network delay. Any client with a correct assumption on the network
delay enjoys consistency with all other clients that also have a correct assump-
tion on the network delay because all logs created in the protocols with delays
that hold have safety. Our protocol also ensures that all logs created with delays
that hold eventually have latency of O(A;4eqr) in expectation for Ajgeqar < 20.

To model dynamic availability, we work within the extended sleepy model
of Malkhi et al. [I5], referred to as the (T, T}, a)-sleepy model. In this model,
parties can be in one of three states: awake, asleep, or recovering. A party that
is awake participates in the protocol execution. A party that is asleep does not
send or receive any messages, nor does it participate in the protocol. When a
party transitions from asleep to awake, it first enters the recovering state and
receives messages from the other parties to learn the state that it should adopt
prior to setting its status to awake. The Ty and T signify that a malicious party
is counted as corrupt an extra 1y time forward and an extra T; time backward
from the time that it is active: in the (T, Tp, «)-sleepy model, the total number
of corrupt parties during interval [t —T, t+Tp] is less than o times the number of
awake parties at time ¢. When Ty = oo, the protocol does not allow the number
of corrupt parties to decrease. Our solution relies on running multiple instances
of the MMR protocol [I5] with pessimistic delay parameters Ay, ..., Ay where
Aip1 = 24; and Ay, = A. In particular, we obtain the following result,

® We define latency as the amount of time it takes for all of the awake honest parties
to commit a new block. When a party commits a block at height h, it also commits
any uncommitted blocks it extends.
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Theorem 1. Let Ay, ..., Ay be a series of delays such that ViA; = 2A,_1 and
A = A > 6, where § is the actual network delay. There is a Total-Order
Broadcast protocol in the (00720A,% — €)-sleepy model for 0 < € < 1/2 such
that for all clients with correct assumptions on the network delay, blocks are
eventually committed with a latency of max(0O(5), O(A1)) time in expectation.

Although we achieve latency max(O(6),0(A4;1)) what we achieve is a fixed
parameter larger than § and thus the protocol is not optimistically responsive.
Due to this we don’t fall into the trap of lower bounds or impossibility results.
In fact, what we achieve is progress at the speed of O(A;4ear), where A;geqr is
the lowest of the k delays that holds. That A;geq; < 26 when § > % is directly
related to our choice of A;11 = 2A4; in the protocol design. In comparison,
the state-of-the-art dynamically available protocols incur a latency of O(4) in
expectation. Finally, observe that the assumptions of the sleepy model are made
with respect to A; that is, instances of the MMR protocol with different delay
parameters 4; assume a bounded adversary relative to the delay A.

1.1 Approach and Key Challenges

Our core idea is to run multiple instances of the expected constant round dy-
namically available protocol (such as [I4]), each based on different assumptions
for the upper bound of network delay, denoted as Aq,..., A;, Ajyq, ..., Ak,
where Vid;11 = 24A; and Ar = A, i.e., the pessimistic network delay. Allow-
ing all instances to propose new blocks simultaneously would lead to conflicting
blockchains across different instances. Thus, only one instance is ever allowed to
propose new blocks at a time. Initially, this responsibility lies with the instance
that has the smallest delay bound, A;. When a block B proposed in a lower-
delay instance (e.g., 4;) is confirmed in that instance, 7;, it is then passed to the
next higher instance, 7,41, for reconfirmation. However, if the lower delay bound
(such as A;) does not hold, the protocol may stop receiving new input blocks,
or parties may produce inconsistent outputs in that instance. In such cases, the
responsibility for proposing new blocks shifts to the next higher instance, and
parties stop engaging in the failed instance and all lower instances.

When taking the above approach, we want to ensure that blocks are com-
mitted with a latency of O(A;geqr) Where A;geq is the smallest parameter larger
than 4.

The protocol outputs all k logs, and each client may decide which log to
believe. As long as they listen to a log corresponding to a delay that holds
(i.e. for mj>ideal), they will agree with the eventual truth. The crux of how this
protocol achieves the desired latency is that the parties propose mew blocks
in some instance mj<;qeqal, and blocks are committed every O(1) time steps in
that sub-protocol in expectation (in the following paragraphs we discuss how we
achieve this). Blocks committed in lower sub-protocols are confirmed in higher
sub-protocols, and when a party commits a block it commits all uncommitted
blocks that it extends. As a result, even if a client only believes in the log of 7y,
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a single commit in 7 incorporates multiple blocks that were committed in the
lower sub-protocols, and the amortized latency for the log of 7 is the same.

To achieve the desired latency, we need to address the following key chal-
lenges. First, parties should never propose blocks in instances past m;geqi- Sec-
ond, if the parties are proposing in instances 7; for j < ideal, they should still
make sufficient progress (with the desired latency) or move to higher instances.
Finally, we need to ensure that new parties joining the protocol have sufficient
state to not stall the protocol.

Challenge 1: Ensuring blocks are not proposed in instances past 7;4cq;-
Since not all A; hold, it is necessary that the parties notice when sufficient
progress is not being made in the sub-protocol corresponding to their estimate
of the lowest delay that holds. Thus, if a party observes lack of progress or
forks in the chain, then they must attempt to move to a higher sub-protocol.
We need to, however, ensure that parties do not incorrectly attempt to move
to a higher sub-protocol. In particular, in our protocol, the parties can only
propose and vote for new blocks in a single sub-protocol at a time (otherwise,
this would lead to conflicting chains). So even if a party is proposing and voting
for new blocks in m;geq;, it may not see progress if all of the other awake honest
parties are not also proposing and voting for new blocks in 7;geq;, as the leader’s
proposal is not guaranteed to succeed if all of the awake honest parties do not
vote for it. Thus, it is necessary that upon updating their estimate of A;gear,
parties only start to check that progress is made once they are sure that all
of the other awake honest parties have also updated their estimate to A;gea;.
Toward this end, our protocol uses a beacon protocol, which the parties use to
locally decide when to increase their estimate of A;4eq;. The beacon protocol is
run with a delay of Ay, which is guaranteed to hold. Furthermore, it has the
property that when one party updates their estimate of Ajgeq; to some A; due to
outputting j from the beacon protocol, all others will also output j and update
their estimates accordingly within 3A,. With this knowledge, the parties may
safely begin expecting, and checking for, progress in 7; after a 34, grace period
elapses once they update their estimate and ensure that they do not move past
Tideal -

Challenge 2: Ensuring progress at the rate of A;;.,;. A second challenge
in designing such a protocol is that it is possible that a subset of the honest
parties may see evidence that a given A; does not hold, while others may not.
For example, it is possible for some honest parties to see progress in 7Tj<ideal,
while other honest parties see no progress. Or, an honest party might see two
conflicting blocks decided in 7;, but given that the protocol has fluctuating
participation, it may not be able to produce a proof to convince other honest
parties that two conflicting blocks were certified. This can potentially ensure
that parties are stuck on 7j<;qeq and not making sufficient progress. To handle
this challenge, we ensure that if the honest parties do not eventually converge
on A;gear, then this is because progress is being made at least at the speed of
Ajdeal, and consistent chains are being created in all 7> iq4eqi- To achieve this, we
have parties check that a block decided in 7; must be decided in 7, sufficiently
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quickly; otherwise this is evidence that A; does not hold, and they attempt to
increase their estimate. If j < ideal, and an honest party does not meet the
condition to attempt to increase its estimate, if we set each delay to be double
the previous delay, then the parties will make progress at least at a rate of 1
block per O(Ajgear)- [

Challenge 3: Ensuring newly joining parties do not stall the protocol. A
third challenge in designing our protocol relates to parties joining the network.
As described in the preceding paragraphs, there are various criteria that the
parties use to detect whether their current estimate of A;geq; is wrong. The
liveness of the protocol requires that if progress is not made in ;, the parties
update their estimates and try to start proposing and voting for new blocks
in mj41. In a network without fluctuating participation, once all of the honest
parties notice that A; does not hold, they can all indicate this in the beacon
protocol and subsequently update their estimates. However, when parties may
join the network at any moment, we must be careful that parties joining at
critical moments do not prevent the parties from increasing their estimates when
needed, resulting in the protocol losing liveness. This could happen because a
party must observe a lack of progress over a sufficiently long time period, and
only at the end of that time period can it be sure that its current estimate does
not hold. What is the duration of this sufficiently long period? Our protocol
runs in epochs where in each epoch, if A; holds and all parties are in 7, a block
will be committed with probability 3 + ¢ for 0 < e < 1/2. Thus, we can set the
duration to be a 2k epoch period, where k is a security parameter such that in
expectation, k blocks are committed every 2k epochs and with high probability, a
block is committed within 2« epochs. If a newly joined party waits for a 2k epoch
time period to elapse without seeing progress before attempting to increase its
estimate of A;geq1, Once it nears the end of this period, another honest party may
join the protocol, starting another waiting cycle. In this way, the network could
never reach a state in which all of the awake honest parties are convinced that
progress is not being made, and this could prevent them from ever succeeding
in increasing their estimates.

To overcome this challenge, we present a joining protocol in which parties
verify the amount of progress that has been made in the protocol up to the time
they joined. Upon learning an estimate of the lowest delay that holds according
the current knowledge of the awake honest parties, a joining party determines
when the first parties to adopt this estimate did so, and verifies if sufficiently
many blocks were committed since that point. We ensure that if a party joins
the network with the estimate that j = ideal and it is not convinced that its
estimate is wrong, this is because an average of one block per O(4;) time steps
have been committed since the time at which the first honest parties to set their
estimates to A; did so. Otherwise, the party joins the network with its input to
the beacon protocol already indicating that it wants to increase its estimate. We

% Note that if network conditions improve and A;4eq; decreases, our protocol does not
ensure that progress is made at the speed of the new value of A;gecqr. We leave this
for future work.
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overcome these challenges and present a joining protocol that ensures that new
parties joining the protocol do not prevent liveness.

A note on finality. In case a party proceeds with a lower-latency instance based
on its local view but later observes conflicting blocks in a higher-latency instance
(indicating the lower delay bound does not hold and is less than A;geq), any
blocks it committed in the lower latency instance that were not also committed
in the higher-latency instance may be reverted because its possible that they
are not committed to the log of the higher latency instance. Since a user does
not know if it will later learn that it’s given estimate of A;geq; is wrong, they
may want to see a block committed in 7 to be sure that it has been finalized.
This this could result in delayed finality if Ax > A;geq;. Note that the amortized
block production rate would still be O(1) blocks per O(A;geqr) time.

This work is structured as follows. In Section [2] we present the necessary
preliminaries. In Section [3] we present the dynamically available TOB protocol
with an assumption on the state adopted by parties joining the network m We
remove this assumption in the full version of this work, where we show the joining
protocol.

2 Model and Definitions

We consider a system with n parties, denoted as P = {p1,...,pn}, connected
through pairwise reliable, authenticated point-to-point channels. The system
operates under an adaptive adversary capable of corrupting parties at any point
during execution. Byzantine parties may exhibit arbitrary behavior, while honest
parties strictly follow the protocol as specified. x is a security parameter.

Cryptographic assumptions. We assume the use of a Public Key Infrastruc-
ture (PKI) and digital signatures. A message m sent by party p; is digitally signed
with p;’s private key, denoted as (m),. Additionally, we assume a collision-free
hash function, with H(x) representing the invocation of the hash function H on
input «. Lastly, we assume a verifiable random function (VRF). Each party p;
with its secret key can evaluate (p, ) < VRF;(1) on any input p. The output is
a deterministic pseudorandom value p along with a proof 7. Using 7 and party
pi’s public key, anyone can verify whether p is the correct evaluation of VRF; on
input p.

Time. Our protocols operate in discrete rounds, where each round is represented
by a value in N. Protocol execution begins at round 1. We assume that all parties
have perfectly synchronized clocks. Our protocol operates in the synchronous
network model, in which all messages arrive within 0 time, where § < A, and ¢
is unknown [l

7 See the full version of the paper for a detailed technical overview of our solution.
8 k is chosen so that Ay is a conservative bound ensuring synchrony with high con-
fidence. Its concrete value depends on the system. In blockchain systems, where
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Sleepiness. Parties can be in one of three states during the protocol: awake,
asleep, or recovering. Parties that are awake actively participate in the protocol,
while parties that are asleep neither participate nor receive any messages. A
party enters the recovering state when they are engaged in a joining protocoﬂ
During the recovering state, the party receives all messages sent from the time
they begin the joining protocol at time ¢, and they continue to receive messages
until they transition to the asleep state. Importantly, we do not assume that
messages are queued for a party while they are asleep.

Our protocol operates in the extended sleepy model of [15], which differs from
the original sleepy model of [I8]. In this extended model, the participation of
corrupt parties may grow proportionally to the overall participation of the net-
work, with a certain delay. Let T}, and Tt be non-negative integers and let oo > 1
denote a predetermined failure ratio of honest to Byzantine parties. Our protocol
works in the (T, Ty, )-sleepy model [15] for Ty = oo, T, = 20A(= 204}), and

o= % — €. Let ny denote the total number of parties awake at time ¢, and let F;
be the total number of corrupt parties awake at time ¢. Then:
fe1,1) =1 |J  Fl (1)

t—Tp <7<t+T)

An execution of the protocol is admissible in the (T'f, Ty, a)-sleepy model if
for all t > 0 it holds that f(¢,Ty,T) < an,. To put it simply, the total number
of Byzantine parties awake at any time during the time interval from ¢ — T to
t + T, must be less than « fraction of the total number of parties awake at time
t.

Definition 1 (Total-Order Broadcast [5]). A Total-Order Broadcast (TOB)
protocol ensures that all the honest parties decide on the same log A. A protocol
for BFT TOB satisfies the following properties.

Safety. If two honest parties deliver logs Ay and As, then Ay and Ay do not
conflict.
Liveness. The honest parties continue committing blocks.

We define a TOB protocol as dynamically available if it operates as a TOB
protocol within the (T, Ty, o)-sleepy model.

3 Dynamically Available Total-Order Broadcast

In this section, first provide a high-level overview of a protocol for dynamically
available Total-Order Broadcast. In the following subsection, we present the

external coordination is possible, a few hours may suffice. We leave A abstract as
only the conditions Ajgeqi < Ag and synchrony from A onward matter for our
results.

A joining protocol enables parties that were previously offline to retrieve messages
sent during their absence. The duration of this protocol typically depends on the
volume of data to be recovered. For this discussion, we consider the joining protocol
in abstract terms, without delving into its specific mechanics.
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pseudo-code for the protocol and provide a detailed explanation of its execution,
highlighting how the protocol operates step by step under various conditions.

3.1 Total-Order Broadcast

Towards using multiple A;’s. Synchronous protocols require that all mes-
sages sent by honest parties are delivered within some fixed known time A after
they are sent by the sender. This model has the advantage of being able to toler-
ate up to one-half Byzantine faults. In practice, ensuring the delivery requirement
implies that the parameter A needs to be chosen pessimistically and it can be
arbitrarily larger than the actual network delay d. On the other hand, partially
synchronous and asynchronous protocols can tolerate asynchrony in the network,
but protocols under these models tolerate only one-third Byzantine faults.

Recent research in distributed consensus has focused on developing Total-
Order Broadcast protocols within various adaptations of the sleepy model [I§].
This has led to the creation of a series of dynamically available Total-Order
Broadcast protocols [ToI6I4UT6ITON5], which are capable of tolerating fluctuations
in the participation levels of parties. These protocols must be synchronous [12] [13]
Theorem 7.1}, meaning they rely on a known, system-wide upper bound A for
communication delay and clock skew, while assuming that local computation
time is negligible. This is, in practice, a significant limitation because the actual
network delay may in practice be significantly shorter than A.

In this work, we aim to commit at a latency that is closer to the actual
network delay. Our approach inolves attempting to run the protocol for multiple
delay values Ay, Ag, ..., Ak, where A; 11 = 2A; and Ay = A. The smallest such
delay that “holds” is denoted as A;geqr, where Ay < Ajgear < Ag. In other words,
Aideal—1 < 0 < Ajgear- Adopting this approach allows us to design protocols that
obtain a latency better than the synchronous model (since A;geq; may be less
than A). At the same time, since the protocol uses A, = A that always holds, it
allows us to circumvent impossibility results pertaining to dynamic availability
and partial synchrony [13].

The protocol. In Figures [I] and [2] we present our protocol for dynamically
available TOB. |E| Figure |1} contains the protocol that is run by each of the
parties for each of the k delays, while Figure [2| contains the protocol that is used
to determine when a party should increase its estimate of A;geq;. Please see the
full version of this work for a detailed explanation of the pseudocode.

We now present the analysis of the protocol. In these proofs, we assume
that when parties join the protocol, and changes their status to awake at time
t, they assume the state of another honest party that was awake prior to and
including time ¢. We start by proving that the protocol satisfies a property called
conditional safety. Conditional safety is safety within a sub-protocol 7; (no two
honest parties decide different blocks at the same height) conditioned on two

10 The protocol uses Graded Agreement and Graded Proposal Election; the definitions
of these primitives may be found in the full version of this work.
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12:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24:
25:
26:
27:
28:
29:
30:

: move :=0

A > e

: lock; := decide; := By

Global variables:
Bo := Genesis block
est :=1

t7:=0
t* —
jE2,. .k T OO

Subprotocol 7;:

for epochs e; =0,1,2,3,... do

at 10e;4; do > Run GAo,;
if est < j and decide;_1 extends lock; then inp, ; := decide;_1
else inp, ; := lock;

outg,j := GAg ;(inpy ;) > outo,; is a set of tuples (B*, g) denoting a block
and its grade

Bg o = the block with the greatest height output with grade 1 such that
it does not conflict with any block output from outg,;

at (10€j + 3)AJ‘ do > Run GAlyj

outy ; := GALJ' (BGAO)

lock; := block with the greatest height output with grade 1 from out ;

Becand := block with the greatest height output from out; ;

at (10e; + 6)A; do > Run GPE
if est = j then
Biroposal := (tzns, H(Bcand)) > Create a new block proposal
(Bproposeds 9) := GPE; (Bproposal, predicate(B) = true if B extends lock;)
else

Bproposal = Beand
(Bproposeds §) := GPE;(Bproposal, predicate(B) = true if B extends lock;
and a block extending B was output from GAg ;)

if Bproposed # L then
|0ij = Bproposed
if g =1 then decide; := Byroposed (if haven’t decided it already)
at any time do
upon deciding block B in 7; do set ep,; :=e; and tsB,; := tSnow
if any of the criteria for moving up is met then
set move ;=1

Criteria for moving to higher sub-protocols:

1. No progress in m.s:. Beginning at time t;,, + 34 or later, a 2k epoch
period elapses in 7es: during which fewer than s blocks are decided

2. No confirmations in higher sub-protocols. At time t},, + 3A. or later
for any j' s.t. est < j' < k a block B is decided in 7;; and more than 2« full
epochs of 7,4 elapse after tsp ;s without B having been decided in 7;/44

3. Observing equivocations in higher sub-protocols. lock;, conflicts with
the chain constructed in m; for some j’ > j or there is a fork in the chain
constructed in 7; for some j > est

Fig. 1. Protocol 7; for party P;.
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1: at time t = 3A,6A%,94;, ... do

2 out := GApeacon (€5t + move)

3 let v = val s.t. (val,*) € out and V(val’, grade’) € out, val > val’
4: let v1 = val s.t. (val,1) € out and V(val’,1) € out, val > val’

5: if v1 > est then

6: cease participation in all sub-protocols 7; for j < v1

7 set est := v1, move := 0, tis = tSnow

8 if v > est then

9 set move :=v — est

Fig. 2. Protocol Tpeqcon for party P; run with delay Ag.

points: (1) A; holds and (2) no honest party has est > j. Note that the first
condition is equivalent to saying that j > ideal, and we use the two notions
interchangeably.

Definition 2 (Conditional Safety). If A; holds and no honest party has
est > j, then if an honest party decides block B in protocol m;, no honest party
decides a block B’ conflicting with B in ;.

We start our protocol analysis with a proof of conditional safety because the
safety and prefix properties of our TOB protocol requires that no honest party
has incremented est past ideal. Honest parties propose new blocks in the GPE of
Test and evaluate predicate(B) = true for new blocks in 7.s;. As a result, if some
honest party has est > ideal the protocol does not prohibit a conflict between
A; for j > ideal and Ajgeqr. One of the conditions by which a party decides that
they wish to move to a higher sub-protocol is if they see a fork in 7.4 or if the
lock in a higher sub-protocol conflicts with the chain they are constructing in
Test (condition . If conditional safety does not hold, then honest parties may
increment est past ideal. If an honest party has est > ideal, then the protocol
does not guarantee that blocks are decided at a latency of O(A;g4eqr). Since the
safety and prefix properties of the protocol and the fact that the property that no
honest party increments est past ideal are interdependent, we start by proving a
weaker safety property, conditional safety. The proof of conditional safety serves
as a stepping stone to proving that no party increments est past ideal, which
enables us to prove the that the protocol satisfies the properties of TOB and
that progress is made at the speed of A;geqi-

We start with two helpful lemmas that are stepping stones to proving that
conditional safety holds. In Lemma [I] we show that blocks are decided directly
in lower sub-protocols before they are locked on (and as a consequence, also
decided), in higher sub-protocols. This is an important step in proving that
progress occurs at the speed of A;geq; and that the safety and prefix properties
are preserved. If this property does not hold, A; and A for j,j’ > ideal could
conflict, violating these properties.

Lemma 1. If j > ideal, and all honest parties have est < j, then for all j' > j,
lock;: held by any honest party was decided by an honest party in ;.
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Proof. We prove this lemma by induction on j, demonstrating that the statement
holds for j/ = j + 1. It is evident that the statement holds at the beginning of
the protocol. Now, assuming it holds at the start of epoch e;» > 0 of 7;/, we aim
to prove that it continues to hold at the start of epoch ej + 1.

At the start of epoch e/, honest parties input to GAg ;- the highest block they
decided in 7; (if it extends lock;) or lock;,. All honest parties input a block that
was decided by an honest party in 7;. This follows directly from the inductive
assumption. The honest parties then update lock;s to the highest grade 1 output
from GA; j (line . The lemma holds for these lock updates because of the
integrity property of GA and the fact that honest parties chose their inputs to
GA; j+ from their outputs from GAg ;.

A necessary condition for honest parties (all having est < j’ by the lemma
statement) to evaluate predicate to true on a block in GPE of m;s is that they
output it (or a block extending it) with any grade from GAg ;. This implies
that if the leader’s proposal succeeds, i.e., some honest parties output a non-_1
block B from GPE, then some honest party decided the block B in 7; (by the
integrity property of GA). The lemma therefore follows for lock updates after
GPE outputs (line 25)).

We have thus proven the statement for j* = j+ 1. The lemma therefore holds
for every two consecutive pairs of sub-protocols where both are at least j.

Next, we address general j > ideal and j' > j. To do so, we will use the
fact that we proved the statement for j/ = j + 1 already. If an honest party sets
lock;; = B in 7 at time ¢, then some honest party decided it in 7;_; prior to
time ¢, which follows from the fact that the lemma holds for j° = j + 1. Since an
honest party decided B in m;_1, they must have locked on it as well (line .
It follows from the fact that the lemma holds for 7 = j + 1 that some honest
party must have decided B in mj_o prior to this. Using this line of reasoning,
we see that the lemma holds for general j > ideal and j' > j.

Lemma 2. If an honest party decides block B in epoch e; of m; at time t, A;
holds, and all honest parties have est < j, then all honest parties awake at any
time t' >t have lock; extending B from time t' onwards.

Proof. Note that all honest parties awake at time ¢ update lock; to B in epoch
e; due to graded delivery of GPE (line . We therefore only need to prove that
no honest party locks on a block that doesn’t extend B in any epoch after e;.

We use a proof by induction to show that the lemma holds for all epochs
after epoch e;. We already showed that the lemma holds at the end of epoch e;,
as a base case. Assume that it holds at the end of some epoch e;-. We show that
it holds at the end of epoch ¢} + 1.

In epoch ¢ + 1 of 7}, all awake honest parties input to GAo,; their lock; or
their highest decided block from m;_; if it extends lock;. In either case, they
input a block extending B. It follows from integrity and validity that all awake
honest parties input a block extending B to GA; ;. By integrity, no block output
by an honest party from GAg; or GA; ; may conflict with B, and by validity,
the lock of all awake honest parties on line [15| extends B. By validity of GPE,
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if an honest party updates their lock due to outputting a block from GPE, then
the block must extend B. It follows that all honest parties that are awake at the
end of epoch e;- + 1 have lock; extending B.

Lemma 3 (Conditional Safety). If no honest party has est > j and A;
holds, then if an honest party decides block B in protocol m;, no honest party
decides a block B’ conflicting with B in ;.

Proof. Suppose an honest party h decides block B in protocol 7; in epoch e;.
We need to show that an honest party A’ cannot decide on a conflicting block B’
in 7; at any time. Assume that A’ decides block B’ conflicting with B in epoch
e;»; we will show that this implies a contradiction.

First, note that it cannot be the case that e; = ¢;. This is because of the
consistency property of the execution of GPE in epoch e;. Without loss of gener-
ality, let us assume e; < e;-. Also, since we have est < j, by Lemma all honest
parties awake at any time ¢’ > ¢ have lock; extending B from time ¢’ onwards.
A necessary condition for parties to decide on a leader’s proposal in GPE (i.e.,
evaluate predicate = true for the proposal) is if it extends their current lock.
Thus, since all honest parties have lock; extending B, no party would decide on
a block conflicting with it (by the validity property of GPE). Thus, A’ will not
decide on B’ in any epoch ¢’.

Lemma 4. If honest party p; sets est = j at time t, all honest parties awake at
any time t' >t + 34, have est > j by time t'.

Proof. By graded delivery, all honest parties awake at time ¢ output (7, *) from
GA at time t. The parties that output (j,0) set move := j' — est, where j' > j
(since they may also output a value higher than j). All honest parties that input
to the subsequent GA do so with input at least j. By validity of GA, every
awake honest party outputs (5", 1) for some value j” > j from the next GA and
updates their value of est accordingly. The parties output from this GA at time
t + 3Ag, thus proving the lemma.

Lemma 5. If A; holds and no honest party has est > j, then Beand of every
honest party during epoch e; awake at time (10e; + 6)A; extends lock; of all
honest parties awake at that time during epoch e; from time (10e;4+6)A; onward,
and a block extending Beand was output by all honest parties awake at any point
during epoch e; from time (10e; + 3)A; onward from GAo ; of that epoch.

Proof. Because honest parties input to GA; ; their highest grade 1 output from
GAg,; such that there were no conflicting outputs, it must be the case that none
of the outputs of GA; ; of honest parties conflict during epoch e;. This follows
from the graded delivery and integrity properties of GA. Parties set their lock;
to be the highest grade 1 output from GA; ;. The graded delivery property of
GA ensures that all honest parties output the lock; of all other honest parties,
at least with grade 0. Moreover, Bcang is chosen to be the block with the greatest
height from the output of GAg ;. Since, the outputs of GAg; do not conflict,
Bcand set by all honest parties awake at time (10e; + 6)A; must either be equal
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to lock; or a block that extends lock; for all honest parties that are awake at
that time. This proves the first part of the lemma.

To prove that Beang of all honest parties at time (10e; + 6)A; was output
from GAg; of the same epoch by all honest parties that were awake at time
(10e; + 3)A; onwards, recall that parties choose as Bcang their highest output
of any grade from GA; ;. The integrity property implies that some honest party
must have input a block extending Beang to GA1 ; at time (10ej + S)Aj. Honest
parties choose Beang their highest grade 1 output from GAg ; (with no conflicting
outputs). The graded delivery property ensures that if an honest party outputs
a block with grade 1, all honest parties output it with at least grade 0.

Lemma 6. If A; holds, no honest party has est > j, j < k, and all honest
parties awake at time t have decided B (or a block extending it) in w; by time t,
then all honest parties awake at any point at or after t have lock;;1 equal to a
block extending B for all epochs of w11 beginning at or after time t.

Proof. By conditional safety (Lemmal(3]), no honest party decides a block conflict-
ing with B in 7;. By conditional safety and Lemma it follows that no honest
party ever has lock;, conflicting with B. From the way that parties choose their
inputs to GAg j+1 on lines @ it follows that all awake honest parties input
to GAg j4+1 of mj11 B or a block extending it for all epochs beginning at or after
time t.

In every epoch of ;41 starting after time ¢, by the validity and integrity prop-
erties of GA, no honest party outputs a block conflicting with B from GAg j+1
and all honest parties awake at the time of outputting, output B or a block
extending it with grade 1. As a result, all awake honest parties input a block
extending B to GAj j;1. The lemma therefore follows for lock updates prior to
GPE due to the integrity and validity properties of GA. Because all awake honest
parties are locked on blocks extending B, and by the way honest parties evaluate
predicate(), the lemma follows for lock updates after GPE due to integrity.

The following lemma will later be used to show that once there is a time ¢
s.t. all honest parties awake at any point at or after ¢ have est = ideal, they con-
tinuously decide sufficiently many new blocks in m;4e,; which are also confirmed
in higher sub-protocols.

Lemma 7. If there are 2k consecutive epochs in m; where all honest parties
awake at any point during that time period have est = j and A; holds, then
during at least k of those epochs all honest parties awake by the end of that epoch
decide B, where B is the input of an honest party, with probability 1 —e=2"¢ . In
addition, during the time in which all awake honest parties have est = j, Vj' > j
there is at least one epoch out of every k in which all of the honest parties awake
by the end of that epoch output B, where B is the input of an honest party, with
probability 1 — 2~ "e~2xe,

Proof. We start by proving the first statement. By Lemma [5| and line in
each such epoch of 7;, the inputs of all honest parties to GPE satisfy predicate
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for all honest parties that are awake at any point during the GPE. As such, in
expectation a block that is the input of an honest party to GPE is decided every

awake by the end of that epoch. Wlth the application of a Chernoff Bound, it
follows that with probability 1— e 2re” , this occurs at least k epochs out of every
2kK.

We now address the second statement in the lemma. Again, by Lemma
the inputs of all awake honest parties to GPE satisfy predicate for all honest
parties awake during GPE in every epoch where all honest parties have est = j.
The remainder of the lemma therefore follows from a simple Chernoff Bound.

Lemma 8. If an honest party p; decides block B directly in epoch e; of mj, A
holds, and all honest parties have est < j then all honest parties that are awake
at the end of epoch e; + K will have decided B in 7; with probability 1 — Qe T2ne,

Proof. Because p; decided B directly in 7; in epoch e;, it follows from Lemma
that all honest parties awake at time ¢’ after the end of epoch e; have lock; equal
to a block extending B from time ¢’ onward. By conditional safety (Lemma, no
honest party decides a block conflicting with B in 7;. Furthermore, by Lemma
and the fact that all honest parties have est < j, in all subsequent epochs the
blocks proposed by honest parties satisfy predicate for all awake honest parties
(and therefore extend B).

From the validity property of GPE, it follows that with probability % +e€all
awake honest parties output (B’,1) from GPE (and therefore decide it) where B’
is the input of an honest party and therefore extending B in each such epoch.
It follows with the application of a Chernoff Bound that this occurs within
epochs with probability 1 — 27 *®e~2x¢,

Lemma 9. If an honest party sets est :== j at time t and no honest party ever
has est + move > j, then all honest parties awake at time t' > t + 34, onward
have est = 7 by time t'.

Proof. This follows from the graded delivery and integrity properties of GA .

We are now ready to prove that with overwhelming probability, no honest
party ever sets est > ideal for the duration of the protocol, which is crucial to
ensuring that progress is made at the speed of O(A;geai)-

Lemma 10. No honest party ever sets est > ideal except for probability 1 —
negl(k).

Proof. From the protocol in Figure [2] an honest party must output a value from
GAg that is greater than ideal in order to set est past ideal. By the integrity
property of GA, this implies that some honest party input a value j > ideal
to GA. To do so, that party must already have est > ideal or est < ideal and
move > 1.

Now, we show a proof by contradiction. Let p be the first party to set
est > ideal (if multiple did at the same time, choose one arbitrarily without
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loss of generality), and let ¢ be the time at which they did so. This implies two
possibilities prior to time ¢ due to the integrity property of GA: (1) some honest
party p’ had est = ideal and set move := 1 due to meeting one of the criteria
for moving up or (2) some honest party had est < ideal and move > ideal — est
due to outputting a value v > ideal from GAg in Tpeacon -

We start by addressing the first case, and check if it is possible for some
party p’ to have had est = ideal and set move := 1 due to meeting one of the
criteria for moving up. Without loss of generality, let p’ be the first party to
have est = ideal and move := 1. We go through each possible criteria for moving
up to check if it’s possible for p’ to meet one of them at some time t* prior to
time ¢, assuming that none of the other criteria are met prior to time ¢*. If none
of the criteria are met in the absence of any of the other criteria already having
been met, it follows that possibility (1) could not have happened.

We start with criterion [1| for moving up, and let ¢’ < t* < t be the time at
which p’ set est = ideal. All honest parties awake at time ¢’ + 34, onwards must
have had est = ideal by time t’ + 3A; by Lemma @ By Lemma [7| there are s
epochs out of every 2k epochs from time ¢ + 34, onwards in which all honest
parties that are awake by the end of that epoch decide a new block proposed by
an honest leader with probability 1 — 6_2’“2, and this holds for every 2x epoch
period after that (as long as no honest party increments est past ideal for any
other reason).

Again, let ¢/ < t* < t be the time at which p’ set est = ideal. All honest
parties awake at time ¢’ + 34, onward must have had est = ideal by time
t' + 3Ax by Lemma |§| (prior to which this criterion could not have been met for
p'). By Lemma when an honest party decides a block in 7; for j > ideal and all
awake honest parties have est = ideal, all honest parties awake by the end of the
subsequent x epochs will have decided that block with probability 1 — 27" e~2"¢,
By Lemmal6] once all honest parties awake at a certain time ¢ decide a block in
Tj>ideal, all honest parties awake at that point onward are locked on that block
in 741 for all subsequent epochs beginning at time ¢ onward. By Lemma [5| and
Lemmam all honest parties awake at the end of the x subsequent epochs of ;4
will have decided that block with probability 1 — 2~ %e~2%¢. It follows from the
fact that A; = 2A;_; V1 < j < k that any block decided in protocol m; for
ideal < j < k all honest parties awake at the end of the subsequent 2« epochs
of mj41 will have decided that block with high probability, in which case the
criterion cannot be met in the absence of any of the other criterion having been
met.

Finally, we address criterion [3] We start by checking whether the first part
of the statement is possible: lock;, conflicts with the chain constructed in 7; for
some j > ideal and j' > j. Conditional safety (Lemma applies for 7; since no
honest party has est > ideal, and Lemma 1] ensures that lock;, was decided by
an honest party in ;. It follows that this part of the criterion cannot be met.
The second part of the statement, that there is a fork in the chain constructed
in 7; for j > ideal, also cannot be met due to conditional safety.

It therefore follows that option (1) could not have happened.
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Next, we address (2): the possibility that p’ had est < ideal and move >
ideal — est due to outputting a value v > ideal from GA in Tpeqcon prior to time
t. For this to happen, p’ must have output v > ideal + 1 from an instance of GA
N Tpeacon Prior to time t. By the integrity property of GA, some honest party p”
must have input v’ > v to GA prior to time ¢. Without loss of generality, assume
that p” is the first party to have done so prior to time ¢. As already addressed
when exploring possibility (1), it is not possible for p” to have done so due to
having est = ideal and move = 1 from meeting the criteria for moving up with
high probability. By the definition of p”, possibility 2 also cannot be because it
would imply that a party input v’ > v to GA prior to p” doing so. We have
arrived at a contradiction.

In the following two lemmas, we prove that the protocol satisfies the properties
of TOB.

Lemma 11 (Liveness). Blocks containing transactions continue to be ap-
pended to A;Vj > ideal.

Proof. If all awake honest parties have est = j for j > ideal, the lemma follows
from Lemma [7] and the fact that when an honest party decides a block in a
sub-protocol 7;, they decide it to all A;; for j° < j. If all honest parties have
est < ideal, this implies that some honest party p; never meets any of the
criteria for moving up past some sub-protocol 7; for j < ideal. This implies, by
criterion [1| for moving up, that p; sees k new blocks decided every 2x epochs
to A;. Furthermore, by criterion [2] every block decided by p; to A; is decided
within the following 2k epochs of 741 to Aj1Vj < j° < k. For p;, the fact
that they don’t meet criterion for moving up implies that A, and A;» do not
conflict for any j' > j and 5" > j. This follows from the fact that if they decide
a block in any sub-protocol, they also update their lock for that sub-protocol so
that it extends that block. It follows that every block that p; decides to A;, it
also eventually decides to Ajgear,... k-

Lemma 12 (Safety). If two honest parties deliver logs Ay and A}, then Ay
and A;, do not conflict VA > Ajgeqr.

Proof. The lemma follows from conditional safety (Lemma [3) and the fact that
no honest party ever has est > ideal (Lemma .
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