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Abstract. In threshold ECDSA a committee of N parties holds—say,
Shamir—shares of degree t of a secret key, where typically N > ¢ for
operational purposes (e.g. redundancy to prevent losing the key). At
signing time, ¢t + 1 parties can execute a protocol to produce a signature
on a given message without leaking anything about the secret key. In this
work we show that if we use n = t+2(¢—1)+1 parties for signing instead,
we can compute ¢ signatures without increasing at all the communication
costs per party, essentially getting X more signatures almost for free in
a dishonest majority.

Our result is achieved by making use of packed secret-sharing to distribute
multiple secrets with no communication penalty. This introduces several
challenges not present in the non-packed domain, which leads us to
introduce two primitives that may be of independent interest: we show
how to prove that a sharing contains small elements efficiently, and its
use in distributing consistent sharings of the same secret modulo two
different integers. We also show how to generate degree-2 preprocessing
material with constant communication via an adaptation of the virtual
parties idea by Bracha from 1987.

We compare the communication of our protocol to sign ¢ messages with
respect to the state-of-the-art in ¢ 4+ 1-party ECDSA signing by (Doerner
et al, S&P’24), which needs to be repeated ¢ times. Our results show
that, for appropriate regimes of (¢,n, £), our protocol can achieve 5x less
communication (and even a larger factor) than theirs while adding only
a few extra parties for the computation.
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1 Introduction

A threshold signature scheme allows signing authority to be delegated to a
threshold of parties, rather than a single signer. In general, a pool of N parties
holds secret-shares of a signing key sk in such a way that no set of < ¢ parties
can produce a signature, but any set of > ¢ + 1 can do so, without leaking
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anything about sk in the process. Threshold signatures have several applications,
including enforcing organizational access policies, multi-factor authentication,
and decentralized key management.

Due to its short keys and signatures and wide standardization, ECDSA—the
Elliptic Curve Digital Signature Algorithm—is a popular choice of signature
scheme for modern applications, including many cryptocurrencies. The usage of
threshold ECDSA signing for decentralized key management is common practice
today as a layer of defense in the context of cryptocurrency custody, where key
theft can have immediate financial consequences. ECDSA is additionally used in
other protocols such as DNSSEC where key theft could be a critical failure, and
previous work has made the case that such settings would benefit from threshold
signing as well [11].

Many of these settings may require a large volume of signatures to be issued
on demand, such as signing DNSSEC requests at scale, or signing transactions at
an institutional or higher level. Another application where a large amount of
signatures is required is in bridges between blockchain ecosystems. Such bridges
are platforms that allow the transfer of assets and information between blockchains.
Decentralized bridges often require a committee of parties to sign a large number
of transactions jointly. Operating at such scale amplifies considerations about the
efficient use of available resources. While the parameter ¢ of parties authorized
to issue signatures is governed by security constraints, the number n > ¢ of
parties used for the actual signing is determined by operational factors. Most
deployments run (¢ + 1)-party signing algorithms, which means only n =¢ + 1
parties are required for signing. In particular, if n > ¢ 4+ 1 parties are available
for signing, a naive deployment might utilize only ¢ 4+ 1 of the online parties to
sign messages, leaving the remaining n — ¢ — 1 idle. A more resource-conscious
approach might be to employ a load balancer to distribute the burden evenly
across all n online parties. However, each of these cases involves running the
same (t + 1)-party threshold ECDSA protocol for each message to be signed.
In this work, we develop a more sophisticated approach to deriving the most
value out of the gap between n and ¢; our method allows for the production of
¢ signatures at effectively the cost of a single ¢ 4+ 1-party signing instance (for
the right parameters). Although the average communication complexity of our
protocol improves as the gap between n and ¢ increases, the protocol remains
secure in the dishonest-majority setting, even in the worst case where t =n — 1.
This fact poses several technical challenges that were addressed throughout this
research.

1.1 Owur Contribution

Our main contribution is a novel threshold ECDSA protocol tailored for the
setting where (1) several signatures are produced in parallel, and (2) more than
t + 1 parties are available for signing. Previous works would produce /¢ signatures
by using a committee of size t+1 (even if more parties were available for signing),’

® There are other works (discussed in Section 1.2) that consider honest majority or
two-thirds honest majority regimes, where 2t + 1 or 3t + 1 parties sign, respectively,



involving roughly ¢x the communication costs of generating only one signature.
In our work, we show that we can do better by adding only a small amount
of extra parties to the committee. More precisely, we show a protocol Ilsg, for
threshold ECDSA signatures between n = t + 2(¢ — 1) + 1 parties with the
following features:

— In the online phase, each party communicates only 2 EC elements to sign ¢
different messages. This communication is independent of £, and this works
for any £ > 1. The online protocol is non-interactive, as it consists of only
one round where the parties send messages to the entity interested in learning
the signatures.

— In the offline phase each party communicates less than 171.25 + « - 140.37
EC elements for ¢ signatures, where x is a statistical security parameter.°
The offline protocol takes around 24 rounds.

Another interpretation of our result is the following: consider a set of ¢t + 1
parties, and suppose they used our protocol for signing one message. If 2(¢ — 1)
additional parties join, then the total set of parties can now sign ¢ messages,
without increasing the amount of data that each party in the initial set of t + 1
parties had to communicate if they were to sign one message. Therefore, from
the perspective of these initial ¢ + 1 parties, they have signed £ messages at the
same cost as one!”

Our protocol has potential practical impact. In the online phase of the state-
of-the-art in (¢ 4+ 1)-party signing [12], each party must send two messages to
the receiver of the signature, leading to 2(¢t 4+ 1) messages, per signature. This is
20(t+ 1) for £ signatures. Our protocol uses n = ¢+ 2(£ — 1) + 1 parties and each
party also sends two messages to the receiver, leading to 2n messages. However,
in contrast to [12], this is already the communication for ¢ signatures! Note that
our online communication is &~ 2/t 4+ 1/¢ times the communication in [12], which
leads to drastic benefits as t and/or ¢ grows. Finally, although our benefits are
most notable in the online phase, our offline phase also provides communication
gains compared to [12]. We refer the reader to Section L for a detailed discussion
on communication, including estimates for various choices of n,t and ¢, and
comparisons to [12].

While our protocol in Section 6 uses the same signing key for all input
messages, it is easy to extend our technique to handle ¢ different signing keys for
the same batch. We give this extension in Appendix K. This feature is important
in applications where the same set of parties hold shares of different signing keys,
such as the commonly used delegated custody model for cryptocurrencies.

and these works aim for robustness or asynchronous networks and are not relevant
for this discussion.

8 The actual communication is smaller than this, we use this bound for ease of
presentation. Furthermore, most of this offline interaction is not only independent of
the message, but independent of the key. See Section L for details.

" Of course, there is a cost: now the protocol is run among n = ¢ + 2(£ — 1) + 1
parties instead of ¢ + 1. However, the bandwidth requirements for each party remains
constant.



We believe that, on top of our concrete protocol and the ideas of our con-
struction, an implicit contribution of our work is the observation that adding
more parties in threshold signing without being necessarily in the honest majority
regime has the potential of adding several practical benefits, when coupled with
carefully constructed protocols such as ours.

Other Contributions of Potential Independent Interest. In the course of
developing our threshold ECDSA protocol, we stumbled upon several challenges
that required novel solutions. Some of these can be abstracted in such a way
that they may find applications outside the context of our work. These are the
following:

— Range proofs for Shamir-shared values. In this work we show how to dis-
tributed (packed) Shamir-shared sharings [z] such that ||z|. < B, for some
bound B. A naive solution for this problem requires the dealer to secret-share
the bit decomposition of each entry of . We develop a novel technique that
enables such checks without the extra overhead. Crucially, our “range proofs”
do not assume a slack between what an honest dealer and what can be proven
for a potentially corrupt one. This makes the problem much more challenging
and the corresponding solution more useful. We refer the reader to Section 2.1
for an overview, and Section F.3 for the technical details.

— Distributing Shamir shares under different moduli. We develop a novel tech-
nique to distribute (packed) Shamir-sharings of a vector & under two different
moduli p and ¢, while ensuring the underlying secret is the same in both
instances. Similar versions of this primitive exist already, most prominently
the case of p a large prime and ¢ = 2 (cf. [26]), but the more general case has
not been studied in prior literature to the best of our knowledge. We provide
an overview in Section 2.1, and present the full construction in Section 4.

— Packed triple generation with constant communication. Part of our prepro-
cessing functionality generates what can basically be considered a packed
triple: sharings of a, b and ¢, where ¢ = a x b. A similar functionality exists
in Superpack [13], but their instantiation requires O(¢) communication. We
adapt the virtual party idea by Bracha [7] in order to obtain a protocol
with O(1) communication. Note that the work of Bienstock and Yeo [4] also
explored this problem (using also similar “virtualization ideas”), but they do
achieve an overhead of xx.

1.2 Related Work

To our knowledge, no previous work on ECDSA has considered packing multiple
signing instances into a single one as we do. Consequently, the cost of signing ¢
messages with any prior threshold ECDSA protocol (even in the honest majority
setting) is simply £x the cost of a single signing instance. The closest application
of such packing ideas is in the honest majority setting for Schnorr signatures (3,
18], which are much simpler than ECDSA. Furthermore, although SPRINT [3]
does consider packing for scaling Schnorr signatures, it does not achieve constant



communication per party, independent of the number of signatures. As we will
see in the overview in Section 2, this stringent communication requirement poses
a difficult challenge for us: we cannot even afford that all parties learn the nonces
for all signatures, which means they do not even know what to “hash” in order to
obtain the “challenges” We solve this by having a single party learn the nonce and
distribute the hashes, which poses difficulties when it comes to active security.
We present more general related work on threshold ECDSA in Section A.

Notation. Sometimes (particularly in Section 4) we refer to the “signed reduction
of £ modulo N”, which means taking the representative in the range [—%, %]
We denote by () additive shares © = 21 + - -+ 4+ x,,. For a positive integer N
we write [N] = {1,..., N}. For a vector x, we use x[i] to denote the i-th entry
in . We denote by [z], packed Shamir shares of the vector  with a degree-d
polynomial, and we refer the reader to Section 3.1 in the preliminaries for the
basic properties of this scheme. We omit the degree when it is clear from the

context. Let G be the generator of a cyclic group G of order q. We use the

notation x - G to represent the vector (z[1] - G,...,z[n] - G) € G™. For two
vectors « and y, we use x x y to denote the component-wise product of  and
y. In Section 4 we will consider the ¢, norm ||x||; = />, (x[i])? and ¢+ norm

]| o = max; {[a[i]|}.

2 Overview of our Techniques

First, recall that an ECDSA signature consists of Z, scalars (rs,s), where
s = (m + rysk)/k and r; is the z-coordinate of nonce k - G. We will mostly use
packed Shamir shares with a degree d =n — ¢ =t + (¢ — 1), which ensures the ¢
secrets are kept private, and d = £ — 1, which is the minimum required to encode
{ secrets and does not provide any privacy, but the “secrets” are determined
entirely by the n — ¢ > (£ — 1) + 1 honest parties, which ensures the worst
an adversary can do is abort, but cannot cause reconstruction of an incorrect
value. Also, local multiplication of sharings is possible except the degrees of the
corresponding sharings are summed up. Most of our contributions are on the
offline phase, with the online phase following the template by prior works [1, 12,
23]. Intuitively, given shares of [ = (m + r x (sk - 1)) x ¢p],—1, and shares of
[B = k * ¢@],,—1—where ¢ is uniformly random and unknown to any party—one
can simply reconstruct s = a/3. This is secure because 8 can be simulated by
random sampling (as ¢ is a one-time pad), and « simulated by computing s x 3.
In combination with the corresponding public nonces r, the complete signatures
can be assembled. We identify that preprocessed correlated randomness of the
format (a), [@ln—c, [a- @ln—r, [E* Pln—s,a-G,[k-Gl¢—1, [r]i—1, —where a € Z,
is a uniformly random value—is conducive to deriving [a],—1 and [B],—; easily
in the online phase; the details can be found in Section D. We devote the rest of
this section to discussing how this correlated randomness can be generated. We
begin with our first major challenge, which is to generate [r]y—; that is consistent
with [k . G]g_l.



2.1 Generating [r]¢_1 from [k - G]e_1.

Let r[j] be the z-coordinate of the elliptic curve point k[j] - G. As such, 7[j] lives
in F, = Z, the finite field over which the elliptic curve itself is defined. However,
in ECDSA this is taken modulo p (recall p is the order of the curve), which
happens implicitly when we write [r],_; since these sharings are over Z,. For
the sake of clarity let us write explicitly [r mod p|y—1, which is what we intend
to compute. We first note that k - G is public, and in fact, if £ was equal to 1
(that is, if there was no packing involved), then this process would be trivial:
the parties all have k - G and they simply derive r as the z-component of this
point. The challenge in our setting lies on the fact that k- G is distributed among
the parties, not for privacy, but for efficiency purposes, and the parties must
somehow distribute [r mod p]y—1. The main issue here is that k- G — r mod p
is a highly non-linear operation, involving two different domains Z, and Z,, and
involving non-black-box access to the elliptic curve.

The above must be achieved without paying more than O(¢) communication
in total, which means we cannot afford that all parties learn k - G entirely.
However, we can allow one party, say P, to learn k-G entirely, compute 7 locally,
and then distribute [r mod p]y—1 back to the parties. The main challenge with
this approach is achieving active security: how do we ensure that a potentially
malicious P; performs this distribution correctly? We emphasize that the difficulty
stems from the non-linear nature of the mapping k - G — r mod p. We discuss
this below.

An insecure method: trust P;. It is tempting to allow P; to have full control
over 7, and simply hope for the best. After all, if P; distributes an incorrect
r*, then the signing protocol will simply result in non-verifying signatures. In
particular, each “signature” will take the form s* = (m + r* - sk)/k, with the
difference from an actual signature being that the adversarially chosen r* may
be completely unrelated to k - G. Given that the adversary is still given only one
chance to specify the usage of the uniformly random nonce k, it may appear at
first as though s* is simply a useless one-time pad encryption of sk. However,
allowing the adversary full freedom in choosing r* opens up an avenue to forge
a signature on an unauthorized message m*. The attack works as follows: let
0 = m/m*. The adversary—who controls P;—is given r from the protocol, and
rather than share it correctly, shares r* = § - r. This results in the protocol
returning s* = (m + r* - sk)/k = (dm* + 6 - r - sk) /k to the adversary. Observe
that s*/¢ is a valid ECDSA signature on m*, which can be chosen completely
arbitrarily by the adversary, without the consent of the other parties in the MPC.
This is clearly an unacceptable attack, and we must work to mitigate it.

Checking consistency of [k-G]y—1 and [r mod ple_1. Consider that multiple
such sharings as above have been distributed, and our goal is to check their
consistency. Let us denote by [-](N ) packed sharings modulo N, so the setting is
that the parties have {[k; - G]?i)l}f:l and {[r; mod p],_1}¢_, for some large d,
and they want to check consistency between these sharings. Here, consistency
means that 7;[j] mod p is the z-component of the EC point k;[j] - G for all i € [d]



and j € [¢] (recall that degree-(¢ — 1) sharings are fully determined by the honest
parties, so this statement is well defined). The biggest challenge here is that 7;[j]

lives in Zg, and in fact EC arithmetic happens over Z,, but the parties have

sharings modulo p. To address this, we ask P; to not only distribute [r; mod p]?i)l,

but also share [ri]ﬁq_)l. The fact that the latter sharings are modulo ¢ will allow

us to check the EC arithmetic equations (which are defined over Z;). In a bit
more detail, we sample random coefficients 7, ...,vq € Z, and open to all the

parties the linear combination k - G = Z‘Zzl vi - (ki - G), which we can afford
since it is only one vector instead of d. The goal is to let the dealer somehow
“prove” that, if the parties were to follow the EC arithmetic equations on [ri]gq_)l
for i € [d],® they would obtain the x-component of the public vector k - G. For
this, we perform the linear combination using the same coefficients (v;)L; but
using the elliptic curve points (r;,-) with elliptic curve addition operation (here,
we also distribute (¢ — 1)-degree shares of the y-coordinate of the point as it is a
public value). Finally, we open the resulting linear combination of points and
compare its z-coordinate with the one of k- G. If both set of values are consistent,
they should arrive to the same linear combination result with overwhelming
probability. We refer the reader to Section 5 to see how this “proof” is done.

(p)
-1

and [ri]é(i)l. The above approach

is worthless if P; can distribute sharings [r; mod p]é’i)l and [m}gq_)l that are not

consistent (that is, using different secrets for each sharing), since this would mean

that the check we perform over Z, regarding the EC equations does not translate

into anything for the sharings [r; mod p]ép_)l we will actually use in our signatures.

For this, we develop a novel method that allows a dealer to secret-share a vector
modulo two moduli p and ¢, ensuring the same secret is used in both instances.
We present this within the context of our work, but it can be easily generalized
(e.g. to use non-packed secret-sharing with a higher threshold that offers privacy),
and we believe this may find applications in other contexts (for instance, share
conversions between different fields F,, and F,). Our approach is as follows: we
instruct the dealer to secret-share [ri]il_p)l, where P is a large modulus (with

no small factors) that satisfies pg | P. Given these shares, parties can obtain

[r; mod p]ffi)l and [r; mod q}gq_)l by local reduction modulo p and ¢ respectively,

which is nearly our target, with the exception being that r; mod ¢ may not match
r; if it wraps around modulo gq.

Checking consistency of [r; mod p]

To prevent wraparound, we perform a check that ensures that the secrets

underlying [T'Z-]I(gl_g)1 sastisfy 0 < 7;[j] < ¢ for all ¢ € [d],j € [¢]. By shifting
[zi]glj)l = [rz}é}j)l — 421 .1, this translates into [|z;[. < . Hence, we have

reduced the problem to a form of range proof: distributing sharings whose infinity
norm fall within certain bound. We discuss our solution to this below.

8 Here it is important to mention that the z-component of an elliptic curve point
determinens the y-component.



Distributing [zi]él_j)l such that ||z;||cc < B. We only provide a high level

idea, referring the reader to Section 4 for details. We note that this primitive
may also have applications beyond our work. Overall, our approach consists
of taking random linear combinations of the [zi]él_g)l for ¢ € [d] using carefully
chosen random coefficients that do not blow up the size of the z;’s by much, but
also prevent large values from becoming smaller. The parties open these linear
combinations and check that they are indeed small. This way, a corrupt dealer
attempting to distribute large values gets caught with high probability. However,
in these methods there is usually a slack between what an honest dealer can
prove, and what can be inferred for a potentially corrupt dealer. Due to this,
this approach would not work directly for us since it may be the case that the
norms ||z;||e are very close to B, and an honest dealer would not be able to
prove this unless we accept corrupt dealers distributing slightly larger values, but
this would already break the security of our overall construction.

To deal with this issue, we draw inspiration from [15]. An alternative way of
checking that ||z;||cc < B is checking the existence of a;; for j € [4] such that
(B—1)*-1-2? = o +a+aZ,+a?,, where this equality holds over the integers.
Therefore, we let the prover distribute [aij]g)l for j € [4], and then the parties
check the equation mentioned above over these shares: they locally compute
[oi]gl(?il) =(B-1)?2-1- [zi]y_g)l . [zi]g)l - Z?Zl [aij]gl_j)l . [aij]gl_j)l, sample random
coefficients f1,...,84 € Zp, and reconstruct [o]él(?fl) = 2?21 Bi - [ol-]é@)fl),
checking that o = 0.7 The above shows that the desired equations holds, but only
modulo P, whereas we need them to hold over the integers to be able to conclude
|zillco < B. For this we revisit the initial approach we discussed, which allows an
honest dealer to prove certain bound which is slightly smaller than what can be
guaranteed for a corrupt dealer. We use these techniques in order to ensure the
sharings of all the 2;’s and the «;;’s are below a small-enough bound that ensures
there is no wrap around modulo P in the quadratic equations above—mnote that
we can choose P as large as we need. Observe that here we can indeed afford a
slack, since we choose this bound to be larger than the bound B we ultimately
intend to prove. We provide the details of this approach in Section 4.

2.2 Generating the preprocessing.

Now we discuss how to generate the preprocessing values. We generate a batch of A
such values, that is, ((a;) , [@jln—r, [aj-Pjln—rt, [kj*@jln—t,a;-G, [k;-Gle—1), where
(a;) denotes additive sharing of a;, for j € [A]. We define the functionality Frpie
to generate the above values, and to realize it, we first consider a scenario where
there are N wirtual parties Vi,...,Vy that help Pi,..., P, (see Appendix G).
We assume that the number of corrupted parties among V7, ..., Vy is bounded
by (N +1)/2 — A. Later on we discuss how to concretely instantiate these virtual
parties.

9 Here it is useful to recall that sharings of degree 2(¢ — 1) are fully determined by the
honest parties and hence can be reconstructed without errors.



Preparing ({a;) , [kj]ln—1, [@j]ln—1). For all j € [A], all parties sample random
values locally as their shares of ((a;) , [k;]n—1, [@;]n—1). Note that this works since,
as observed in [13], degree-(n — 1) sharings of random secrets simply correspond
to random uncorrelated shares.

Preparing ([¢;]n—¢, [aj * Pjln—t, [kj * @jln—1). This step consists of multi-
plying the shares generated earlier. Unfortunately, we have a dishonest majority,
and it is unclear how to achieve secure multiplication in this setting with constant
communication. For instance, Superpack [13] only achieves this for the online
phase, requiring linear communication in the offline phase.!® To address this we
will use packed secret-sharing with packing parameter A among the N virtual
parties, and let these parties—which contain a super-honest majority—handle
the multiplication.

In more detail, recall that all parties have prepared ({(a;), [k;ln—1,[®;]n-1)
for all j € [A]. Let us denote by a(¥ the vector of P;’s shares of (a;),...,{ay).
Each P; generates a degree-(N — 1)/2 packed Shamir sharing of their shares
of {(a1),...,{ay), denoted by [a(i)]YNq)/zv and sends shares to the virtual
parties Vi,...,Vxn. Then all virtual parties can locally compute [a]}/]\,_l)/2 =
Z?:l[a(i)](N_l)/g, where a = (ay,...,ay). Similarly, each party P; generates a
degree-(N — 1)/2 packed Shamir sharing of their shares of [k1]n—1,. .., [kA]ln-1,
denoted by [k(i)]é/Nq)/zv and sends shares to the virtual parties Vi,...,Vy. It
is not hard to see that, by combining these sharings with adequate Lagrange
coefficients, the virtual parties can locally compute [bl}E/N—l)/Z’ ce, [bZ]YN—l)/w
where b;[j] = k;[i] for ¢ € [{],j € [A]. Following the same steps, the virtual parties
also obtain Wl]YN—l)/?’ ce [":bf]E/N—l)/zv where ;[j] = ¢;[t] for i € [€],j € [A].

Now all virtual parties compute locally [ax,]%_, = [a] E/N_l)/Q . [1/Jj]YN_1)/2
and [b; ;1% _; = [bj]}/]\,_l)/2 . ['z,[Jj]E/N_l)/27 for j € [¢]. This is precisely where
we exploit the low degree (N — 1)/2. Once this product is performed, the vir-
tual parties can “re-share” these results towards the actual parties in a similar
way as outlined above—but in the “opposite direction”. Concretely, each vir-
tual party V; generates a random degree-(n — £) sharing of their shares of

W’ﬂE/N—l)/z’ ce Wﬁ]YN—l)/z? denoted by [16()],,_,, and sends these shares to the
parties Pi,..., P,. Then these parties can locally compute [@1]n—¢, - -, [@A]n—¢-

Following similar steps, all parties obtain ([a; - @j]n—¢, [kj * Pj]n—1) for all j € [A].

Preparing (a; - G, [k; - Gle—1). Recall that, above, all parties have pre-
pared ((a;), [k;]n—1). All parties locally multiply by G, and send their shares of
(aj - G),[kj-G]n—1 to Pi. After receiving shares from all parties, P; reconstructs
a; - G, k; - G and distributes a; - G, [k; - G];—1 to all parties.

Verification. So far, for all j € [A], all parties have prepared ({a;), [@;]n—s, [a; -
Diln—r,[kj * Pjln-1),a; - G, [kj - G]e—1. To verify the multiplication relations, all

19 In [13] the offline phase costs linearly due to two factors: (1) the generation of triples
and (2) certain per-wise masks that are required for permuting the wires. The ideas
described here address the first issue in [13].



parties locally compute [a; - ¢; - G],,—¢ in two different ways: one from a; - G and
[@;]n—¢, and the other from G and [a; - ¢;],—¢. Then the parties check that these
secrets match. A similar check is done for [k; x ¢;],—1.

Instantiating the virtual Parties. It remains to be discussed how these virtual
parties Vi,...,Vy are instantiated. We use the virtual parties idea from Bracha
[7], where each V; will be jointly emulated by a small committee of size s
sampled at random among the set of (real) parties. Each committee will run a
simple dishonest majority protocol to emulate the corresponding virtual party,
and hence a virtual party will be “corrupted” only if all of the parties in the
committee are corrupt. As we show in Section G.1, we can set parameters in such
a way that, with high probability, there will be a super-honest majority among
the virtual parties, as required in our ideas outlined above. Furthermore, the
“dishonest-majority protocol” each committee uses is simple and guarantees that
communication remains within our desired bounds. For secure multiplications
within these committees we make use of a secure multiplication functionality
Fmuie- Importantly, this is the only place in our whole solution that requires
PKC-style of assumptions (since the other parts require, at most, PRGs and hash
functions).

3 Preliminaries

We consider a setting where a certain amount of parties, ¢t of which may be
corrupt, hold Shamir shares of degree t of an ECDSA secret key sk. At signing
time, a committee Py, ..., P, of size n = ¢ +2({ — 1) + 1 for some ¢ > 1 generates
¢ signatures. Note that the committee can locally obtain additive shares of sk
from their Shamir shares. From now on, we abstract the problem in this way: n
parties who hold additive shares of sk wish to compute ¢ ECDSA signatures, and
we forget about the initial set of parties.

Security Definitions. We consider an active adversary that corrupts ¢ out of
the n parties. Recall that it may be the case that ¢t > n/2. We aim for security
with abort, and therefore the adversary can cause an abort at any point when
interacting with a functionality. We do not write this explicitly in the description
of our functionalities. We model security in the standard universal composability
framework by Canetti [8]. We achieve “information-theoretic” security in our work
in spite of having a dishonest majority. In this work we make use of the following
functionalities which are not instantiated here: Fcoin for sampling random coins,
Fmult for secure dishonest majority multiplication, Fcommit for cryptographic com-
mitments. A precise definition of those functionalities is presented in Appendix B.
The functionality Fmue can be instantiated using several techniques, and this
choice does not affect the benefits of our protocol. One possible instantiation is
to use generic approaches based on oblivious transfer (OT). Another possible
instantiation is to use pair-wise pseudo-random correlation generators (PCGs).
Although we get the same overall improvement with both approaches, using OT-
based multiplication will be slower than the PCG alternative. We use pair-wise
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PCGs because they have simple, concrete constructions, and currently, we do
not know of PCGs for generating n-wise random correlations.

3.1 Packed Shamir Secret-Sharing

Given x € Zf,, we use [x]q to denote the vector (f(1),..., f(n)) where each party
P; has f(i), f(X) € Zp[X] is a polynomial over Z, of degree < d, and f(—j) = x;
for j € [¢€].11 We will mostly use two degrees d: d = ¢ — 1, which is the minimum
to interpolate any vector x € Zﬁ, and d =t + (¢ — 1) = n — ¢, which ensures the
t shares held by the corrupt parties look random and independent of the secret
as long as (any) ¢ of the evaluation points are chosen at random. Note that [x]4,
and [y]q, can be locally added to obtain [ + Y]max{d,,d,}, and locally multiplied
to obtain [ x Y]a, +d,-

Note that for a sharing [x]; with d < 2(¢ — 1), « is determined by any
2(¢ — 1) + 1 shares, which in particular include ones by the n —t =2(¢ — 1) + 1
honest parties. For such d, when we write “parties reconstruct [x];” we mean that
they all send their shares to each other, and each party checks if the resulting
shares are consistent with a polynomial of degree < d, aborting if this is not the
case. Due to the above discussion, the adversary cannot cause reconstruction to
an incorrect vector.

Sometimes, we use [~]((f ) to emphasize the modulus p. We state some properties
of packed Shamir secret-sharing that are useful in the realization of our protocol:

— Let R, P € N be arbitrary values. Suppose the parties have sharings [z]&P),

and suppose that R is such that R | P and any non-zero difference among
the points —¢,...,—1,1,...,n is invertible modulo R. Then, locally reducing
each share modulo R leads to shares [z mod R]SR). In our particular case,
we will use R = pq, where p, g are given by the ECDSA protocol, and P will
be a modulus we can choose so that pq|P.

— Given [z]q, the parties can obtain “Shamir-like” shares of x - G by locally
multiplying their shares of © by G. We denote this by [« - G]4. The basic
properties of Shamir secret-sharing hold: local addition is possible, local
multiplication by a sharing [y]s is possible, except the degrees d and d’' are
added up, and x - G can be reconstructed from any > d + 1 shares.

— In several parts of the paper we will need a dealer to distribute sharings
[x]e—1 of degree ¢ — 1. The procedure Tpistshares presented in Appendix C
guarantees that all parties receive consistent shares with a polynomial of
degree £ — 1.

4 Distributing Dual Moduli Shares

Recall that we work over elliptic curves of order p defined over Z,;. One of the
primitives needed in our protocol is the following: a dealer (P;) must secret-share

1 'We are not using 0 as an evaluation point for notational simplicity. This is not a
problem in our work where the modulus is considerably larger than the number of
required evaluation points.
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a vector & € Z both as [ mod p]gli)l and [:c]gq_)l, that is, using packed Shamir

secret-sharing using moduli p and ¢q. The way we achieve this is by secret-sharing

@ with Shamir SS over Zp, where pq | P, and then taking modulo p and ¢ to

obtain [z mod p]é’i)l and [z mod q}gq_)l. This, however, relies on checking that the

secret in [](F) is between 0 and ¢ — 1, to ensure modular reduction = mod ¢
yields x itself. In this section we show how to achieve this.

The operation above is abstracted by the functionality FpoubleModuli Presented
in Section F.1. Importantly, note that there is no privacy involved! The degree
¢ — 1 is very low and does not protect the “secrets”. The context in which
we make use of this functionality indeed does not require privacy but efficient
constant communication. An instantiation of FpeubleModuli @ppears in the protocol
IpoubleModuli for which we present a detailed specification, and security proofs in
Appendix F. In the following section, we present an overview of this protocol.

In this section we will work on batches of d vectors at a time. Since each vector
has dimension ¢, in our ECDSA context this will translate into d - £ signatures.

4.1 Overview and Motivation for ITpgupleModuli

We begin by highlighting the difficulty of this task by presenting a simple and
natural approach that unfortunately does not meet our efficiency requirements. To
simplify notation use £ = 1 for the purpose of this overview.'? A standard approach
to prove boundedness is to use bit decompositions: let P; bit-decompose the
value  as © = Zp:o(% 9191 . 2, and then secret-share each z; separately as [2:]F).
It is possible to prove that each x; is in {0,1} by checking that z; - (1 — z;) = 0.
Unfortunately, this approach leads to a communication overhead of x log ¢, which
for practical purposes can be regarded as £2(n) (e.g. for ECDSA this is roughly
~ 256). Sadly, this would break our O(|C|) communication claims.

Instead, we take as a starting point a different approach to range proofs
that does not require bit decomposition. First, for purposes that will be made
much clearer later, we shift the task of proving that 0 < x < ¢ to proving
that —(¢ — 1)/2 < 2z < (¢ — 1)/2, where z = © — (¢ — 1)/2. This “symmetric”
formulation will turn out to be useful. We consider the sum-of-squares approach
by Boudot [6], which in our context can be translated as follows: to prove that
—B < z < B, we can prove that there exist four integers aq, ais, g, gy such that
B? — 22 = o} + a3 + a2 + o3, where this relation must hold over the integers.
This multiplicative relation would be easy to handle in our case, except that our
secret-sharing techniques require us to work modulo some integer P. For the
sums-of-squares equation to imply boundedness of z, we need to ensure that z and
the «;’s are small enough so that signed reduction modulo P has no effect, and
hence the equation actualy holds over the integers. For this, it suffices to prove

they are bounded in absolute value by some b, where b < 4/ %, which ensures

both the left and right hand sides of the equation are in [—(P —1)/2,(P —1)/2].

12 This is not a very good example since in this case the degree is £ = 0, meaning the
dealer can simply send the “secret” directly to the parties. Ignore this for the purpose
of illustration.
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At this point we have reduced the task of proving that the sharing [2](")
contains z € [—B, BJ, to the task of checking that a few more sharings contain
secrets in [—b, b]. This may seem redundant, but there is a crucial item that make
this an easier task: we can choose b to be large enough so that it is considerably
larger than the bound B we ultimately want to prove on z. This allows us to
introduce some slack, meaning that we will be able to leverage range proof
techniques where there is a mismatch between what an honest dealer can prove,
and what we will be able to conclude for a corrupt dealer. Such proofs can be
batched and amortized more easily, for which we follow the techniques from [15]
which make use of the Johnson-Lindenstrauss Lemma.'?

5 Instantiating the Preprocessing

In this section, we use all of the tools that we proposed in previous sections
to present a protocol that generates the preprocessing material for the signing
process. This generation is formalized in the functionality Fpp presented in
Section H.1, which is in charge of generating all the shares needed for signing.

This preprocessing generates the following elements: [z],_1, where z =0 € Zf,,

(@),a-G,[@lnr,[a  Plns,[B=k*@|n_1, and [rye_1, where (ryfi],-) & K[i] - G,

for all i € [¢]. Here, a € Z,, and ¢, k € Zf; are random elements. The instantiation
of Fprep is described in the protocol Ilp., presented in Section H.2. Next, we
present an overview of this protocol.

5.1 Overview of our Instantiation of Fpep

Consider a group of A preprocessing tuples to be generated. That is, we will gener-
ate enough preprocessing material for signing £ - A messages in one run. First, we
consider a functionality Fryple (see Appendix G) that returns ({a;),[@;]n—¢, [a; -
Diln—rt,[kj * Djln—r,a; - G, [k; - G]p—1) for j € [A], which is a big portion of what
Fprep Produces. What remains is to let the parties obtain sharings of riy ) such

that (73((]), ) = k; - G (we also need to show how to obtain degree-(n — 1) shares
of zero, but this is an easier task that we do not discuss in this overview).

We will let Py receive k; -G in the clear, compute the corresponding coordinate
points (r)gj ), r§j )) € 2, and then distribute shares [r>(<j )] ¢—1- The main challenge
is to check that the distribution of rij ) is consistent with k; - G. To address this,
we let the parties sample random coefficients 1, ...,7v\ € Zs, and compute and
open the linear combination k - G Z?ﬂ vi - [ki - Gle—1. We can use a low
degree to perform this check, since the values being checked do not need to be
private in this step. Intuitively, we use packed Shamir shares to “compress” a
vector of ¢ values into a single share. Given that the underlying values are fully
determined by the honest parties’ shares, a corrupt dealer is fully committed to
its adversarial errors and has no room to adaptively react to the given (v;)2_;.

13 In fact, our idea of combining these proofs with the sums-of-squares approach is
inspired in [15], though we adapt it from the lattice context to our setting.
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Let us write k-G = (ry,7y) € ]F%. What the parties need to check now is that,
if they were to compute this linear combination using the elliptic curve equations
from the plain ECDSA scheme on their shares [rij )] ¢—1, then they would arrive at
the same pair (ry,ry). Unfortunately, the parties have shares of the rij ) modulo
p, and the circuit defining the linear combination is an arithmetic circuit over
Zg4. This is where our techniques from Section 4 are relevant: the dealer can
secret-share rﬁj ) both mod p and mod g, we use Z, to check the addition circuit,

and we use Zj, as the output of the preprocessing. In more detail, P; distributes

r )((j ) (p)

have shares {[ mod p]e_l}?:1 and {[rij)]gq_)l}?:l using FpoubleModuli- P1 also

distributes {[ry )]gq_)l ;‘:1 (using Tpistshares), Which will be useful for the check.
The “arithmetic circuit” over Z, defining the linear combination from above is

given by
def
(Txa Ty) = 71 (ril)a r>(/1)) Fec  Fec VA (T>(<>\)a 7°§/\))a (1)

where +g¢ denotes the sum of ¢ points in an elliptic curve. This can be described
as a circuit O(A) EC addition gates; we refer to Figure 1 in the Supplementary
Material for a pictorial representation of this. The goal for the dealer is to prove
that this circuit, on inputs {([r(j)]g,l, [r(j)]g,l) 21, produces [re—1, [ry]e—1)
as output. Although we could in principle let the parties run some protocol to
compute the circuit themselves, we will exploit the fact that the dealer knows
the inputs and hence all intermediate values in order to accelerate this check.
To illustrate how we do this let us recall how each of these +gc gates work. Let
(s, 9:), (ui, v;) € (Z)? be the inputs and (z;, w;) € (Z£)? be the outputs of the
i-th addition gate +gc. From the specification of the stand-alone ECDSA, we
see that the output is indeed the EC-sum of the two inputs if and only if the
following relations hold over Z,:'*

(yi —vi)® — (T + wi + 2;) * (T —u;)? =0,

(yi — vi) * (i — 2i) + (w; —yq) * (i —u;) = 0. @

Notice that the first equation is a degree-3 equation. We add an extra constraint

in order to lower this to degree-2. Let a; def (z; — ui)Q. We can rewrite the above

set of equations to include the new constraint as

A def (yi —vi)? — (i +u; + 2;) xa; 0
B;| = (y; —v;) * (2; — zi) + (w; —y;) * (¢, —uwy)| = |0 (3)
Ci a; — (% —u;)° 0

The dealer can use mpistshares tO secret share all the new intermediate sharings

[aj]éli)l, where j ranges over the number of gates, so at this point the parties have

14 Note that these equations correspond to the case of when we are adding two EC
points with different x-coordinates. In our case this is guaranteed to be the case with
overwhelming probability. Even if this was not the case, this would not be an issue
as Pi simply uses a slightly different equation in this case (and informs the parties of
this change).
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degree-(¢ — 1) shares of all the terms appearing in Eq. (3). Since the equations
have all degree-2, the parties can locally obtain degree-2(¢ — 1) sharings of each
A;, B;,C;. Note that this degree is still low enough so that the underlying
“secrets” are fully determined by the honest shares. Here, the parties could simply
reconstruct all these sharings, and check that indeed they all equal 0, but this
would be too expensive. Instead, we sample random coefficients and only open a
random linear combination.

A detailed specification of the instantiation of Fpep is presented in Ilpyep in
Section H.2 with its security proof and communication complexity.

6 Our Final Threshold ECDSA Protocol

We use the tools developed in the previous sections to construct our threshold
ECDSA signing protocol. For simplicity we assume that the number of signing
parties n is equal to the total number of parties in the signing pool N, but it is
trivial to accommodate n < N by using Shamir shares for the secret key instead
of additive shares. We begin by specifying the ECDSA signing functionality.

,_[ Functionality 1: Fgcpsa }

Public Parameters: Let n be the number of parties, ¢ be the corruption
threshold, and (G, G, p) characterize an elliptic curve generated by G, of prime
order p. Let n =t +2(¢ — 1) + 1. All outputs are adversarially delayed.

— Key Verification. Upon receiving (init, pk) from each party P;, Fecpsa
returns (public-key-verified) to all parties. The adversary is notified of each
(init, pk) sent by an honest party.

— Generate Nonces. Upon receiving (gen-nonces) from all parties, if
(priv-nonces, k) does not already exist in memory, Fecpsa samples k < Ziﬁ
sets rx = (k[i] - G);cpy, and returns (nonces, 7,) to all parties. Fecpsa addi-
tionally stores (priv-nonces, k) in memory.

— Sign. Upon receiving (sign,m,sk;) from each Party P;, define sk =
Zie[n] sk;. If (priv-nonces, k) exists in memory and pk = sk - G, then Fecpsa
computes s = ((SHA(m;) 4 v - sk)/ki) ;e and returns (signatures, s) to
Py. Finally, Fecpsa removes (priv-nonces, k) from memory.

We now give our protocol to realize the above functionality. Our protocol has
three stages: a preprocessing phase, a message-independent phase, and an online
phase in which the message to be signed is required.

Protocol 1: Iisg, }

— Key Verification. Parties jointly hold additive shares (sk), and wish to
confirm that pk = sk - G is agreed upon. They exchange pk with each other
and verify that they match.

15



— Generate Nonces. Parties invoke Fprp to obtain [2],—1, (a),a -
def

G, [@ln-t,]a: Pln—t,[B =k * ¢]ln—1, and [r«]e—1, where (r4[i], ) = k[i] - G,
for all ¢ € [¢].
— Message-independent phase. Computation of [sk - ¢],—¢:
1. The parties locally compute (d) &f (sky — (a).
2. Parties reveal d by sending their shares to P1. Then, P; reconstructs d
and sends the revealed value to all the parties.
3. Parties check consistency of d by verifying pk —a -G =d -G
4. The parties compute the following linear combination: [sk - @],—¢ =
d-[@ln—r+[a-@Plnr.
— Online phase. To sign a vector of messages m, the parties proceed as
follows.
1. Each party derives its share of a canonical [SHA(m)]¢—1.
2. The parties locally compute [a],,—1 &f [z]n—1 + [SHA(M)]e—1 * [@]n—r +
[rx]lffl &3 [Sk . ¢]n7€~
3. Let R be the intended receiver of the signatures. Each party sends its
shares of & and 3 to R, who then interpolates them to obtain o and 3
respectively, and computes the vector of putative signatures s = /3.
R outputs (ry, s) if it is a vector of valid ECDSA signatures, and aborts
if not.

\. J

Theorem 1. Protocol Ilsign securely instantiates the functionality Fecpsa in the
(Fprep )-hybrid model.

The proof appears in Section J in the Supplementary Material. We highlight
that we achieve standard security with abort, but the adversary cannot cause
aborts conditioned on honest parties’ secrets, as these are simulatable in the
proof. The adversary may indeed cause an abort conditioned on public input
as the message m, and this action is allowed by Fgcpsa. To our knowledge,
essentially all threshold signing protocols in the security with abort model permit
the adversary to halt signature generation conditioned on the message.

Remark 1 (Signing under multiple keys). Our protocol can be easily extended to

sign ¢ messages m = (my, ..., my) under ¢ different secret keys sk = (sky, ..., sky),
adding minimal cost. This requires the N parties to start with degree-t Shamir
shares [sk; | i]; for ¢ = 1,...,¢, where [z | i]; is shorthand for Shamir shares

where the secret is in position —i. See Section K in the Supplementary Material
for details.

The communication complexity of Ilsign, per party, for a batch of £ signatures,
is logp - (173.25 4 k- (140.37 — 1927548)) 4 9 (1 — ) k. See Section J.2 in the
Supplementary Material for a more detailed communication analysis.

In Appendix L, we present a detailed comparison of the communication of our
work with [12] using concrete measurements along with a graphical visualization

of the comparison.
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Supplementary Material

A Details on the Related Work

Protocols for threshold (EC)DSA signing have been studied as far back as when
the original DSA was standardized [22]. Works from that era mostly focused on
the honest majority setting, which permits an entirely different class of techniques
from dishonest majority—we therefore do not comment on subsequent honest
majority works either.

More modern protocols for ECDSA have been motivated by the cryptocur-
rency custody domain, in which the dishonest majority setting is more common.
Gennaro et al. [14] and Boneh et al. [5] used Threshold Additively Homomorphic
Encryption (AHE) to construct dishonest majority threshold ECDSA signing, as
a generalization of an earlier two-party approach by Mackenzie and Reiter [24].
While Threshold AHE is appealing for its low communication complexity, com-
puting the setup parameters in a distributed fashion poses a bottleneck, as in
their case it implies the notoriously difficult task of sampling a Paillier modulus
using MPC.

Consequently, the more practical approach today in most regimes is to make
use of pairwise Oblivious Linear Evaluation (OLE) invocations, which do not
typically require expensive setup to instantiate. In this regard, the recent work of
Doerner et al. [12] constitutes the state of the art, in that it shows that threshold
ECDSA signing can be reduced to executing two parallel OLEs between every
pair of parties, with no necessity for external authentication beyond a statistical
pairwise check. Different instantiations of the OLE yield different efficiency
profiles, for example low bandwidth with Class Groups [10], low computation
with Oblivious Transfer (OT) [12, 20], or Paillier with its own tradeoffs [9]. We
refer the reader to Doerner et al. [12] for details on their framework, as well as
an account of the landscape of threshold ECDSA protocols.

B Assumed Functionalities

Fcoin: Sampling random coins We consider a functionality Fcein, that samples
a random string of arbitrary size and distributes it to the parties. This string
will be interpreted differently in different instances, and this will be clear from
context. See Section E in the Supplementary Material for a discussion on its
instantiation. In short, we can ignore its cost when analyzing communication
complexity.

Fmuie: Secure dishonest majority multiplication We assume a secure
multiplication functionality that works as follows. Let V be the set of parties.
Fuuie receives the shares of (a), (b) from all parties in V. Then it reconstructs
a,b and computes ¢ = a - b. To prepare {c), Fmui receives the shares of corrupted
parties from the ideal adversary S. Then Fuy: randomly samples an additive
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sharing (c) among V given the shares of corrupted parties and the secret c.
Finally, Fuuie distributes the shares of {¢) to all parties.

This primitive is standard in dishonest majority MPC and requires computa-
tional assumptions. There are several instantiations, and we can make use of any,
as long as it enjoys linear communication on |V|. We choose the instantiation
based on pseudo-random correlator generators (PCGs) from Le Mans [25] to
generate random triples with sublinear communication (which we ignore), and
then de-randomizing them with linear communication. Concretely the communi-
cation of the de-randomization is the communication of Beaver’s multiplication
protocol: 4|V| elements. In Section J.2, we also present the communication for
the case of a more general instantiation of Fyy-

Fcommit: Cryptographic commitments We assume a commitment function-
ality to commit to an element in Z,, which will be used in the preprocessing
stage. The functionality guarantees two properties: the committer can not change
the value that is committed after sending the commitment (binding), and the
commitment does not reveal information about the committed message (hiding).

A standard realization of the commitment functionality works as follows:
let P,..., P, be parties such that each party has a message m; € Z, to be
committed. Each party P; samples a random element r; € {0,1}", computes the

commitment ¢; & H (mi]|r;), and sends ¢; to the rest of the parties. To open
the commitments, each party P; sends the opening value (m/,r}) to the rest of
the parties. Once each party P; receives (m/,r) for j € [n] \ {i}, it checks that
c; = H(mj||r}). If the checks pass, then P; can assume {m’} ;e[\ (i} to be the
committed messages. In our preprocessing, the commitment will be used mainly
for each party to commit to its share by all of them calling the functionality
Feommit- Hence, if all parties have a share of a value, the commitment of each
party to its share requires sending n?- x bits. Also, opening a commitment requires

sending n? elements in Z, plus n? - k bits.

C Appendix for Section 3.1
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,-[ Procedure 2: mpisiShares } )

Input: A designated party refered to as the dealer has @1,...,xq € Zﬁ.
Output: The parties obtain sharings [®1],_;,...,[2d],_; of degree £ — 1.

1. For each i € [d], the dealer interpolates the unique polynomial f; of degree
¢ — 1 such that fi(—j) = x4; for j € [¢], and sends f;(h) to party P} for
h € [n]. Denote these sharings by [x;], (the x emphasizes that the degree
has not been checked yet).

The parties call Fcoin to obtain random values r1,...,7q € Zyp

The parties compute locally [y], = 2%, r; [x],

The parties reconstruct [y], by sending to each other their shares.

Each party checks that the shares they received is consistent with a polyno-
mial of degree < £ — 1. If this is not the case, they abort.

FeEE

We state the following without proof, as the proof is standard an in fact
similar reasonings will appear in other proofs throughout this work. We note
that this holds for any modulus whose smallest prime factor is in the order of 2*.

Proposition 1. If mpistshares does not abort then each [x;], has degree < £ — 1.

Simulating mpistshares—which will be done in multiple places on the paper—is
straightforward: the simulator receives the shares for the honest parties from
the adversary, and emulates Fcoin by sampling the coefficients rq,...,r4, and
reconstructs [y] towards the adversary. If the degree is larger than ¢ — 1, then
both real and ideal worlds will result in abort with overwhelming probability.

D Technical Overview for the Online Phase

Our goal is to produce the ¢ signatures with a communication of O(n), which
amounts to O(1) per party, independently of £. An important remark is that, if
each of the n parties is required to learn all of the ¢ signatures, then it is impossible
to achieve this communication since each party must receive at least £ = w(1)
messages—that is, the signatures themselves. Instead, we will let the parties get
“sharings” of the signatures ([o]¢—1, [r]¢—1), which can be reconstructed towards
any intended receiver of the signature. As we mentioned in Section 2, we follow
the general template from prior threshold ECDSA works [1, 12, 23]. We develop
a protocol to compute shares of [ = (m + r * (sk - 1)) x ¢],,—1, and shares of
[B =k * ¢],—1, where ¢ is uniformly random and unknown to any party. Note
that reconstructing «, 3 and then dividing them yields part of the signature
o = a/B3, and leaks nothing else besides the quotient. Intuitively, 8 can be
simulated by random sampling (as ¢ is a one-time pad), and a simulated by
computing o * 3. Also observe that a;, 8 can be reconstructed by simply having
honest parties send their respective shares without any further authentication—
assuming that parties hold a wvalid secret sharing of «, 3, any adversarial offset
to the reconstruction process yields a predictable outcome, moreover the correct
output o is a verifiable object.
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To compute the sharings [a],—1 and [3],—1 above, we first generate in a pre-
processing phase a collection of sharings that will be pivotal in this computation.
These correspond to: (a), [@]n—¢, [a - @ln—t, [k * Plnrs,a G,k - Gle—1, where a
is uniformly random. Note that unlike standard ECDSA signing in which k- G is
revealed to the adversary only after it chooses m, executing the preprocessing
functionality as described here in an offline phase allows the adversary to choose
m as a function of k-G. This is referred to as the “pre-signature” mode of operation
in the literature [9, 19], and Groth and Shoup proved in the generic group model
that it does not noticeably harm security. Nonetheless, the conservative user
may wish to avoid pre-signatures altogether; our efficiency claims hold even with
Fprep invoked online after the messages are specified. Again, we emphasize that
degree-(¢ — 1) sharings do not provide any privacy and they are just intended to
efficiently distribute public values. We discuss how to generate this preprocessing
later, and for now, focus on how it can be useful to compute [a],—1 and [3],—1.

First, note that [3],—1 = [k * ¢],,—1 already comes from the preprocessing
directly, so we can focus on [a],,—1 only. Note that a = m * ¢ + 7 * (sk - 1) x ¢.
First, the parties obtain shares of the product [sk - ¢],,—¢ by using their secret-
key sharings (sk), and the preprocessing (a), [@],—¢, [ - @§]n—¢. This is done as
follows, which is inspired in [13]. The parties first compute (d) = (sk) — (a) and
open d, which leaks nothing about sk since a is secret and random. Then the
parties compute locally [sk - ¢],—¢ = d - [@p]n—r + [a - P]n—p. Continuing with the
computation of [a],—_1, we let the parties execute a protocol that derives [r],—1
from [k - G]¢—1, which not only is useful towards obtaining a, but is also the
second component of the required signatures.'® This part turns out to be quite
challenging, as addressed in this paper. Once this is done, the parties can locally
compute [a,_1 = [M]o—1 - [@]n—e + [P]e—1 - [sk - @]n—¢, as required.

What remains then is (1) generating [r],—; from [k - G],—1, and (2) the
generation of the preprocessing.

E Instantiating Fc., Efficiently

In our different protocols we call Fcoin to sample sometimes relatively large strings.
A natural instantiation of Fcq, involves each party P; committing to some r;,
then opening the commitment and letting the random value be r = Z?zl 7.
This, however, costs communication linearly in the size of the string, which is too
much for our purposes. A solution for this is to consider a different instantiation
where the parties use the above procedure to sample only a small seed, which
is expanded then with a PRG to obtain a longer string r +— PRG(seed). Sadly,
this is not in general a secure instantiation of Fcejn: the simulator would need to
“explain” every random string with the PRG, which is not possible. Fortunately,
for the specific uses of Fcopn in our work, this approach does not break security of

5 We note that the generation of [r],—1 can also be considered preprocessing as it

is independent of sk and m, but due to its complexity and potential uses in other
contexts, we isolate it.
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our protocols. That is: our protocols remain secure if we modify the calls to Fcoin
by (1) calling Feoin to sample a small seed, and (2) using a PRG to expand it.

To account for this, we would need to replace all calls to Fcoin by the seed-
then-expand approach, which on top of complicating our protocols while adding
no extra value, also makes the proofs more cumbersome. Due to this, in order to
remain fully provably secure and efficient while avoiding incorporating the PRG
into our protocols, we choose a different instantiation of Fcn that is provably
secure, and is efficient. In short: the parties use the naive protocol from above to
get a small seed, which then they expand not by using a PRG, but by inputting
the seed into a random oracle. The RO abstraction allows us to overcome the
concrete limitations of the PRG approach. A simulator that shows that this is
secure in the RO-hybrid model would work as follows. The simulator emulates
the seed sampling protocol, obtaining seed. Then it calls the Fcein functionality
to get the output random string r. The simulator emulates RO internally, and
with high probability r has not been returned as an answer previously. Therefore
the simulator can program the RO by mapping seed to r.

F Appendix for Section 4

In this section we will work on batches of d vectors at a time. Since each vector
has dimension ¢, in our ECDSA context this will translate into d - £ signatures.

F.1 Description of FpoubleModuli

,_[ Functionality 2: FpoubleModuli ] )

Public Parameters: Let p and ¢ be two primes. Let £ be the packing parameter.
Let d € ZT.

1. FDoubleModuli T€CEIVES {mi}‘iizl from the adversary, where each x; is in Zf;,

2. For each ¢ € [d], FpoubleModuli interpolates the unique polynomials f;(X) €
Zq[X] and ¢i(X) € Zp[X] of degree < £ — 1 such that f;(—j) = x;; and
9i(—J) = ziy mod p € Z,, for j € [¢], and sends (fi(h), gi(h)) to party Py
for h € [n].

3. For i € [d], the parties output [z; qul = (fi(1),..., fi(n)) and [z; mod

PP = (g:(1),..., gi(n)).

F.2 Range Proofs with Slack
We begin by recalling the main result from [15] that we will need in our work:

Theorem 2 (Corollary 3.3 in [15]). Fiz ,P € Z, and a bound b < P/456,
and let w € [—P/2,+P/2]° with ||wl||2 > b. Let D be a distribution in {0, +1, 1}
such that D(1) = D(—1) = 1/4, and D(0) = 1/2. Then

Pr  [||R-w mod Pljy < bv/30] < 27128

R« D256
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Remark 2. We state the theorem as it appears in [15]. In particular we get
the statistical security of ~ 128 that the authors were aiming for. However, in
our work we are settling with a possibly much smaller parameter, so there is
potentially room for concrete improvements by lowering this bound.

,_[ Procedure 3: TRrangeslack ]

Input: The dealer P; has a collection of inputs zi,...,2s5 € Z° such that

[|Zi]|oo < bl‘g:? for all . The bound b must satisfy b < P/456.

Output: Parties obtain sharings [zl]élj)1 for all ¢ with the guarantee that
[zillo <

1. Dealer distributes {[z,]l(f)1 9_, by calling mpistshares

2. Let us arrange the z;’s in a § X £ matrix Z. Let us denote the columns of
Z by 27 € Z°. The parties sample a random matrix R < D?°°%% and let
Y = R-Z. Note that Y is a 256 x £ matrix, and the patries can locally
obtain shares of each row [y1]$7), . .., [yase]S").

3. Parties open Y by sending all the shares to each other, and take signed
modulo P (that is, with representatives in [—(P —1)/2,(P —1)/2])

4. Parties check that ||y?||2 < bv/30 for j € [¢], where y? denotes the j-th
column of Y, and they abort if any of these checks fail.

\. J

Proposition 2. An honest dealer can pass the check of TRangeSlack- Furthermore,
if Procedure TRangeSlack does not abort, then with overwhelming probability, it holds
that ||z;|lcc < b fori € [d].

Proof. From Theorem 2 above, if ||z7]|2 > b for some j € [f] then with overwhelm-
ing probability it would be the case that ||R - 27 mod P||s > bv/30. Therefore,
the only way to pass the check is if ||z7]|2 < b for all j € [(]'6 in a first place.
This means that ||27||o < ||27]|2 < b for all j € [¢], and therefore ||z;|| < b for all
i € [0], which is what we wanted to prove.

blT\/? for all

i € (8] implies that [|27[|. < 239 for all j € [¢]. Since R € {0, +1, —1}256%  this

implies that [[47]|a < §-]|27[|oe < 6-830 = 830 and 5o ||y |2 < v/256- |y |0 <

16 - %g’io = bv/30. This is the bound checked in the protocol, which shows an
honest dealer can pass the check.

For an honest dealer, note that the assumed bound | z;]|e <

F.3 Sums-of-Squares Range Proof

So far we have managed to ensure that the parties obtain sharings [zi]gl_))l with
|zilloo < b. However, our ultimate goal is to prove that ||z;||cc < B for some

16 Tt must be noted that the original theorem is stated where w is a vector, but here it

is a § x £ matrix. Applying the union bound degrades the 27%® bound by only log(¢)
bits.
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B < b, where we cannot afford a slack. Note that this is equivalent (cf. [6, 15])
to the existence of a;; for j € {1,2,3,4} such that

(B-1)?1- 2z} =a}, + ofy + oy + ). (4)

Our approach is simple and it is inspired by [15]: let the dealer provide shares
of the a;;’s, and let the parties use the range proof with slack from the previous
section to check that these secrets are “somewhat bounded”, meaning that, even
if they are larger than the desired B, they are not “too large”. In particular, the
dealer proves they are low enough so that taking signed-modulo P on both sides
of Eq. (4) does not result in wraparound. At this point the parties can use a
protocol to check Eq. (4) mod P, and due to the property above this check will
translate over the integers, therefore showing the desired bound on z;.

For the rest of this section we let P be a positive integer such that pg | P and
also the smallest prime factor of P is in the order of 2%, where & is the statistical
security parameter.

,_[ Procedure 4: TRangesos } )

Input: The dealer P; has a collection of inputs z1,...,24 € 7Z* such that

|lzillo < B for all i. Set b = /(P —1)/8, and assume b < ;. Assume
bv/30

B < 165a

Output: Parties obtain sharings [zi]glj)l for all ¢ € [§] with the guarantee that

1. The dealer finds a;; for ¢ € [d] and j € [4] such that Eq. (4) holds.

2. Note that since ||zile < B then |ayjllc < B. The par-
ties call Procedure TRangesiack (using o = 5d) to obtain
{21 Tl o)), loval P fewaal ™) Yr. 1t can be  checked

that, from B < 1178/; and also b < -, it follows that ||zi]|eo < % and

b< 4153 5 with 0 = 5d, which are the inequalities required to be able to call
TRangeSlack 111 a first place. By the guarantees of TRrangesiack every vector has
infinity norm strictly less than b.

3. The parties call Fcoin to sample Si1,...,84 € Zp, and compute locally
[o ];fz 1) Zz 1 Bi- o ]2(5) 1), Where [Oz]é(e) y = (B- 1?1~ [zz]?_))l :
2060 — ZjoleassD) - leasi D)

4. The parties reconstruct o < [o }g(z)ﬂ)
abort if this is not the case.

5. If no abort is produced, output {[zl}g)l g

and check that o = 0. The parties

¢ This will follow directly for large P and for moderate d.

\. J

Proposition 3. Procedure TRangesos succeeds for an honest dealer. Furthermore,
if the procedure does not abort, then with overwhelming probability, it holds that
|Zillco < B for alli € [d].
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Proof. The statement for an honest dealer is easy to verify by inspection. Now,
suppose that the call to msoscheck in line 3 succeeds. By Proposition F.3, we
have that the vectors z;, a1, o, 3, s for @ € [d] satisfy Eq. (4) modulo
P with overwhelming probability. Now, assuming that the call to mrangeSlack
in line 2 succeeds, by Proposition 2 we have that ||w|. < b for all symbols
w < U?Zl{zi,ail, o, O3, ai4}. This implies that ||B2 -1 - z?”oo < B2+ <
20> = (P —1)/4 < (P —1)/2 (here we use the fact that B < b) and also
a2 + a2 + a2 + o200 < 4b* = (P —1)/2. We see then that both left and
right hand sides of Eq. (4) do not change in value when taken sign-modulo P,
and therefore checking the equality over the integers is equivalent to checking it
modulo P.

Now we show that, if at least one such equalities does not hold (modulo P),
then step 4 would lead to an abort. Suppose that o = 0, and yet Jig € [d] such
that 0;, Z 0 mod P. Due to this, there must exist jo € [¢] and a prime factor p of
P such that o;,[jo] Z 0 mod p, which means o;,[jo] is invertible modulo p. Since
oljo] = 0 mod p, this means that 3;, = o;[jo] ' - (* Distio Bi 0 [jo]) mod p.
Since J;, is chosen independently of the terms on the right-hand side, this
congruence can only be satisfied with probability 1/p, which is negligible from
our assumption that P only has big prime factors. From this we obtain that
|zillco < B for all i € [d].

F.4 Final Protocol

We put together the pieces described so far in the protocol below. The communi-
cation complexity of IIpoupleModuli 1S discussed in Section F.5 in the Supplementary
Material.

y—[ Protocol 5: IlpoubleModuli

]
J A

Input: The dealer P; has a collection of inputs @1, ...,xq € Zf;. Let B = qg—l—&—l.
Let P be such that P > SE1630% | g
Output: Parties obtain sharings ([z; mod p]?i)l, [mi]éq_)l) for all ¢ € [d].

1. P sets z; = ¢; — q%l - 1. Note that ||z;||c < B where B = q%l + 1.
2
2. Let b = /(P — 1)/8. Note that P > w + 1 directly impzlies that
B < Y30 Additionally, b < 12 is equivalent to P > “224°  which
can be checked to be implied already by the assumed bound on P. These
inequalities are the premises needed in TRrangesos, so the parties can call

this procedure to obtain [zl]glj)l for all ¢ € [d], with the guarantee that
|zilloc < B, or equivalently ||z;||cc < B — 1.

3. Parties compute locally [ml]glj)l = zi]glj)l + 2511, Note that ||zi]jcc < B—1
implies that —(B — 1) + 451 < 2;; < (B — 1) + 4%, which is the same as
x5 € [0,q), for all ¢ € [d], j € [I].

4. Since p | P and ¢ | P, parties can locally take modulo p and ¢ to obtain
[x; mod p]ég)l and [x; mod q]gqjl
qQ = T;.

respectively. Since 0 < z;; < ¢, ; mod
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5. Parties output the pairs {([z; mod p]ffi)l, [:ci]ﬁq_)l) & ac

Theorem 3. Protocol IpoybleModuti (Which uses procedures TRangeSlack 470 TRangeSOS )
implements functionality FpoubleModuli 1 the Fcoin-hybrid model.

The proof appears in Section F.6 in the Supplementary Material.

F.5 Communication Complexity of ITpoupleModuli

Recall that for our approach to work P must be larger than w + 1. This
means elements in Zp have bit-length ~ log((¢d)?) = 2log(qd) = 2log(q) +
2log(d). Note that 2log(q) is in the order of 512, while d = k/¢ where k is the
number of desired signatures, which means log(d) is comparatively much smaller
(for example, for 10 million signatures log(k) is only ~ 23, without subtracting
from it log £). Hence, we approximate the bit-length of P as ~ 2log(g), that is,
the cost of sharing elements in Zp is about only twice of sharing elements over
Zyg.

Now we compute the protocol costs. We ignore the calls to Fcoin since it is
only called a constant amount of times and, as pointed out in Section B, the
length of the sampled strings does not affect the communication complexity. The
cost of ITpoubleModuli is the following:

— Step 1 in TRangeslack requires the dealer to distribute d packed sharings over

Zp. This costs d - n - 2log ¢ bits.

Step 3 in TRangeslack requires the parties to reconstruct 256 values over Zp,

which costs n? - 256 - 21og(q) bits.

— TRangeSlack 1S called 5 times in step 2 of TRrangesos, so the cost of this step is
5- (d~n -2log q +n? - 256 - 210g(q)).

— Step 3 of Trangesos requires reconstructing the sharing o, which is compara-
tively smaller than the above complexities.

The total is ~ 2logq - (5dn+ 512n2) = loggq - (10dn+ 1024n2) bits. If d
is large enough, then this is O(n - d), as required. Specifically, if d = O(n),
say n = 7 - d, then this communication per party (i.e. after dividing by n) is
log g - (10 + 1024~) - d, which crucially is independent of n.

F.6 Missing Proofs

Theorem 4 (Theorem 3, restated). Protocol IpoubleModuli (Which uses pro-

cedures TRangeSlack @Nd TRangesos) implements functionality FpoubleModuli i the
Fcoin-hybrid model.

Proof. We describe the simulator S. We are only interested in the case in which
the dealer is corrupt, since otherwise the proof is straightforward. The simulator
emulates a set of n —t = 2¢ + 1 virtual honest parties towards the adversary.
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We note that in line 2 of IIpoybleModuli the procedure mrangesos is called on the

d vectors zi,...,24. TRangesos itself calls, on line 2, the procedure TRrangeslack
. P J2 P P P .
on 5d inputs {([zi]Ef)p [ail]L)l, [aisz)l, [aig]gi)l, [ai4]§7)1) d_,. For notational

simplicity, let us denote these vectors by wi, ..., wsq. We show how to simulate
this call to TRangeSlack-

Simulating the calls t0 TRangeslack- Consider one of these calls to TRangeSlack With
input wy, ..., wsq € Z*. First, S receives from the dealer the honest parties’
shares of [wi]ﬁp). If at least one of these sharings has degree > ¢ — 1, then S
aborts. By Proposition 1, this happens in the real world with overwhelming
probability. Otherwise, all the degrees are < ¢ — 1 and therefore the underlying
secrets can be extracted by S as they are determined by the honest parties’
shares.

Now, S emulates steps 2 and 3 of TRangeslack as follows: S emulates Fcoin by
sending a random R < D?%6%5¢ to the corrupt parties, and then reconstructs
[yl]gl_j)l, cee [y256]§1_3)1 towards the corrupt parties; S can do this as it knows both
R and the honest parties’ shares of the x;’s. Then S aborts if it does not hold
that ||y’ ||z < bv/30, where 97 is the j-th column of the matrix [y; | - | Yas6]T
(taken sign-modulo P), as in the protocol. From Proposition 2, in the real world
either the parties abort, or ||w;||e < b with overwhelming probability for every
i € [5d]. Since S plays the protocol with the same distribution, the same holds
for the ideal world, and therefore the two worlds are indistinguishable thus far.
If there is no abort, we conclude that ||w;|lec < b for all ¢ € [5d].

Simulating the rest of TRangesos. Jumping to lines 3 and 4 in TRrangesos, S emulates

Fcoin One more time, obtaining f1, ..., By, and opens [o}gl(?il) as in the protocol,
aborting if o # 0. From Proposition F.3, if the protocol does not result in abort
then the shares the honest parties hold [zi}glj)l must satisfy that ||z;|lcc < B —1.

Simulating the rest of IpoubleModuli- ONCe TRangesos has been simulated, the rest
of the proof is rather straightforward. If no abort has been issued, S computes
T; = z; + q—;ll and sends x; for i € [d] to the functionality FpoubleModuli; Which

distribute sharings ([mi]gll_)17 [x; mod p]g’i)l) to the honest parties in the ideal

world. This is the same the honest parties output in the real world: since pq | Q,
the properties of Shamir secret-sharing outlined in Section 3.1 imply that the
reduction modulo p and ¢ lead to secrets x; mod p and x; mod g respectively.
Furthermore, given that ||2;]|c < B — 1, every entry in x; lies between 0 and
q — 1, so x; mod ¢ = x;, as required. a

G Generation of Tuples

Towards generating our ECDSA preprocessing we will need to generate sharings
(a;), [@jln—e; [a; - Pjln—r, 1B; = kj * djln-1, a; - G, [k; - Gle—y, for j € [A], where
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A is certain parameter. This is abstracted by the functionality Fryple below, where
we use matrix notation to collect the A sharings above into different columns.

,_[ Functionality 3: Fy,p. ] \

Public Parameters: Let n be the number of parties, ¢ be the corruption
threshold. Let £ = (n — ¢t + 1)/2. Let A be a public parameter.

1. Fruple samples a random vector a of size A and two random matrices B, ¢
of size £ x .

2. Let A be the matrix of size £ x A where each row is equal to a. Then Frypie
computes C = Ax P and D = B x P.

3. For a vector a, we use a; to denote the j-th entry of a. For a matrix A, we
use A, ; to denote the j-th column of A. From j =1 to A, Fruple does the
following to generate ((a;), [P«,j]ln—t; [Cx,jln—2, [Dx,jln-1)-

(a) For (a;), Fruple receives from S shares of corrupted parties and samples
a random additive sharing (a;) based on the secret a; and the shares
of corrupted parties.

(b) For [P ;]ln—r, Fruple receives from S shares of corrupted parties and
samples a random degree-(n — ¢) packed Shamir sharing of @, ; based
on the secrets @, ; and the shares of corrupted parties. Fruple prepares
[Cy,jln—¢ in a similar way.

(¢) For [Dy jln—1, Fruple Teceives from S shares of corrupted parties and
samples a random degree-(n — 1) packed Shamir sharing of D, ; based
on the secrets D, ; and the shares of corrupted parties.

4. Fruple computes a - G and B - G. From j = 1 to A, Fryple computes a; - G
and [B*,]' 0 G]zfl.

5. ]:Tuple distributes ((aj> s [§*7j]n_g, [C*7j]n_g, [D*,j]nfl), aj - G, [B*,j . G]g_l
to all parties for all j € [A].

G.1 Generation of Virtual Parties

In the actual protocol, we make use of the party virtualization technique [7] to
boost the corruption threshold. Each virtual party will be emulated by a small
committee of size s. We will simply choose N random committees by generating
a random coin via Fcoi, and then all parties use the same random coin to decide
the committees. We say a virtual party V; is honest if its committee contains at
least one honest party and we say V; is corrupted if all parties in its committee
are corrupted.

We first analyse the probability of randomly choosing N random committees
such that there exists a set of ¢ corrupted parties such that at least (N+1)/2—A+1
virtual parties are corrupted.

For a fixed set of t corrupted parties, the probability that a virtual party
is corrupted is bounded by fl— We choose the smallest s such that fL— < % .
((N+1)/2—=X)/N. Let X; € {0,1} denote the random variable where X; =1
means that the V; is corrupted and vise versa. Let X = X7 + --- 4+ Xu. Then
the probability that there are at least (N 4+ 1)/2 — A 4+ 1 corrupted committees
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among all N committees is Pr[X > (N +1)/2 — A]. By the Chernoff bound,
Pr[X > E[X] +m] < e 2™ /N

for all m > 0. Since E[X] = L. - N < 1. ((N+1)/2—)), takingm = J - (N +
1)/2 — \), we have

PriX > (N+1)/2-) < e 2m?/N — om R
Then, by union bound, the probability that there exists a set of ¢ corrupted
parties such that at least (IV 4+ 1)/2 — A + 1 virtual parties are corrupted is

n (N+1—2))2 (N+1—2))2
e~ 8N < "™ BN .
t

Parameter Choice. To achieve the desired efficiency, we may set A = N/4. Then
when N = 32(n + &), the probability that there exists a set of ¢ corrupted
parties such that at least (N + 1)/2 — A\ + 1 virtual parties are corrupted is
bounded by 27%. As for the committee size s, recall t/n = (n — 2¢)/n and that
we need s with Z—Z <1.((N+1)/2—X)/N. For our current choice of A we have
1 ((N+1)/2=X)/N ~1/8, so it suffices to set s so that (¢/n)* < 1/8. We may
choose s = log,,(1/8) ~ log(1/8)/log((n — 2¢)/n). We analyze the resulting
communication complexity of our protocol in Section G.4 in the Supplementary
Material.

Emulation of a Virtual Party. When using a committee to emulate a virtual
party, we maintain the invariant that the data that should be learnt by the
virtual party is additively shared among the parties in the committee. To be
more concrete, we elaborate how to emulate the virtual party in our concrete
construction.

— When a real party P; needs to distribute a degree-(N — 1)/2 packed Shamir
sharing to virtual parties, say [a*”']E/Nfl) /20 P; additively shares the value
that should be sent to V; to the parties in the committee V.

— When a virtual party V; needs to multiply his two local values x,y, the
parties in V; with additive sharings (), (y) invoke Fui. Note that this is
the only place in our whole protocol OLE is needed.!”

— When a virtual party V; needs to distribute a degree-(n—¢) (or degree-(n—1))
packed Shamir sharing of #7* to real parties, each party in V; computes
a degree-(n — £) (or degree-(n — 1)) packed Shamir sharing of his additive
shares of @7 and distributes the shares to real parties.

G.2 Realization of Fryple

Now we are ready to present the protocol for Fryple.

17 In particular, if we start with an honest majority we can setup honest majority
committees and hence get rid of OLE

31



,_[ Protocol 6: Ity ]

Generation of Virtual Parties: Let N, A, s be agreed parameters. All parties
invoke Fcoin to generate a random seed and use it to randomly choose IV subsets
of parties where each subset is of size s. We use V; to denote the i-th subset of
parties.

Step 1. All parties run the following steps twice to generate

({(a;), [As jln—t, [Bx,jln—t,
[B+,5]n—t, [Cx,5ln—t, [Dx,jln-1),

and

((a5) . [A% jln—e, [By jln—e,
[¢i,j}n7& [Ci,j]nfh [D;,j]n71)7

where A, j =a;-1and A} ; =d}-1.

1. Preparing ({(a;),[Bsjln—1,[®+jln-1): For all j € {1,...,A},
each party samples three random field elements as his shares of
({aj) , [Bx,jln—1, [Px,j]n—1) respectively.

2. Preparing [a]XN—l)/za [Bj,*]z/N—l)/z’ and [453',*]2/1\7—1)/21
(a) Each party P; generates a degree-(N — 1)/2 packed Shamir sharing

of his shares of {(a1),..., (ax), denoted by [a(*’i)]XNfl)/Q. Then for all
k € {1,...,N}, P; additively shares the k-th share of [a(*”')]z/]\,,l)/2 to
parties in Vj.

Finally, parties in V4 emulates the computation of the virtual party Vi
to compute the k-th share of [a]}fj\,,l)/2 = Z?:l[a(*’i)]szfl)/?

(b) Each party P; generates a degree-(N — 1)/2 packed Shamir sharing
of his shares of [By i]n—1,...,[Bxx]n—1, denoted by [B(*’i)}E/N,1>/2.
Then for all £k € {1,..., N}, P; additively shares the k-th share of
[B(*’i)]}/]\,_l)/2 to parties in Vj.

Finally, for all j € {1,...,¢}, parties in V; emulates the computation
of the virtual party Vi to compute the k-th share of [Bj’*}é/Nil)/2 =

D e cgi) . [B<*7i>]YN71)/2 where {cé-i)}?:l are proper Lagrange coeffi-
cients.
Following the same steps, parties in V) obtain the k-th shares of
(B, ]{w_1)2 for all j € {1,...,¢}.

3. Computing ([Cj+]X_1,[Dj+]X_1): For all j € {1,...,£}, parties in Vj,
invoke Fuue with their additive sharings of the k-th share of [Q]XN*I)/Q and
the k-th share of [45]-7*]2/]\,_1) /2 The result is viewed as an additive sharing
of the k-th share of [C} 4] _1-

Following the same step, parties in Vi invoke Fmue with their additive
sharings of the k-th share of [Bj,*]z/Nfl)/Q and the k-th share of ['—pj,*]é/Nﬂ)/?
The result is viewed as an additive sharing of the k-th share of [D; ]} _;.

4. Preparing ([A«;]ln—t; [Bxjln—t, [@xjln—t; [Cujln—t; [Dujln-1):

(a) For each j € {1,...,£}, all parties set [A;.]N_1 = [cv.]z/]\_l)/27

[Bj,*]]‘(f—l = [Bja*]E/Nfl)/zv and [4%,*]%_1 = [dsj,*]z/Nﬂ)/z-
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(b) For each Vi, parties in V4 emulates the virtual party Vi to generate
a random degree-(n — £) packed Shamir sharing of the k-th shares
of [A1]X_1,...,[Arx]%_1, denoted by [A¥*)], ,. To achieve this,
recall that parties in Vi have additive sharings of the k-th share of
[A14]%_1,- -, [Ar«]X_1. They first generate random additive sharings
(by locally sampling random field elements as their shares) and then
emulate the sharing algorithm of the degree-(n — ¢) packed Shamir
sharing scheme. Since the sharing algorithm is linear, parties in Vj
eventually obtain an additive sharing for each share in [A**)],,_,. Then
parties in Vi send their additive shares of the i-th share of [AU“’*)]n,e

to Pz
Finally, all parties locally compute [A4 ;]n—c¢.
(c) Following the above step, all parties obtain

[B*,]’}nfﬁ [é*,j]nfb [C*,j]nffa [D*,j]n—l-

Step 2. All parties check the correctness of the computation via the sacrifice
technique.

1. All parties invoke Fcoin to receive two random values 71, 72.

2. For all j € {1,..., A}, all parties locally compute 71 - [A j]n—¢ + [A} j]ln—t
and send their shares to P;. Then P; reconstructs r1 - As; + A;,j and
distributes [r1 - A ; + A;’j]zfl to all parties.

Following the same step, all parties also obtain [ri - B, ; + B; ;]¢—1 and
[7‘2 . é*yj —+ éiyj}[—L

3. All parties invoke Fcoin to generate random values X1, ..., x3x. Then all

parties locally compute

A
[®]e—1 :Z(Xj 1 Asj + Al e
j=1

(5)
+ X+ [7"1 - B, + B;,j]@—l

+ Xj+2x - [ro - Py j + 45;,]']@—1)-
They send their shares of [x],—1 to every other party and each party P;
verifies that [x],—; is a degree-(¢ — 1) packed Shamir sharing. If not, P;

aborts.
4. For all j € {1,..., A}, all parties locally compute

011 =
[r1-Asj+ A;,j]éfl Sre - Dy + ¢i,j]£71
—[r1-Asj;+ Ai,j]éfl : [Qi,j]nfﬂ
—[r2 - Puj+ 45/*,]']&71 : [A:(,j]nff
+[Chjln—t — 71 712 [Crjln—st
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and

(021 =
[r1- By + Bi jle—1-[r2 - Puj + Pl jle—1
—[r1- Baj + B jle-1 - [ sln—rt
—[r2 - Py + D jle—1 - [Bijln—e
+ D5 jln-1 — 1172 [Dyjln-1.
5. All parties invoke Fcoin to generate random values uq,...,usx. Then all

parties locally compute
A
1 2
[Oln—1 = (u; - [0 1 +ujin - [0P)]n s
j=1

6. All parties use Fcommit to commit their shares of [0]n—1.
7. All parties open their commitments to every party P;. Then P; checks
whether o is a vector of 0. If not, P, aborts.

Step 3. Prepare (a;),a; -G, B, ;- G.

1. Preparing Random Additive Sharings of 0: All parties repeat the
following steps [A/(2¢ — 1)] times to prepare A random additive sharings
of 0 among the real parties.

(

a
)
(b) All parties agree on a Vandermonde matrix M of dimension (2(—1) x n.
(c) All parties compute ({(01),..., (02¢—1)) = M - (<0(1)> vy (0™
2. Preparing (a; -G, [B.,;-Gl¢—1): For all j € [)], all parties do the following.
(a) All parties locally compute (a; - G) and [B, ; - G]n—1 by locally multi-
plying their shares of ((a;), [Bsx,j]n—1) with G. Then all parties send
their shares of (a; - G) and [By,; - G]n—1 to Pi.
(b) Py reconstructs a; -G and B, ;-G. Then P; sends a; -G and distributes
[B.,; - G]i—1 to all parties.
(c) All parties invoke Fcoin to generate xi,...,xx. Then all parties locally
compute

Each party P; shares a random additive sharing of 0, denoted by <o(i)>.

A
[b-Gle-1 =2 Xj[Baj-Gle-.
j=1

(d) All parties send their shares of [b-G],—1 to every party. Then each party
P; checks whether [b- G],—1 is a valid degree-(¢ — 1) packed Shamir
sharing. If not, P; aborts.

(e) All parties refresh (a;) by computing {(a;) := {a;) + (0;).

3. Verification: ~

(a) For all j € [A], all parties locally compute [C.,; - Gln—e = (a; - G) -
[D,j]n—c. All parties also locally compute [Cy ; - G]n—¢ from [Cy j]n—e.
Then for each i € {1,..., ¢}, all parties compute <C~'” . G> from [C,; -
Gln—¢, compute (Ci;-G) from [C.; - Gln—s, and set (AT, -G) =

(Cij;-G) — <éi,j -G>.
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(b) For all j € [A], all parties locally compute [Ds; - Gln—1 = [Bx,; -
Gle—1 - [P, jln—e. All parties also locally compute [D, ; - G]n—1 from
[Dy,j]ln—1. Then for each ¢ € {1,...,£}, all parties compute <Di,]- . G>
from [D,; - G]n—1, compute (D;;-G) from [Ds; - G]n—1, and set
(47 -G)=(Di; - G) - <f),~,j 'G>'

(c) All parties prepare a random additive sharing of 0 as follows:

— Each P; distributes a random additive sharing of 0, denoted by
(0i) to all parties.
— All parties locally compute (o) = >""_, (0).

(d) All parties invoke Fcoin to generate xi, ..., x2x. Then all parties locally

compute

<A-G>=<o~G>+_fjxj-<A%~G>

+ix>\+j 0 <Afj ~G>.
j=1

(e) All parties use Fcommit to commit their shares of (A - G).
(f) All parties open their commitments to every party P;. Then P; checks
whether A -G = 1. If not, P; aborts.

\ J

The communication complexity of Iyl is studied in Section G.4 in the
Supplementary Material.

Theorem 5. Protocol I,ple securely realizes Fryple in the (Fcoin, FCommits FMult)-
hybrid model.

G.3 Proof of Theorem 5

We start with the construction of an ideal adversary S. S starts running the code
of A and simulating the behaviors of honest parties and internal functionalities.

In the beginning, S honestly emulates Fco;, to generate a random seed and
decides each subset V} of parties. Then S counts the number of subsets such
that all parties in the subset are corrupted, i.e., the number of corrupted virtual
parties. If the number of corrupted virtual parties is larger than (N +1)/2 — A,
S aborts. Without loss of generality, assume that the first (N — 1)/2 + X virtual
parties are honest. We further assume that the first party in the committee of
each honest virtual party Vj is honest, denoted by Py, ). In the following, when
emulating each virtual party Vi, S will generate all messages sent to honest
parties in V4 except Py, o) when k < (N —1)/2+ A, and to all honest parties in
Vi when k> (N —1)/2 + A. Then S will honestly follow the protocol for those
honest parties. Effectively, we assume that only the first (N —1)/2 4+ X virtual
parties are honest and each honest virtual party only contains a single honest
real party. Let C¥ = {V; | i > (N —1)/2+ A} and HV = {V; | i < (N —-1)/2+ A}
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We also use C to denote the set of real corrupted parties and H to denote the set
of real honest parties.

Simulation of Step 1. In Step 1.1, S does nothing. In Step 1.2, for each degree-
(N — 1)/2 packed Shamir sharing dealt by an honest party P;, S samples a
random additive sharing and distributes it to parties in V3, € C¥'. Then S samples
a random value and sends it to each party in Vi, € H" except Py, 9. For each
degree-(N —1)/2 packed Shamir sharing dealt by a corrupted party P;, S records
the value received from P; for each Py, o) where Vj, € HY.

In Step 1.3, S simulates Fyyie as follows: When Fy: is invoked by parties
in V, € HY, S records the values received from parties except Py, (0)- Then &
samples a random value for each honest party except Py, o) and sends it to this
honest party as his share of (c). S also sends back the shares of (c) to corrupted
parties in Vj,. When Fyy is invoked by parties in Vj, € CV', S honestly emulates
FMult-

Recall that

n

[a]YN—l)/2 = Z[a(*’i)]é/zv—n/g-

i=1

*,17 4 _ *,0
Let [a ](N /2 = >ienlal ’)]E/N 12 and [a ](N /2 = >ieclal )]E/N—l)/2‘

Then [a](N_l)/2 = [a]z?\?{—l)/z‘F[ ]Z/NC 1)/2- S computes the shares of [a }(NH 12 of

corrupted virtual parties and determines [a] E/’C

N—1)/2 88 follows: When simulating

Fiule to compute [C L)%,

— For each corrupted virtual party Vi, S receives the additive sharing of the
k-th share of [a ](N 1)/2- S reconstructs the secret and compute the k-th

share of [a ]E/C 1)/2 by subtracting the k-th share of [a ](NH 1)/2°

— For each honest virtual party Vi, S receives all but the first party’s shares
of the additive sharing of the k-th share of [a ](N 1)/2- Then for all but the
first party, S computes their shares of the additive sharing of the k-th share
of [a ]E/NC 1)/2 Py subtracting the parts for [a]z/]gi_l) /o Which are explicitly
generated by S. For Py, o], S computes the additive sharing of the k-th share

of [a ] Then S reconstructs the k-th share of [a]’;S

-1)/2 (N=1)/2°

S uses the first (N + 1)/2 shares to determine [a]z/j\,cfl)/2 and sets 5[A17*]X§71)/2

to be the difference between the actual shares computed above and [a] 2/1,\?—1) /2
which is a vector of N values and the first (N + 1)/2 entries are 0. S follows the

same process to determine ¢ [Aj7*]z/]’f_1) /20 which is the difference between the

actual shares extracted out when computing [C;.]% _; and [a ]( NC 1)/2 determined

above. Note that when j > 2, the first (N 4 1)/2 entries of §[A;, *]VNC 1)/2 May
not be 0.

Similarly, S defines [®;, *](NH 1)/2° (D, ]( Ve

: C C
_ 12 and determines [dsjv*]z/Nfl)/T 5[45]-,*]2/1\[71)/2

when simulating Fmyr to compute [C; . ] N_1-
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When simulating Fyle to compute [D;,]%_;, S defines [Bja*]z?\?{—l)/w [Bj,*]z/l’\f_l)/2
. C C .. = C
and determines [BJ}*]E/NA)/w 5[Bj,*]E/N71)/2. In addition, S defines 5[45%*]2/]\,71)/2

v,C

to be the difference between the actual shares of [dij,*]z/fvc_l)ﬂ and [@j»*](N—l)/2

determined above.
Now for [C},]X_1, we may write it as

[C]}*]Xf—l = ([ }(N 1)/2 +5[AJ *}(NC 1)/2)

. ([@y *](Nfl )/2 +5[ j,*](]\ffl)/Q)

=lax®;.]N 1 +[a ]E/Nq)/z : 5[@3‘,*]2/]7\?71)/2
v.e
+ 6[A; ] —1)/2 [qij,*]é/zvfl)m
v.e v.e
+ 5[Aj,*](1v—1)/2 ’ 5[45]',*](1\/—1)/2'

Note that [a]XN_l) /2 is determined by the shares of corrupted virtual par-
ties, which have been generated explicitly, and the secrets a. Thus [a] E/Nfl) /2

) [¢j7*]z/j\fc_1) /2 can be viewed as a degree-(N — 1) packed Shamir sharing where
each secret is a linear combination of values in @ and the linear combination is
. V,C - v,C
solely determined by 6[45]47*}(1\,_1)/2. Similarly, 5[Aj,*](N_1)/2 . [dsj»*]z/N—l)/? can
be viewed as a degree-(N — 1) packed Shamir sharing where each secret is a linear
combination of values in @, , and the linear combination is solely determined by
v,C

d[A; *](N 1)/2° Finally, 0[A;, *](N 1)/2
degree- (N — 1) packed Shamir sharing. Thus, S computes vectors ej(-’:i’l, efm and
a—&—eﬂQ dij*—i—ejcl

Slmllarly, S computes vectors efl 1 fl 5 and a constant e ; such that D;; =
BJﬂ ¢Jﬂ + ej,z,l di%* + e],z,Z ij* + e]D,z

In Step 1.4, for all j € {1,...,¢}, S defines [Aj7*]ﬁ1{1 = [a]E/NH 1)/2 and then

5[¢j,*]2/]’vc_1)/2 can be viewed as a constant

a constant e ; such that Cj; = a; - @5 + e] il

defines [A; ]}, as follows:

— & sets the k-th share of [Aj’*]%fl to be the same as that of [Ajv*]z/]’\ffl)/z +
V,C
5[Aj7*](N_1)/2 for ke {1,...,N — A}
— S computes [Aj’*]x,’gl by using the secrets a® and the shares from the first
N — )\ virtual parties determined above.

Next S sets [A;,]%_; = [A;.]07 + [Ajy*]}\/,’fl. When preparing [A**)],, _,,

— If V}, € HY, note that each party essentially distributes a degree-(n—f) packed

Shamir sharing of his additive shares of the k-th shares of [A1 4% 1, .., [Ac]%_ ;-

S generates random values as shares of corrupted parties and send them to
corrupted parties on behalf of Py, o). For other parties in Vi, S has learnt
their additive shares. S receives the honest parties’ shares of the degree-(n—¥)
packed Shamir sharing dealt by these parties and then compute the whole
sharing by using the honest parties’ shares and the secrets, and setting the
first n — 4¢ 4+ 2 corrupted parties’ shares to be 0.
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— If Vi, € CV, S receives and computes the honest parties’ shares of [A(k’*)]n_g.
Then S computes the whole sharing by using the honest parties’ shares and
the secrets A%*) determined above, and setting the first n —4¢+ 2 corrupted
parties’ shares to be 0.

S follows the protocol to compute the corrupted parties’ shares of [A, ;]—¢.
S simulates the steps for preparing [By jln—¢, [P jln—t, [Cx,jln—ts [Dx jln-1
in a similar way.

Stmulation of Step 2. Following the simulation in Step 1. & has computed the
corrupted parties shares of [A, jln—¢, [By jln—ts [P, jln—t [Cxjln—ts [Dsjln-1)
and [A] Jn—¢, [B5 jln—t, [P jln—t, [Ch jln—t, [D jln—1. S has also computed
c c C
{(e5,1 €520 €0p): (€11, €52 €05) g

and
c o D _p D
{(ei,j,l? €;j,2 ei,j>7 (ei,j,u €;.5,2 ei,j)}i,j'
In Step 2.1, S honestly emulates Fcein to generate rq,75. Then S randomly

samples a vector such that all entries are identical as r1 - A, ; + A ;. S also

samples two random vectors as 71 - B, j + By ; and 12 - @, ; + P, ;. Based on

the shares of corrupted parties and the secrets, S generates the whole sharings
[7“1 : A*,j + A;,j]nffa [7"1 : B*,j + Bi)j}nféa [TQ : ¢*,j + ¢;’j]n—f~

S honestly follows the protocol in Step 2.2 and Step 2.3. If any sharing
distributed by P; is not a valid degree-(¢ — 1) packed Shamir sharing but the
check in Step 2.3 passes, S aborts.

Let §(r1 - Ay j + AL ;) be the difference between the secrets of the sharing
distributed by Py and the one computed by S. Similarly, we define (r1- By j+ B, ;)
and 0(r2 - D, j + P, ;). Then, we have

Oi}j) =0(r - Aij+ AL) - (ra- @iy + P ;)
+(r - Ay + A;'7j) 6(r2 - Dy 5 + @;J)
+ O6(r - Ay + A;j) “0(rg - Dy +@;,j)
—0(r1 - Agj + A ) (P 12 Dig)
— O(rg - @i j + Dy ;) - (af + 711 - ay)
+ (e, (@ +r -a)
el (B, +ro D) +ef)
+ 0(r1 - Aij + A;,j) Ty D
+0(ra - iy + i) 1 a;
— (ri-rg- efj,l +7ry- 6%,1) ta

C c’ C
— (7‘1 * T2 'ei,j,Q + 79 'ei,j,2) 'SPZ‘,* —T1-To '6j .
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Similarly,

2
OF) = 8(r1 - Bij +Blj) - (r2 @i + B )
(7"1 . Bi,j + B;,j) * (5(7‘2 . qv)i,j + @;,]—)
+ O(r1 - Bij+ Bj ;) 6(r2- iy + P ;)
—0(r1 - Bij + Bi;) - (9} ; + 12 Pij)
— 5(7’2 (PZJ +€Z§I ) . (B’ -+T1 'Bi,j)
+(’LJ1 (Bz*+r1 B )
+ ei,j,2 (P, e Piy) + e?)
+ 6(r1-Bij+ Bij) 12 @i
+0(ry- iy + ;) 1 Bij
— (ry-rg- efj’l + 7y e%yl) - B; .
—(ry-rg- efj’z + 7o - 65;2) P, — 11T ejD.
S checks whether the coefficients of a;, B; ;, ®; ; are all 0. If not, S randomly
samples a, B, ® and compute the shares of honest parties accordingly. Then &
honestly follows the rest of Step 2. If the final check passes, S aborts.

If the coefficients of a], B, ;,®; ; are all 0 but there exists j/ # j such that

NE
the j'-th entry of any of ef’ 112 €720 € ] 1 eiDj’1 is not zero, or the j-th entry of

?J 1 is not equal to the j-th entry of el i1, S aborts.
Otherwise, S computes O Ny OL J) Then S honestly emulates Fcoi, to generate
U1, ..., usz). Finally, S computes o and generates a random degree-(n — 1) packed

Shamir sharing as [0],—1 based on the secrets and the shares of corrupted parties.
S honestly follows the rest of Step 2.

Simulation of Step 8. In Step 3.1, for each additive sharing of 0 distributed by
an honest party, S samples random values as shares of corrupted parties and
send them to corrupted parties. For each additive sharing of 0 distributed by a
corrupted party, S receives the shares of honest parties. Then S sets the first
t — 1 corrupted parties’ shares to be 0 and computes the whole additive sharing
of 0.

In Step 3.2, for each (a;), S sets the share of the first corrupted party to be

¢ which is the j-th secret of [a ]( N—1y/2> and sets the rest of corrupted parties’
shares to be 0. For each [By j]n—1, S determines a degree-(n — 1) packed Shamir
sharing of [BS ],y as follows:

— & sets the secrets to be BC , which is the j- th column of B that is determined

by the secrets of [B;, *] _1yje0-- -0 B, *] _1)/2- Then & sets honest parties
shares and the first n — 3¢ + 1 corrupted parties’ shares to be 0. Next, S
computes the whole sharing [Bf ;ln—1 based on the values determined above.
Finally, S sets the corrupted parties’ shares of [B, j],—1 to be the same as
those of [BY j]n_1.

)
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Then, S checks that
— For all i € {1,..., £}, the j-th entry of egm are all identical.

If true, S prepares the shares of corrupted parties that should be sent to Fryple
as follows.

1. For (a;), S computes the shares of corrupted parties after the refresh and
adds the first corrupted party’s share by the j-th entry of elc:j,Q'

2. For [P, jln—¢, S generates a degree-(n — ¢) packed Shamir sharing of the
vector that contains the j-th entry of 61C,j,17 ceey egj,l given that the shares
of honest parties and the first n — 4¢ + 2 corrupted parties are set to be 0.
Then S adds each corrupted party’s share to his share of [®, ;],—¢

3. For [Cy j]n—r, S generates a degree-(n—{) packed Shamir sharing of the vector
where the i-th entry is the difference between the j-th entry of ei 1% ezcj 9
and efj given that the shares of honest parties and the first n — 4¢ + 2
corrupted parties are set to be 0. Then S adds each corrupted party’s share
to his share of [C j]n—e¢.

4. For [D, jln—1, S generates a degree-(n—1) packed Shamir sharing of the vector
where the i-th entry is the difference between the j-th entry of e 1% e?] 9
and el ; given that the shares of honest parties and the first n — 3¢ + 1
corrupted parties are set to be 0. Then S adds each corrupted party’s share

to his share of [D, j]n_1.

Then S provides the shares of corrupted parties to Fryple and receives a-G, B*’ G
where B, j - G is reconstructed from corrupted parties shares of [By ; - Gloe—1.
S computes a; - G by subtracting the j-th entry of e1 -G from a; -G. S
also computes -G by subtractmg the vector that contalns the j-th entry
of el’j,2 G,.. eéj 5 - G from B, 4 - G. Finally, S samples a random additive
sharing (a; - G) based on the secret and the shares of corrupted parties. S also
samples a random degree-(n — 1) packed Shamir sharing [B, ; - G],—1 based on
the secrets and the shares of corrupted parties. S follows the rest of Step 3.2. If
the sharings distributed by P; are not in the right degree but the check in Step
3.2.(d) passes, S aborts.

If the check fails, S generates random values as honest parties’ shares of
(a;), [Bx,jln—1. Then S follows the rest of Step 3.2. If the sharings distributed
by Py are not in the right degree but the check in Step 3.2.(d) passes, S aborts.

In Step 3.3, when the check in Step 3.2 passes, S checks the following:

— Forall j € {1,...,A}, a; - G distributed by P; is the same as a; - G received
from the functionality.

— For all j € {1,..., A}, B, ; - G distributed by P; is the same as Bw‘ -G ex-
tracted out from the corrupted parties’ shares received from the functionality.

If true, S sets AC AD = 0. When preparing a random additive sharing of 0,
S follows the same strategy as that in Step 5 and computes the corrupted parties’
shares of (0). Then S honestly emulates Fcoin and samples a random additive
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sharing of (0 G) as (A - G) given the shares of corrupted parties. S honestly
follows the rest of steps.
If either the check in Step 3.2 fails or the check in Step 3.3 fails, S generates
a random degree-(n — ¢) packed Shamir sharing as [P, ;],,_¢ given the shares of
corrupted parties. S reconstructs . Then S computes C - G by
Cji G=(a;-G) - Pj;+eS, - (a-G)+ef, P -G+e,-G.

gri, 1’
Similarly, S computes D - G by

Dji-G=(Bj;-G)-&;;+e (Bj. G
+ efw D -G+ efi -G.

Next, S generates a random degree-(n —£) packed Shamir sharing as [C, ;- G]n—¢
given the secrets and the shares of corrupted parties. S also generates a random
degree-(n — 1) packed Shamir sharing as [D, ; - G],—1 given the secrets and the
shares of corrupted parties. S honestly follow the rest of Step 3.3. If the final
verification passes, S aborts.

Finally, S outputs the view of the adversary.

Hybrid Arguments. We show that the output in the ideal world is computationally
indistinguishable from that in the real world.

Hyb,: In this hybrid, we consider the real-world execution. The output contains
the view of the adversary and the output of honest parties.

Hyb,: In this hybrid, whenever an honest party distributes a random sharing
(including degree-(n — 1) packed Shamir sharings, degree-(n — £) packed Shamir
sharings, additive sharings), S first samples random values as the shares of
corrupted parties and then generates the shares of honest parties. By the property
of the secret sharing schemes, Hyb; and Hyb, are identically distributed.

Hyb,: In this hybrid, S computes the shares of corrupted parties as well as
the error vectors and constants as described above. This does not change the
behaviors of honest parties. Hyb, and Hyb; are identically distributed.

Hyb,: In this hybrid, Fuur is simulated by S and S delays the generation of
honest parties’ shares for honest dealers until they are needed. In particular, this
means that the shares related to (a;), [By, jln—1, [®«,jln—1 are only prepared at
the beginning of Step 2. Hyb; and Hyb, are identically distributed.

Hyb,: In this hybrid, S changes the way of generating the honest parties
sharesof (a;),[Bx jln—1. S samples a random value as a; and samples a random
vector as B, j. Then § computes a* = a; — a? and ng =B, ;— Bfﬂ-. Finally,

)

S generates a random additive sharing of a;{ given that all corrupted parties’

shares are 0, and generates a random degree-(n — 1) packed Shamir sharing of
Bz'fj given that all corrupted parties shares are 0. S sets honest parties’ shares
of (a;), [Bx,jln—1 to be those of <a§"> , [Bij]
distributed.

Hyb;: In this hybrid, & no longer generates the shares of honest parties

related to [@, ;]n—1. Instead, S samples a random vector as P, ;, computes

n—1- Hyb, and Hyb; are identically
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dM, = &, ; — B¢, computes the whole sharing [®,, JH (N-1y/2 based on the
secrets and the shares of corrupted parties, and finally computes the shares

of [P, j]( N—1)/2 of honest parties. To argue that Hyb, and Hyb; are identically

distributed, it is sufficient to show that @Z‘fj is identically distributed in both
hybrids. Note that in Hyb,, it is just a random vector. In Hyb,, honest parties
first sample their shares of [®, ;],—1, which fully determine $*. In particular,
@™ is a uniform matrix. Thus, Hyb; and Hyb, are identically distributed.

Hybg: In this hybrid, S changes the generation of honest parties’ shares of
[C.,jln—¢. After generating a, B, ®, S computes C;; = a; - P;; + egu . a—l—efi’2 :
b, + ejc.’:i. Then S generates [Cy ;],—¢ based on the secrets C; , and the shares
of corrupted parties computed by S. According to the way S generates the shares
of corrupted parties and computes the matrices, Hyb, and Hyb, are identically
distributed.

Hyb,: In this hybrid, S changes the generation of honest parties shares of
[D, jln—1. After generating a, B, ®, S computes D;; = B;; - P;,; + ej i1 Pixt

el -Bj .+ ej’i. Then S samples a random [D, ;],—1 based on the secrets D; .

€512
and the shares of corrupted parties computed by S. Note that

— According to the way S generates the shares of corrupted parties and computes
the matrices, D, ; is identical to that in Hybg.

— When V;, € HY, Py, (0] is an honest party. Thus, in Hybg, each (D", is
a random degree-(n — 1) packed Shamir sharing given the shares of corrupted
parties and the secrets. Thus, by the property of polynomials, [D, ;],—1 is
also a random degree-(n — 1) packed Shamir sharing given the shares of
corrupted parties and the shares.

In summary, Hyb, and Hyb, are identically distributed.
Hybg: In this hybrid, S changes the generation of honest parties’ shares of

[A*,j]nffa [B*hj]nf% [é*,j]nff-

After generating a, B, @, S generates [A, j|n—¢, [Bx jln—¢, [P, j|n—r¢ based on the
secrets A, ; = a; - 1, B, ;,®;, and the shares of corrupted parties computed
by S. According to the way S generates the shares of corrupted parties, the
distributions of Hybg and Hyb, are identical.

Hyby: In this hybrid, S changes the way of generating A, B,$, A', B',&’.
After generating rq,75 in Step 2.1, S randomly samples a vector such that all
entries are identical as r1 - A, ; + A . § also samples two random vectors as
r1 - By + B vy and ro - Py + @’ Then S randomly samples A, B,® and
computes A’, B',®'. The dlstrlbutlons of Hyby and Hybg are identical.

Hyb,,: In thlb hybrid, § simulates Step 2 as described above. We argue the
following three points:

— If there exists j' # j such that the j’-th entry of any of e¢’ i lCJ 2 l?j’l, efj’l
is not zero, or the j-th entry of e’ ;1 1s not equal to the j-th entry of eP “i1, then
the coefficients of a;, B; ;,®; ; are not all 0 with overwhelming probability.
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— If the coefficients of a;, B; ;, ®; ; are not all 0, then the check in Step 2 fails
with overwhelming probability.

— If neither of the above happens, honest parties’ shares of [0],_1 are identically
distributed to those in Hyb, with overwhelming probability.

For the first point, note that if there exists 7/ # j such that the j’-th entry of
egj 1 is not zero, then when r;,ry are randomly sampled, the coeflicient of a’» i
Ol(lj) is not zero. The same holds for eZCj 2 Pj’l, ;- If the j-th entry of e’
is not equal to the j-th entry of e”. |, then when 7“1, ro are randomly sampled,

2,7,1
%,7,17
the coefficient of a; in O( i and the coeflicient of B; ; in O . are different with
overwhelming probability, which means that at least one of them is non-zero.

For the second point, since a, B, ® are secret values that are unknown to
corrupted parties, if the coefficients of a;, B; ;,®; ; are not all 0, then with
overwhelming probability, at least one entry of o is uniformly random and not
known to corrupted parties. In this case, the probability that the verification in
Step 2 passes is negligible.

For the last point, when the coefficients of a;, B; ;, P; ; are all 0, oY 0(2)

1,7
can be fully computed by S without using a, B, ®. Furthermore, since [D/w]” 1

[0(2)]n 1 is also a

random degree-(n — 1) packed Shamir sharing of O ]) Thus, with overwhelming
probability, [0],—1 is a random degree-(n — 1) packed Shamir sharing of o.

In summary, Hyb,, is statistically close to Hyb.

Hyb,,: In this hybrid, S randomly samples a, B and computes a, B. Note
that in both Hyb,; and Hyb,,, a, B are uniformly random.. Thus, Hyb,;; and
Hyb,, are identically distributed.

Hyb,,: In this hybrid, S performs the check in Step 3.2 and Step 3.3 as
described above. If the check fails but the final verification passes, S aborts. We
show that Hyb,, and Hyb,; are statistically indistinguishable. We focus on the
case where at least one condition in the checks does not match.

First, consider the case where a - G returned by P; is different from a - G.
Suppose the j-th entry does not match. Then there exists ¢ such that a; — a; is
different from the j-th entry of e’ j.2- In this case, A¢ ; is masked by the difference

is a random degree-(n — 1) packed Shamir Sharlng of D ,

between a; — a; and the j-th entry of e’ ij2 times 45, - Since @; ; is a random
element that is only used in Step 3.3, the probability that the final check passes
is negligible.

Similarly, when B -G returned by P; is different from B G, then there exists
i such that B; ; — B, ; is different from the j-th entry of e? “j2- In this case, AEJ-
is masked by the difference between B; ; — B; ; and the j-th entry of efjg times
®; ;. Since @; ; is a random element that is only used in Step 3.3, the probability
that the final check passes is negligible.

Now assume that @ = @ and B = B. If the j-th entries of (310)].727 . egL
are not all identicaL then there exists ¢ such that a; — a; is different from the
j-th entry of ef /i o- Following the same argument, the probability that the final
check passes is negligible.
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In summary, Hyb,, and Hyb,; are statistically close.

Hyb,5: In this hybrid, instead of sampling a, B, ®, S provides the shares of
corrupted parties to Fryple. This corresponds to the ideal world. Note that in
Hyb,,, when using the shares computed by S, we have the correct multiplication
relations as computed by Fple. Thus, Hyb, 5 and Hyb, , are identically distributed.

G.4 Communication Complexity of Iy,

Cost Analysis. We list the concrete cost of each step below. The cost of step 1
has taken the repetition into the consideration.

— Step 1.2: 6 - N - n - s elements of communication.

Step 1.3: 4- N - £ invocations of Fyyrt.

— Step 1.4: 10 - N - n - s elements of communication.

Step 2: 3 invocations of Fcoin to generate S\ + 1 random values, 1 invocation

of Fcommit for committing and opening.

Step 3.1: (A +n) - n elements of communication.

— Step 3.2: 1 invocation of Fcuin to generate A random values and 4\ - n + n?
elements of communication.

— Step 3.3: 1 invocation of Fcein to generate 2\ random values, 1 invocation of
Fcommit for committing and opening.

Improvements by using PRGs. We note that in our construction, we frequently
ask a party to distribute random sharings to other parties. For every pair of
parties (P;, P;), they may agree on a short PRG seed in advance and whenever
P; (or P;) needs to send a random value to P; (or P;), they can locally expand
the seed without any interaction. Applying this improvement, we obtain the
following concrete cost.

— Step 1.2: 3- N - n elements of communication.

— Step 1.3: 4- N - £ invocations of Fyut.

— Step 1.4: 10- N - (2¢ — 1) - s elements of communication.

— Step 2: 3 invocations of Fcein to generate 5\ + 1 random values, 1 invocation
of Fcommit for committing and opening the commitments.

— Step 3.1: No interaction.

— Step 3.2: 1 invocation of Fcoin to generate A random values and 4\ - n 4 n?
elements of communication.

— Step 3.3: 1 invocation of Fcein to generate 2\ random values, 1 invocation of
Fcommit for committing and opening the commitments.

Recall from Section B that we ignore the cost of Fcoin. Also, the cost of
Fommit to compute a commitment is n? - & bits and for the opening is n? elements
in Z, plus n?k bits. This sums up to 3Nn + 10N (2¢ — 1)s + 4An + 3n? elements
in Z, plus 2n%k bits, plus 4N/ invocations to Fmui.

We now count this in terms of A. Recall that in the context of ECDSA
signatures, \-¢ signatures are produced, and our goal is to achieve a communication
per party that is in the order of O()\), which is independent of ¢. Recall we
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take A = N/4 and N = 32(n + k), so n = (A\/8) — k. Incorporating this, the
communication per party (i.e. dividing by n) in number of elements from Z,
without including the calls to Fpy nor the bits from opening the commitment is
bounded by

10N (20 — 1
3N+M+2n+4)\+n
¢ A
<3(4>\)+10-(4)\)~2-S+3<8—m>+4>\
n

¢
<A <16.37 + 80:> — 3k

Recall that s = log, /,,(1/8) ~ log;_s,/,(1/8). With this, we can show that

% -8 < 1.04, which shows that the communication per party without considering
the calls to Fyur and the bits from opening the commitment is bounded by
99.57A—3k. Regarding Fmuit, let C(Fmuk, s) be the cost of one call to Fyyi: among
s parties. Hence, adding the cost of the calls to Fyy: and the missing bits from
the commitments to the previous computation, we obtain that the cost per party
in bits of IIyple is bounded by

4N
log(p) {99.57)\ —3k+ JC(]:Mmh s)]
n
+2 <;\ - /{) K
= log(p) [99.57/\ — 3K +

+2<;\—/@)/€

In particular, using the PCG-based instantiation from [25], discussed in Section B,
this costs 4s elements. Hence, the 4N/ invocations to Fuy: have an overall cost

16040

mc(}—Multy 5)]

ANYL - 4s = 16(Nls) = 16 - (4)) - £s = 64)\Ls.

After dividing by n, the cost per party becomes 64)\% < 66.56\. Hence, the total
cost of Fryple, accounting for the calls to Fu,ir and using PCGs, is bounded by

log(p) - (166.13)\ — 3K) + 2 (g - l€> K (7)

bits.

H Generation of Preprocessing Material

H.1 Description of Fpep
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,_[ Functionality 4: Fp, ]

Public Parameters: Let n be the number of parties, ¢ be the corruption
threshold, and (G, G, p) characterize an elliptic curve over Z4 generated by G,
of prime order p. Let n =t 4+ 2(£{ — 1) + 1.

— Upon receiving (init) from all parties, Fprep samples a <— Zp, ¢ < Zf” and
k « Zt,.

— Define z =0, 8=k ¢, and (r«,7y) =k -G

— Fprep Samples secret sharings [z]n,—1, (a), a - G, [@]n—¢, [a - Pln—r, [Px]e—1,
and [3],—1 and sends the appropriate share to each party as private output.

H.2 Instantiation of Fpep

We now provide the deails of the intuition given above. This is given in Protocol
Ipyep below.

,_[ Protocol 7: Ilpe, }

Public parameters: Let n be the number of parties, t be the corruption
threshold, and (G, G, p) characterize an elliptic curve generated by G, of prime
order p. Let n =t +2(¢ — 1) + 1. Let A € N be a public parameter.

Output: (a;), a; - G, [piln—es [a; - Djlns, [P modple—1, and
[B5] = [kj * ¢j]ln—1, for j € A, where k; - G = (n@, )

1. All parties invoke Fryple with the public parameter \ to obtain {a;), [¢;]n—e,
[aj - @5ln—e, [B5] = [kj *x }jln-1, aj - G, [kj - Gle—1, for j € [A].

2. For j € [)], all parties reconstruct [k; - GJ¢—1 towards P1 so that P1 obtains
k; - G in the clear.

3. Steps 3-8 are repeated x times. All parties invoke Fcoin to obtain public
random binary coefficients {v; }?:1 from Zs. Then, party Pi computes

E-g% Z?:l’)’j(kj - Q). Let (r,1y) “r.Ge Z? and (rﬁj),ry(j)) &f

ki -G € Z2, for j € [\.*
4. Party P; distributes the following shares to the rest of the parties:

. . A
- {([rﬁj) mod p]?i)l, [rij)]ﬁfi)l) } . using FpoubleModuli-
=

, A
— {[T)E])]qu)l} - USing T'DistShares -
— Shares of th]e intermediate values modulo g that appear in Eq. (3). This
is done using 7pistShares-

5. The parties reconstruct k - G from [k - G]&’?l = Z;:l v;lk; - G]Ezi)l. Then
the parties let (r,ry) = k- G.

6. Once all parties receive the inputs and outputs of each gate in the circuit
depicted in Fig. 1, they represent the correctness of the computation of the
circuit as m sets of quadratic constraints of the form A; = 0, B; = 0 and
C; =0, for i € [m], where A;, B; and C; are quadratic expressions on the
input and output wires of each gate in the circuit representation depicted in
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Fig. 1, as explained in Equation (3). Hence, all parties can locally compute
[Ai]20—2, [Bil2e—2, and [Cilas—2.
7. The parties call Fcoin to sample a;, 8i,v: € Zq and compute locally

m

;(Oxi [Ai]2e—2 + Bi[Bi]2e—2 ®)

+7:[Cil2e—2).

[Slae—2 &

Here, m is the number of +gc-gates in the circuit from Eq.(1), as explained
in the prior text.

8. The parties reconstruct S < [S]2¢—2 and check that S = 0. The parties
abort if this is not the case.

9. Preparing Random Packed Sharings of 0: All parties repeat the
following steps [A/(2¢ — 1)] times to prepare A random packed sharings of
0 among the parties.
(a) Each party P; shares a random packed sharing of 0, denoted by [o”)]n,l
(b) All parties agree on a Vandermonde matrix M of dimension (2¢—1) x n.
(¢) Al parties compute ([01]n—1,.-.,[020—1]n—1) = M

([o<1>]n,1, o [o<">]n,1).

10. Parties output (a;), a; - G, [¢5ln—s, [a; - @5lns, [r”) mod ples, [B;] =
[kj * (f)j}nfh and [Oj]n,1 fOI‘j D}

@ This only needs to be done once for the whole « iterations.

. (ri",r(y')) 0 (rlz),rﬁn) 2 (viﬂmﬁs’) ” (ri’”,ri’") e (19 9 g s;) s (rﬁ* SR 2;) et (ri* 1 1)) " (ri”,v‘y))

0 (00 s (2 9) ) e (1Y)

(rmy)

Fig. 1: Circuit to check the consistency in Ilpyep.

Theorem 6. The protocol Ipye, securely realizes Fprep i1 the (Fruple, FDoubleModulis FCoin ) -
hybrid.
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Proof. We define a simulator S that interacts with Fpye, and with the corrupt
parties. The simulator emulates internally a set of honest parties, and also
emulates the functionalities Frupie; FDoubleModuli ald Fcoin. There are two main
cases to distinguish. If P; is honest then most of the proof is straightforward,
and the challenging aspect is when P; is corrupt. Hence, we focus on this case
from now on.

For step 1 in Ilpep, S emulates Frypie by producing the tuple (a;), [¢;]n—s,
[aj - @jln—r, [Bj] = [kj x Pjln-1, a; - G, [k; - Gl¢—1, for j € [A]. Then S emulates
the reconstruction of [k; - G],—; towards Pp, as in step 2. For step 3, S emulates
Feoin as specified, which defines the circuit from Eq. (1).

In step 4, the simulator will receive the secrets {73((] )}/\ from P; as part of

j=1
the emulation of FpoubleModuli, and S distributes the required sharings

{ ([Tij) mod p]ézi)l’ [rij)]g@J })\

j=1

Note that at this point S knows if P; is attempting to cheat, as S knows the
k; - G. In this step S also emulates the procedure Tpisishares, and in the process

. A
S learns {[r(] )]Eq_)l} v along with degree-(¢£ — 1) shares of all the intermediate

values appearing in Eq.(3). Note that, once again, S can easily detect at this
point if the circuit from Eq.(1) fails.

In step 5, S emulates the reconstruction of k - G towards the corrupt par-
ties from [k - G}é’i)l = E;‘:l v;lk; - G}E’i)l. Step 6 is non-interactive. For steps
7-8, S emulates Fcoin and computes [S]as—2 as specified. We claim that the
probability that there exists one iy for which either A, ,, B;, or C;, is not
zero, and simultaneously S = 0, is negligible. To see this suppose w.l.o.g. that
A;, # 0, say A [jo] # 0, and yet S = 0. From Eq.(8), we can write oy, =

(Ai o))~ (* Dizio @iAiljo] + 22, BiBiljol + 32, 7iCi [jo). Since the left-hand
side is uniform in Zg,, and the right-hand side follows an independent distribution
from «;,, we conclude this can only be satisfied with negligible probability 1/q.

Note that this holds both in the real and ideal worlds, and hence the two
worlds are indistinguishable to the environment thus far. Furthermore, since
(in case of no abort) A; = 0, B; = 0 and C; = 0 for all i € [m], as explained
in Section 5.1 this implies that Eq. (2) holds and therefore the +gc gates are
computed correctly. In other words, the circuit from Eq. (1) holds. Let us write
the EC point given by the coordinates (rij), ry)) as k' - G. The fact that Eq. (1)

holds means can be translated into Z;‘zl v, - (kj-G) = Z?zl 7j - (K - G), which
implies

A A
S ki =Y vk 9)
j=1 j=1

Now, we claim this implies that for all j € [}\], the [rij )] ¢—1 distributed by

Py corresponds to the z-coordinate of [k; - G],—1. For the sake of contradiction
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suppose that there exists jo € [A] such that this is not true. In particular,
k;j, - G # Kk - G, and hence kj, # k' . Let ig € [¢] be such that k;,[io] # K] [io].
From Eq. (9) we see that

Vio = (Ko lio] — kjolio]) ™" | Y v - (kjlio] — K lio])
Jj#jo

As before, the LHS is uniformly random over Z, and independent of the RHS,
and hence this can only happen with negligible probability 1/p. We see then
that, indeed, the [13(? )] ¢—1 distributed by P; corresponds to the x-coordinate of
[kj - Gle—1. Therefore, the shares that the parties output in the ideal world follow
the same distribution as in the real one. For the case of the shares of 0, the
proof is similar to that of Theorem 5, which exploits the fact that Vandermonde
matrices are full rank. We omit this portion of the proof. ad

H.3 Communication Complexity of Ilpe,
The concrete cost of each step of the protocol is:

— Step 1: 1 invocation of Fryple.

— Step 2: A - n elements in Z,

— Step 3: k invocations of Fcein to obtain A random elements in Zs.

— Step 4.1: k invocations of FpoubleModuli t0 share A elements in Zf;.

— Step 4.2: 1 invocation of mpistshares to share A elements in Z,.

— Step 4.3: k invocation to TpistShares t0 share 2A — 2 in Z,,.

— Step 5: kn? elements in Z,.

— Step 7: k invocation of Fcein to sample 3A — 1 random elements in Z,
Step 8: kn? elements in Z,

Step 9: [3725] - n? elements in Z,.

Now let us compute the concrete communication complexity for Ilpr,. We
assume that log p &~ log ¢ which is standard in practice for ECDSA. As we saw in
Section G.4, the communication complexity per party of calling Frple is bounded

by log(p)- (97.45)\ — 2K+ Al/%)fﬁC(]:Muh, s)) +2 (% — k) k bits, where C'(Fuure, 5)

is the cost of one call to Fyyx among s parties. Note this assumes that A = 8(n+x).
Also, FpoubleModuli Nas a communication complexity of =~ log p - (10)\n + 1024n2)
bits, and distributing d elements using 7pjsishares Nas a complexity of log p- (dn+n2)
bits.

Organizing this all together and considering that n = (\/8) — &, the commu-
nication complexity per party for Ilp, is bounded by:

1604
A8 —k
+ k- (10X +1024n + (2A — 2) + 3n)

logp - [99.57\ — 3k + C(Fmule; 8) + A
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16)\¢
C(Fmuit; S)

=1 - [101. — _
ogp [O 57\ 3}14—)\/8_%

+ k- (12X +1027n — 2)
+n+ A n| +2 é—lﬁ K
20-1 8

Optimization. In the current specification of the protocol, we have that the
preparation of shares of 0 costs [A/(2¢ — 1)] - n?. However we can optimize the
communication by using PRGs. Specifically, each parties agrees on seeds with
the first n — ¢ parties and then send shares to the rest of the £ parties. At the
moment of generating the shares of zero, the parties expand the seeds to generate
n — ¢ shares, which in conjunction with the ¢ zero constraints determine the
remaining ¢ shares, which is the only thing the dealer must send. Therefore, the
communication complexity of generating shares of zero will be [A/(2¢ —1)] -n - L.
This gets rid of the extra factor of n in the last summand.

Including the above optimization, we have that the communication complexity
per party of Ilpp is bounded by the following number of bits:

bits.

160

mc(]’-Multas)

logp - (102.69)\ — 4k +

+ k- (140.37X\ — 1027k — 2))

—1—2(/8\—,‘€>K

Using PCGs for the multiplications, we have a complexity bounded by
logp - (169.25\ + & - (140.37TA — 1027k — 6))

(2 @

which is in particular independent of ¢, as desired. We point out that Ilp,
actually needs a batch of \- /¢ signatures, and we obtain the above communication
by dividing the total costs of IIp,,—which are for X - ¢ signatures—by A. Note
that the batch size X - £ is not an issue for Ilp., since this protocol is executed
in the offline phase, which is independent of both the key and the message.
Preprocessing for many signatures can be generated, and in the online phase only
£ simultaneous signatures are needed.

In Section I we discuss a more communication-efficient instantiation of I7pep
that avoids the £ x overhead, although it uses more heavy cryptographic machinery
(namely, SNARKS).
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I A More Efficient Check for Ilp,, using SNARKSs

The techniques presented in Section 5, although concretely efficient, suffer from
a multiplicative overhead of Xk, which may be too high in cases where n < k.
We remark that this is the only component of our entire threshold ECDSA
construction that suffers from such overhead, and we leave it as relevant future
work to remove this overhead while making use of simple information-theoretic
techniques as in our current construction. However, to illustrate that this overhead
is not precisely inherent, we do sketch in this section a solution that avoids this
extra factor, albeit it requires the use of SNARKS. These are inherently heavier
than the IT techniques as above, but due to the rapid progress in SNARK
implementations and optimizations, we suspect this approach can actually be
highly efficient in practice.

Let us begin by isolating the main limiting factor that leads to our kx
overhead. The “circuit” that must be proven is defined by Eq. (1). The right-hand
side has inputs (ry), ry)) for i € [A], and the goal is to prove that the output
equals the left-hand side (ry,ry). Our approach to checking this is to let the
dealer distribute sharings of all “intermediate values” in the circuit, and then
check that this is done correctly, which ultimately translates to the quadratic
constraints in Eq. (3). We use bits 71, ...,7x € Zs as the challenges as this way
the associated circuit has size proportional to A, but we only get 1/2 soundness
in exchange; this requires us to repeat x times, which is the root of the overhead.

Alternatively, one can choose larger coeflicients 71,...,vx € Zq in order to
obtain soundness 1/¢ in one go, but this increases the circuit size by log ¢x since
each scalar multiplication must be done via the double-and-add method, which
requires log g additions ultimately. The main overhead here comes from requiring
the dealer to distribute shares of all intermediate values. Our approach consists
of using SNARK-like techniques in order to.

Using a Generic SNARK. Counsider a uniform random string (expanded from
a small seed) parsed as 51 - G, ..., B\ - G which is given as setup. The parties

locally compute [c]p—1 = Zf‘zl [13((1)] ¢—1-(B; - G) and reconstruct this vector. Note
that c is a non-hiding version of Pedersen commitments and hence acts as a way
of binding the dealer to (ril), e ,ri’\)). Now, the dealer uses a SNARK to prove
the NP-relation consisting of all tuples

({3 i) (e (7 my))
——

witness statement

such that ¢ = Z;\ZI . (6; - G) and and Eq. (1) holds.

Succinctness implies that the size of the proof 7 is logarithmic in the size of the
circuit, which in our case is log ¢ - \. The dealer can send this proof to all parties
directly, each of which verifies locally. If the proof passes, soundness implies that
indeed there exists ({sf(i)}f‘zl, {syi) 2 ) such that ¢ = Zj‘zl st (8i - G) and

Eq. (1) holds. It is easy to prove that if there is at least one of the s{) that
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differs from the shared value [7')((“))] ¢—1, then the binding of the commitment
would be broken.

Note that, if we know what type of SNARK will be used, we may be able
to optimize this approach even further. For example, suppose that a SNARK
constructed by compiling the Poly-IOP model with a polynomial commitment
scheme is used. Depending on the polynomial commitment, we may be able to
perform some optimizations. For instance, if the scheme is KZG [21], then we can
let the parties compute a KZG-commitment to {73((2) }5‘:1 homomorphically, instead
of the Pedersen-like presented above. This way, the dealer has the starting point
for the associated Poly-IOP, and we do not involve any other extra commitment
schemes.

Another example where optimizations are possible is if we use an IOP-based
SNARK such as FRI [2]. We can let the dealer commit to the intermediate
circuit values using a Merkle hash as usual, but for the input wires we can let
the IOP be instantiated by the parties opening the queried items from the shares
({[’I"ii)][_l}?zl, {[r}(,i)]g_l}f‘zl). Since there will be a sublinear amount of queries,
the communication is not negatively impacted.

J Appendix for Section 6

J.1 Missing Proofs

Theorem 7 (Theorem 1, restated). Protocol Ilsign securely instantiates the
functionality Fecosa in the (Fprep )-hybrid model.

Proof. We sketch how the above protocol can be simulated by making a series of
changes through hybrid experiments.

— In the first hybrid experiment, d < Z, is sampled first, following which
a-G =pk—d-G and a = sk — d are set on behalf of Fpep. This hybrid
experiment is distributed identically to the real protocol, as the order in
which these values are defined is not visible to the distinguisher, and the
distribution of a is unchanged.

— In the second hybrid experiment, 3 < Z, is sampled first—implicitly by
first sampling each honest party’s share of 8 uniformly—and ¢ is defined
(component-wise) as 3/k. This change does not induce a change in the
distribution of any values either, and so this hybrid experiment is identical
to the last.

— In the third hybrid experiment, k and 7 (as relevant in Fp,p) and s (the
vector of signatures on messages m with nonces 7«) are computed within the
scope of a functionality Fecpsa. This is merely a syntactic change. Note that
s matches a/B3 as computed by Pj in the final step in the event that signing
is successful, as there is a unique s that comprises verifying signatures on m
with nonces r,.

— In the third and final hybrid experiment, « is defined to be the component-
wise product s - 3, where s comes from Fgcpsa. The honest parties’ shares
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of a are sampled uniformly conditioned on their reconstruction with corrupt
parties’ shares inducing . This hybrid experiment is distributed identically
to the last; [a],—1 is a uniformly random secret sharing of a in the previous
hybrid as [z],_1 is a uniformly random additive one-time pad.

In summary, the honest parties’ values in the adversary’s view in the protocol
consist only of their shares of d, o, and 3 as revealed during their respective
reconstructions, and each of these values are computed without touching honest
parties’ private inputs in the final hybrid experiment. The adversary’s view in
IIsign is therefore perfectly simulated in the Fprep hybrid model.

J.2 Communication Complexity of Ils;g,

The communication complexity per party for the protocol Ilsig, is bounded by

16\
logp . <10269>\ — 4Kk + mC(fMulta S)
+ k- (140.37A — 1027k — 2))
+ logp - \22\4 + 2\
Message independent  Message dependent
A

+2 i KK

—_————

Commitments
16\

= logp . <10669)\ — 4Kk + mC(FMuIt, S)

+ k- (140.37A — 1027k — 2)) +2 <2 - n> K,

where C'(Fmuit, ) is the cost of one call of Fyyu: among s parties. We discuss this
in Section H.3 in the Supplementary Material, where we also present potential
solutions for the x overhead based on SNARKs. However, as we show in Section L,
even with this factor we outperform prior works.

Using PCGs, the communication complexity is bounded by

logp - (173.25\ + &k - (140.37\ — 1027k — 6))
A 11
+ 2 (8 — /{) K (11)

K Signing under Multiple Keys

Our protocol can be easily extended to sign ¢ messages m = (my,...,my) under £
different secret keys sk = (sky, . .., sky). For our signing protocol we require the set
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of n signing parties to have packed shares [sk],—¢. This can be obtained from the
shares of the global N parties if they start with degree-t Shamir shares [sk; | ¢];
fori=1,...,¢, where [z | i]; is shorthand for Shamir shares where the secret is
in position —i. Note that, if e; is the ¢-dimensional vector with all Os except for 1
in the i-th position, then [e;]¢—1 - [sk; | ¢]; is a degree-(t + (£ — 1)) packed sharing
where the secrets has all Os, except for the i-th entry which is sk;. Hence, parties
can locally compute packed shares [skj;(y—1) = Zle[ei]g_l < [sks | 44

The changes with respect to our main protocol for one key are simple. For the

online phase, we need to use more than one mask a in order to hide all different
keys. This is reflected in the preprocessing in that we need to generate more such
masks. We discuss details below.

K.1 Preprocessing for Multiple Keys

The main change with respect to Fprep is that, instead of generating one (a),a- G,
we need to prepare [a],—¢ together with [a - G]y—1. These changes are reflected
in Functionality FprepManykeys Delow.

,_[ Functionality 5: FprepManyKeys }

Public Parameters: Let n be the number of parties, ¢ be the corruption
threshold, and (G, G, p) characterize an elliptic curve over Z, generated by G,
of prime order p. Let n =t 4+ 2(¢ — 1) + 1.

— Upon receiving (init) from all parties, FprepManykeys Samples a <— Zf,, b+ Zf,,
and k < Z5.

— Define z =0, B=kx ¢, and (r«,7) =k-G

— FprepManykeys samples secret sharings [z]n—1, [@]ln—¢, [@ - Gle—1, [P]n—¢, [@ *
®|n—r¢, [Px]e—1, and [B]n—1 and sends the appropriate shares to each party
as private output.

J

We note that our protocol /1l can be easily modified to achieve FprepManykeys

as follows.

1.

In Step 1.1, we change to prepare [A, ;],,—1 for all j € {1,..., A} in the same
way as that for [B, ;],—1 and [®, ;]n—1.

In Step 1.2.(a), we change to prepare [AJ-,,L]E/N_U/2 in the same way as Step
1.2.(b) for [Bj,*]E/N_l)/2 and [éjv*]z/l\’—l)/?'

In Step 1.3, [C; ] %_; is computed by multiplying [Aj7*]E/N_1)/2 and [45]'7*]2/]\,_1)/2.
Step 1.4, Step 2, and Step 3.1 remain unchanged.

In Step 3.2, [A,; - G]e—1 is prepared (and checked) in the same way as that
for [B,,; - G]e—1. Note that [A, ; - G]¢—1 and [B, ; - G]¢—1 can be checked
together by generating 2\ random values using one invocation of Fcoin.

In Step 3.3, we change to compute [C, ;- Gln_1 = [As; - Glo—1 - [Prj]n_t,
which is the same as that for computing [D, j-Gln—1 = [By.j-Gle—1- [P jln—s-
Then the rest of steps remain unchanged.
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The cost of the new protocol for Fprepmanykeys remains the same as the original
HTup|e~

K.2 Online Phase for Multiple Keys

The changes with respect to Protocol Ilsig, are the following. First, in step 1 of
the message-independent phase we mask and open using packed secret-sharing
instead of additive secret-sharing. In step 2, P; sends back shares of the masked
vector d, instead of sending it in the clear. Checking consistency is slightly
more involved than in the single-key case, since the parties do not have d in
the clear. However, we assume they do have all the public keys pk in the clear,
which enables the following generalization of the single-key check: Parties locally
compute [pk]s—1 — [a@ - G]¢—1, which should be degree-(¢ — 1) sharings of d - G.
Since the parties have received [d],—; from Py, they can locally compute [d-GJ,—1
and compare it against the shares computed above. Note that degree-(¢ — 1)
sharings are deterministic, which is what enables this check.

Now, in step 4 a crucial difference is that the parties obtain degree-(n — 1)
sharings of [sk x ¢],,—1, instead of degree-(n — ¢) sharings as in IIsig,. This causes
trouble later in step 2 of the online phase, where these sharings must be multiplied
by degree-(¢ — 1) sharings. To address this we can perform degree reduction, which
converts sharings from degree n — 1 to sharings of degree n — £. At a high level,
this works by having the parties sample sharings of random values of both degree
n — 1 and n — £, mask the desired high-degree sharings with these random values,
open this towards one party, and then “undo the mask” using the low degree. We
refer the reader to [13, 16, 17] for details.

The protocol is described as Protocol Ilsignmanykeys below.

,_[ Protocol 8: Ilsignmanykeys ]

Key Shares. Parties start with Shamir shares [sk]n,g7 where sk = (ski, . .., ske).

Generate Nonces. Parties invoke FprepManykeys t0 obtain  [z]n—1,
laln—t;[@ - Gle—1,[@ln—r,[@ * Bln—r,[B = k * ¢ln—1, and [ry]e—1, where

(ry[i], ) & k] - G, for all i € [£].

Message-independent phase. Computation of [sk x ¢],—¢:

1. The parties locally compute [d],—¢ def [skln—¢ — [@]n—c¢-

2. Parties send their shares of [d],,—¢ to P1 who reconstructs d, and then sends
shares [d]¢—1.

3. Parties check consistency by computing locally [pkl.—1 — a - G, and also
[d- Gle—1 = [d]¢—1 - G. Each party checks their resulting shares in both
cases are the same, and aborts if this is not the case.

4. The parties locally compute the following;:

[sk - @Pln—1 = [d]e-1 - [Pln—t + [a- Pln—r (12)
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5. Parties perform degree reduction (see cf. [13, 16, 17]) to convert [sk - ¢]n—1
into [sk - @]n—e.

Online phase. To sign a vector of messages m, the parties proceed as follows.

1. Each party derives its share of a canonical [SHA(m)],—1.
2. The parties locally compute

[n-1 % [2]n_1 + [SHA(M)]e—1 * [@]n_¢

13
-|-[’I"X]z_1*[sk‘d)]n_z. ( )

3. Let R be the intended receiver of the signatures. Each party sends its shares
of & and B to R, who then interpolates them to obtain a and 3 respectively,
and computes the vector of putative signatures s = a¢/3. R outputs (ry, s)
if it is a vector of valid ECDSA signatures, and aborts if not.

L Comparison with [12]

In this section, we compare the communication of our protocol with that of [12],
which we refer to as DKLs23. Their protocol is set in the standard ¢ + 1-party
setting, and their communication complexity grows with the number of signatures.
In both cases, we consider an instantiation of Fy, using PCGs. We present in
Table 1 the total communication (across all parties) of the offline and online
phases of our protocol to sign ¢ messages, and compare them with these from [12].
We present the results for different values of ¢ and ¢, which implicitly define the
number of parties n in our protocol as n = ¢+ 2(¢ — 1)+ 1. In contrast, [12] needs
less parties, namely ¢ + 1.

We see that, when it comes to the online phase, our protocol always involves
less communication, with factors increasing drastically already for very small
combinations of ¢ and ¢. For example, for ¢ = 10, adding 3 parties to our protocol
leads to 1.69% less communication for signing 2 messages. For ¢ = 50, adding
11 parties leads to 5x improvements, and for ¢ = 100 adding 21 parties leads
to 9x less communication. Although unusual in practical settings, as means of
exploration we analyze the case when ¢ is very large. For ¢t = 400, we see that
adding 20% more parties (81) leads to our protocol being 34x lighter, and adding
a bit over 300 parties leads to almost 90x reduction in communication.

Naturally, the more parties are added, the bigger the improvement is, like
for t = 100 where adding 81 parties leads to > 20x improvements for signing 41
messages. That said, when so many parties are added the benefits in communi-
cation may be reduced due to the fact that our protocol would use many more
parties than DKLs23. We believe that when not so many parties are added, that
is, when £ is small relative to ¢, our protocol has the most potential of practically
outperforming DKLs23, but even for larger ¢ this potential still exists.

In terms of the offline phase, our protocol is far more complex than DKLs23 in
order to allow for the packed signing, and therefore its offline phase is not always
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Offline phase (KB) Online phase (KB)

t £ n
Ours DKLs23 [12] Ours DKLs23 [12]
2 13 794.57 131.65 (x0.17) 0.83 1.41 (x1.69)
10 3 15 984.47 197.47 (x0.20) 0.96 2.11 (x2.20)
5 19 1400.95 320.12 (x0.23) 1.22 3.52 (x2.89)
3 30 2737.30 1103.23 (x0.40) 1.92 4.99 (x2.60)
25 7 38 3833.26 2574.21 (x0.67) 2.43 11.65 (x4.79)
11 46 5000.90 4045.18 (x0.81) 2.94 18.30 (x6.22)
6 61 7324.12 8489.66 (x1.16) 3.90 19.58 (x5.02)
50 13 75 9599.35 18394.27 (x1.92) 4.80 42.43 (x8.84)
21 91 12282.55 29713.82 (x2.42) 5.82 68.54 (x11.77)
8 90 12112.84 25137.15 (x2.08) 5.76 38.91 (x6.76)
75 19 112 15893.48 59700.74 (x3.76) 7.17 92.42 (x12.89)
31 136 20101.30 97406.46 (x4.85) 8.70 150.78 (x17.32)
11 121 17463.17 61042.78 (x3.50) 7.74 71.10 (x9.18)
100 26 151 22761.29 144282.94 (x6.34) 9.66 168.06 (x17.39)
41 181 28129.05 227523.10 (x8.09) 11.58 265.02 (x22.88)
21 241 38984.28 461541.02 (x11.84) 15.42 270.14 (x17.51)
200 51 301 49928.92 1120885.34 (x22.45) 19.26 656.06 (x34.06)
81 361 60922.83 1780229.66 (x29.22) 23.10 1041.98 (x45.10)
41 481 82990.38 3586505.50 (x43.22) 30.78 1052.22 (x34.18)
400 101 601 105114.48 8835050.14 (x84.05) 38.46 2592.06 (x67.39)
161 721 127268.37 14083594.78 (x110) 46.14 4131.90 (x89.54)

Table 1: Total communication (across all parties) to sign ¢ elements using our
protocol vs. [12] instantiating Fuue using PCGs. Various combinations of ¢
and ¢ are displayed, and reported values are in kilobytes. Our protocol uses
n=1t+2(¢—1) + 1 parties while [12] uses t + 1. We use x = 40.

better. However, the regime where DKLs23 outperform us is rather reduced.
Specifically, only if ¢ is very small our offline phase has more communication than
DKLs23, like ¢ < 30. Furthermore, this gap is not too big. For larger ¢ our offline
phase not only matches that of DKLs23, but it actually outperforms it rather
quickly. We remark however that our offline phase has about 24 rounds, which
in large distributed settings may constitute a more noticeable bottleneck than
communication itself. Nevertheless, since the offline phase is executed once and
possibly “overnight” before the message are known, one can reasonably expect
this price to be quickly offset by the benefits in the online phase.

Finally, we also present in Fig. 2 a more visual representation of the im-
provement factor of our offline and online phases with respect to DKLs23. These
graphs put into perspective the regime for ¢ and n for which our protocol is
better. For the offline phase, note that for any ¢ we do not need to add too
many parties until our offline phase matches that of DKLs23, as shown by the
contour line corresponding to the ratio = 1. For the online phase we note that
the improvement ratios quickly go up as we add more parties.

o7



Jotal communication improvement using PCGs - Online
R L

2
11.

96 -
90-
84-
78
72-
66—
60-
54-
8-
-
36-
30-
2a-
fr
1

n
EENWWEENS OB

Fig. 2: Improvement factor of the offline (left) and online (right) phases compared
to DKLs23 [12]. We are comparing our work with DKLs23 using pre-signing,
which means that their work uses the first two rounds as the preprocessing.

List of Functionalities, Protocols and Procedures

Functionalities
Functionality ©1: FECDSA « « « v o v e et e e e e et et e 15
Functionality 2: FDoubleModuli « « - «  « =« =« o« e m e eemee e et 24
Functionality 3: Fruple « -« v v 30
Functionality 4: Fprep .-« v cvvvvninee i 46
Functionality 5: FprepManyKeys « « « « «« v v v vvvvmnneeeeeiiiiaaaa. .. 54
Protocols
Protocol 1: Hsign - .o oo oo oo 15
Protocol 5: IIpoubleModuli « -« « =« = = o v e e e e e e e e 27
Protocol 6: IITuple « « « v oo v 32
Protocol 7: Ilprep . o oo vvv e 46
Protocol 8: IlsignManyKeys « -« « v eemeeiiiae e 59
Procedures
Procedure 2: mDistShares « « « « « « v« v v v et e 22
Procedure 3: MRangeSlack « « -« v oo v e et et 25
Procedure 4: MRangeSOS -+« « v v ve e et et 26

o8



	L for the Price of One: On the Benefits of Using more than t+1 Parties in Threshold Signing

