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Abstract. Quantum computers pose a critical threat to blockchains
that rely on ECDSA, such as Bitcoin and Ethereum, due to public key
exposure and lack of post-quantum protections. Existing proposals for
migrating to quantum-secure signatures, including hybrid constructions
and zero knowledge key updates, often require address changes or fail to
secure inactive accounts.

In this work, we show that EdDSA-based blockchains like Sui, Solana,
Near, and others offer a structural advantage: their keys are determin-
istically derived from a seed according to RFC 8032, allowing users to
prove ownership through zero knowledge without revealing elliptic curve
secrets or changing addresses.

Our core contribution is a post-quantum secure protocol that uses the
EdDSA seed as a witness in a zero knowledge proof to authorize new
quantum-safe signatures. This construction supports seamless migration,
even for users with publicly exposed keys, and preserves backward com-
patibility. We formalize a security model for post quantum ready signa-
tures defined to support dual-mode security and backward compatibility
and then we prove the security of our core construction via a game-based
argument.

Finally, we provide an implementation to validate the feasibility of our
approach. Our proof of concept implementation shows a practical system
and enables a seamless transition, with current benchmarks showing a
proving time of 6.2 seconds, a verification time of 2.3 seconds, and a
proof size of 5.4 MB using the Ligetron zkVM.

1 Introduction

Quantum computers, once scaled to sufficient qubit depth and fidelity, will un-
dermine the security assumptions behind nearly all public-key cryptography de-
ployed in today’s blockchains. The Elliptic Curve Digital Signature Algorithm
(ECDSA) [19], which secures Bitcoin, Ethereum, and many other major net-
works, is particularly vulnerable: Shor’s algorithm can compute private keys
from on-chain public keys in polynomial time [30]. The resulting break is not
merely theoretical; it directly translates into the ability to forge signatures and
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seize funds, even from historical or dormant accounts. This vulnerability ex-
tends to accounts whose owners have lost their private keys, making these funds
potential targets for future quantum adversaries.

The need for post-quantum preparedness is driven not only by cryptographic
forecasts. Increasingly, regulatory bodies and national security agencies are es-
tablishing timelines and requirements that demand forward planning. NIST’s
post-quantum cryptography (PQC) migration guidance recommends that sys-
tems managing long-lived secrets begin transitioning by 2030, and mandates
full migration for embedded and national security systems by 2035 [23]. Similar
guidance is emerging from ETSI, CNSA 2.0, and central banks. These roadmaps
indicate that post-quantum readiness will soon become a compliance require-
ment for both public blockchains and the surrounding custodial infrastructure.

1.1 Problem Definition: Backward-Compatible Quantum Safety

Large account holders, custody providers, and smart contracts often manage as-
sets that cannot be moved without prohibitive cost or loss of functionality. Some
tokens are locked in hash time-locked contracts (HTLCs) [26], while others re-
side in on-chain vaults whose logic assumes fixed, immutable addresses. Many
accounts are also inaccessible due to lost credentials or the death of holders,
with no key handover to heirs—making these funds potential targets for future
quantum adversaries. In Ethereum, especially with ERC-721 NFTs [12], asset-
to-address mappings are often implemented using large on-chain hash maps. Up-
dating such addresses is non-trivial and may require per-asset transfers, adding
rigidity, cost, and risk to long-term token custody.

In light of these challenges, the ideal blockchain post-quantum upgrade path
must: (i) preserve existing addresses, (ii) work even when the public key has
already been revealed, (iii) protect sleeping addresses, i.e. accounts inactive for
long periods and possibly no longer controllable by their owners, and (iv) cover
all users regardless of whether they used mnemonics or random generators for
account creation. Our goal is thus a backward-compatible cryptographic mech-
anism that enables making future signatures quantum-safe through a validator
update, without asset transfers or address rotation.

1.2 Blockchain Migration Strategies and the Problem of ECDSA

Several migration strategies have been proposed to make classical blockchains
post-quantum ready, including hybrid signature constructions, account abstrac-
tion techniques, and zero-knowledge (ZK) delegation models built over HD wal-
let structures [34,5,22,15]. Yet, these approaches depend heavily on assumptions
about key management practices that are not guaranteed to hold across users,
wallets, or institutions.

We classify existing transition strategies into four families:

1. Hybrid Signatures: Attach a quantum-safe signature (e.g., Dilithium [9])
alongside legacy “prePQ” signature during key generation, for instance us-
ing a simple left (prePQ)/right (PQ) Merkle tree structure. This approach
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requires a system-wide update by validators or miners to enforce acceptance
of PQ signatures exclusively.

2. Smart-Contract Guardianship: In this model, funds are controlled by
a contract or multisig wallet [28] that includes a PQ key as one of the au-
thorized signers. The contract may require joint authorization from both a
legacy and a PQ key, or gradually shift control to the PQ key alone. Such wal-
lets may also support updates to the public key or approval logic; however,
the recent $1.4B Bybit/Safe Wallet hack showed that even user interface
updates must be handled with extreme caution [29].

3. Mnemonic-Based ZK Delegation: Users prove knowledge of a mnemonic
seed (e.g., BIP-39 [24]) using a post-quantum NIZK (PQ-NIZK) [5]. This
approach assumes the existence of a mnemonic, which is not always the
case, for example, custodians and Hardware Security Module (HSM)-based
wallets do not necessarily rely on mnemonic seeds. Moreover, as we show
in this paper, mnemonic-based PQ wrapping does not integrate well with
ECDSA-based BIP32 [33] hierarchical key derivation.

4. Protocol Fork & Redeployment: This strategy entails a hard fork or
system-wide upgrade where the chain discontinues legacy signatures and
adopts PQ-only cryptography (e.g., switching from ECDSA to Falcon [13]).
New addresses and keys must be created under the new scheme, and as-
sets are migrated via explicit transactions. While this offers a clean break
and strong forward security, it requires broad coordination and active user
participation to move funds.

Out of the above four strategies, mnemonic-based zero-knowledge delega-
tion seems to offer the most clean backward-compatible and non-disruptive
path forward. Unlike hybrid signatures or protocol forks, which require system-
wide upgrades/forks and active user participation, and unlike smart-contract
guardianship, which imposes logic and UI complexity on users and custodians,
the mnemonic-based approach can seamlessly upgrade accounts without address
changes, asset transfers, or protocol forks. Crucially, it enables post-quantum
migration even for dormant or locked accounts—provided that the account keys
were derived from a structured, reusable seed.

The problem of ECDSA. ECDSA is the most widely used signature scheme
in blockchains, securing Bitcoin, Ethereum, and most EVM-compatible chains,
so it is important to assess its compatibility with post-quantum migration tech-
niques such as PQ-NIZKs. A core limitation of ECDSA-based chains is the ab-
sence of standardized, deterministic key derivation from a uniformly random
seed. Although RFC 6979 [27] specifies deterministic nonce generation to mit-
igate malleability and side-channel attacks, it does not constrain private key
generation. This method also cannot be applied retroactively to legacy wallets.
In practice, ECDSA keys are usually sampled uniformly at random and stored
as opaque scalars, which complicates the design of ZK migration protocols.

In PQ-NIZK migration schemes, the prover must present a witness, typically
a hash preimage or seed, that deterministically and quantum-resiliently maps
to the signing key or account. In ECDSA-based systems, such a seed may not
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exist. Even if the user holds the private key, it may be impossible to supply a
cryptographically meaningful witness that is reusable across devices, recovery
setups, or proof systems. Furthermore, the private key itself becomes vulnerable
once its corresponding public key is exposed to a quantum adversary. Without
a deterministic function mapping a seed to the private key, statements such as:

Prove(pk) ∼= ∃ seed : Hash(seed) = sk ∧ pk = sk ·G ,

are not well-defined, because there is no standardized or expected structure
binding the seed to the elliptic curve private key.

On the positive side, some wallets use HD key derivation (e.g., BIP-32 [7],
BIP-39 [24]) to generate multiple ECDSA keys from a shared mnemonic. In such
cases, the mnemonic could serve as a PQ-NIZK witness. However, this setup in-
troduces domain separation issues: the same seed underlies multiple accounts
and derivation paths, complicating zero-knowledge design and increasing cross-
account leakage risk. We also show that BIP-32 derivation cannot achieve quan-
tum safety without modifying the BIP-32 standard. This inconsistency, com-
bined with chain-specific HD path identifiers, renders mnemonic-based proofs
incomplete and non-composable across the broader ecosystem.

It is worth noting that Bitcoin’s Pay-to-Public-Key-Hash (P2PKH) addresses
provide a form of quantum readiness by hiding public keys behind a hash until
first use. However, this approach merely delays exposure rather than enabling
post-quantum migration, and importantly, does not apply to reusable public key
systems where the same public key is used across multiple transactions [11]. Even
non-BTC chains like Ethereum exhibit P2PKH-like behavior when public keys
are reused, and offchain signing with public keys (e.g., for proof-of-solvency) ex-
poses keys to quantum threats [8]. Once a public key is revealed, P2PKH offers no
protection against future quantum attacks. In contrast, EdDSA’s deterministic
seed-based derivation enables zero-knowledge authorization of a post-quantum
key under the same account/address, even after the EdDSA public key has been
exposed. This key difference allows EdDSA-based chains to support seamless mi-
gration to post-quantum signatures without address changes, even for accounts
that have already signed transactions and exposed their public keys.

1.3 Our Contributions

This work presents a migration mechanism for EdDSA-based blockchains [4] that
enables post-quantum secure authentication while preserving backward compat-
ibility. Our contributions are fourfold:

(i) Observation: EdDSA’s deterministic seed-based key derivation (per RFC
8032 [20]) enables PQ-ready migration through ZK proofs, in contrast to
ECDSA-based chains which lack this structural property.

(ii) Formalization: We formalize a dual-mode signature (DMS) security no-
tion that captures the ability of a signature scheme to operate in both clas-
sical and post-quantum modes while sharing the same verification key. We
define EUF-CMA-1 and EUF-CMA-2 security games for both modes.
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(iii) Concrete Protocol: We construct a concrete post-quantum secure proto-
col for EdDSA chains that uses the EdDSA seed as a witness in a PQ-NIZK
to authorize new quantum-safe signatures. The protocol preserves existing
addresses and works even when public keys have been exposed.

(iv) Implementation: Our scheme can be implemented using any PQ-NIZK
such as STARKs [3], Ligero-style proof systems [1], etc. We provide a proof-
of-concept implementation using the Ligetron zkVM [32,21], showing practi-
cal feasibility with benchmarks showing 6.2 seconds proving time, 2.3 seconds
verification time, and 5.4 MB proof size.

Our proposed migration mechanism is specifically designed for EdDSA-based
blockchains (e.g., Sui, Solana, Near), and is not a general-purpose alternative sig-
nature algorithm. Our approach leverages the structural properties of EdDSA’s
key derivation to enable seamless post-quantum transitions. Finally, we note that
our results apply beyond blockchain, and can be valuable in the design of post-
quantum migration mechanisms in broader cryptographic ecosystems such as
messaging platforms, secure enclave devices, and long-lived identity credentials.

2 The Overlooked Advantage of EdDSA-Based Chains

In contrast to ECDSA-based systems, several modern blockchains, including
Sui, Solana, and Near, employ EdDSA (typically Ed25519) for account authen-
tication. These systems benefit from an underutilized cryptographic structure:
EdDSA, as defined in RFC 8032 [20], derives its signing key deterministically
from a short, uniformly random seed. This process applies a sequence of hash
computations over the seed to derive both the scalar and nonce used in signing,
yielding a structured key hierarchy grounded in hash-based commitments.

Formally, let seed ∈ {0, 1}256 be the user’s secret. Then:

sk := HashToScalar(SHA-512(seed)[: 32]) , pk := sk ·G ,

where ·G is scalar multiplication over the base point of the elliptic curve and
[: 32] denotes the 32-byte prefix of the hash output.

Assuming SHA512 remains secure against quantum adversaries, this deter-
ministic key derivation enables capabilities that ECDSA lacks. In particular,
seed can act as a witness in a zero-knowledge proof system, allowing users to
prove knowledge of a valid EdDSA keypair without revealing the keypair or any
elliptic curve material. This property facilitates building a quantum-safe authen-
tication model using zk-STARKs, which provide quantum-resistant soundness
and require no trusted setup [3]. Figure 1 illustrates the key structural differ-
ence: ECDSA keys are sampled without structure, whereas EdDSA keys are
deterministically derived from a seed that can serve as a reusable witness in
zero-knowledge-based post-quantum migration.

Mnemonics and HD Wallets. In practice, both ECDSA and EdDSA ecosys-
tems commonly rely on mnemonic-based wallets that follow the BIP-39 stan-
dard [25]. A human-readable mnemonic phrase is converted into a 512-bit seed
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Fig. 1: Comparison of key derivation in ECDSA (left) vs. EdDSA (right). In
ECDSA, the private scalar is sampled directly from an RNG function and lacks
any hash structure, making it hard to retroactively prove control or derive PQ
keys. In contrast, EdDSA deterministically derives private scalars from a com-
pact seed, which acts as the private key itself, which can be reused in zero-
knowledge proofs to authorize post-quantum transitions.

via 2048 iterations of PBKDF2-HMAC-SHA512. From this seed, hierarchical
deterministic (HD) key derivation schemes, such as BIP-32 [33] for ECDSA or
SLIP-0010 [18] for EdDSA, generate trees of child private keys using structured
derivation paths (e.g., m/44’/60’/0’/0/0).

For ECDSA-based systems (e.g., Bitcoin, Ethereum), BIP-32 produces a mas-
ter scalar and chain code. Hardened child keys are recursively derived by applying
HMAC over the parent’s private scalar (Step 4 in Figure 2), resulting in opaque
private keys used directly in signing5. This inheritance model tightly couples pri-
vate key material across generations, leaving no reusable cryptographic structure
to serve as a post-quantum witness. If even a single scalar is exposed, such as
through quantum signature recovery, the integrity of the entire derivation path
is compromised. Attempts to build zero-knowledge proofs over such secrets fail
because the witness (hash parent scalar d) may already be leaked or unprovable.

By contrast, EdDSA-based systems (e.g., Sui, Solana, Near) commonly follow
SLIP-0010, which derives a 256-bit master seed from the same mnemonic; this
is because in EdDSA the seed is considered the private key and not the private
scalar. Each child key is itself a new seed, deterministically derived via HMAC
from the parent seed (Step 7), and the corresponding signing scalar is obtained by
hashing that seed (Step 6). This clean separation ensures that the seed remains
the root identity and is never exposed in signing operations. Because seeds are
preserved across levels and not used directly, SLIP-0010 is technically a pure
hash-chain of non-scalars and supports structured, reusable witnesses for ZK
proofs and is inherently more compatible with post-quantum transition schemes.

5 While we focus on hardened keys, a key advantage of SLIP-0010 is its use of hardened
derivation exclusively. In contrast, BIP-32 supports soft keys, enabling child public
keys to be derived from parent public keys. Though convenient for watch-only wal-
lets, this is unsafe in quantum threat models: if the parent scalar is ever recovered,
a quantum adversary can reconstruct the entire descendant key chain. SLIP-0010
avoids this risk by design, since hardened derivation prevents child keys from being
computed using public data, eliminating this attack surface.



Post-Quantum Readiness in EdDSA Chains 7

Fig. 2: Key derivation from BIP-39
mnemonics in ECDSA (left) and Ed-
DSA (right). ECDSA-based derivations
use BIP-32 to generate scalars directly
used as private keys, which hinders
structure preservation and complicates
PQ migration. EdDSA (e.g., via SLIP-
0010) maintains seed structure across
levels: each child key is itself a seed, en-
abling deterministic signing, ZK proofs
of possession, and post-quantum com-
patibility.

To summarize: while HD wal-
lets enhance usability and scalability
by enabling a single mnemonic seed
to manage multiple identities (e.g.,
across chains, applications, or permis-
sion levels), they also introduce sig-
nificant risks for post-quantum migra-
tion. In BIP-32–based systems, a sin-
gle compromised scalar can jeopardize
the entire key hierarchy6. Moreover,
many architectures rely on a par-
ent entity provisioning keys to child
entities recursively, further amplify-
ing the blast radius of a scalar leak.
This makes domain separation impor-
tant; poorly isolated or reused deriva-
tion paths heighten the risk of cross-
account leakage and key correlation.

A key insight of our work is that
in BIP-32, if a parent’s private scalar
is exposed to a quantum adversary,
all descendant keys become compro-
mised. In contrast, SLIP-0010 pre-
serves forward secrecy: child keys re-
main safe even if the parent’s Ed-
DSA scalar is revealed, as each is
derived independently from a non-
signing seed. As a result, blockchains
like Sui and Solana, which use Ed-
DSA and SLIP-0010, have structural
advantages for post-quantum tran-
sitions. Unfortunately, as discussed
at the end of Section 1.2, ecosys-
tems like Bitcoin and Ethereum lack
a backward-compatible post-quantum
path that would offer comparable
guarantees (i.e. even after a public key
is revealed).

6 Some wallets partially mitigate risk by avoiding parent key exposure, signing only
with leaf-level child keys. This keeps intermediate BIP-32 keys undisclosed and re-
duces the impact of parent scalar leakage. However, this is not a universal practice.
Enterprise key management systems, cold wallets, and protocols requiring offline
signatures, such as proof-of-solvency, may still sign with non-leaf keys or reveal in-
termediate public keys. As a result, BIP-32’s structural coupling between ancestor
and descendant keys remains a significant vulnerability under quantum threats.
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3 PQ Signing for EdDSA

The deterministic structure of EdDSA key generation provides a powerful foun-
dation for enabling post-quantum authentication. Because the EdDSA private
scalar is derived directly via a single SHA-512 hash over the seed (as described
above), it allows us to define a succinct PQ-NIZK-friendly relation, such as the
following strawman solution:

Rrand = { (pk,msg, hx) | ∃ seed, rx such that

pk = HashToScalar(SHA-512(seed)[: 32]) ·G
∧ hx = Hash(msg, seed, rx) }

(1)

In the relation Rrand, both seed and rx are part of the witness (private
input). The value rx is randomly sampled by the prover during proof generation
to ensure that hx = Hash(msg, seed, rx) appears uniformly random and does not
leak information about seed.

Or a deterministic version7:

Rdet = { (pk,msg, hx) | ∃ seed such that

pk = HashToScalar(SHA-512(seed)[: 32]) ·G
∧ hx = Hash(msg, seed) }

(2)

By using seed (along with a randomly sampled rx) as the private witness in
the proof, the user can authorize a post-quantum transition (e.g., key rotation,
delegation, or migration) while retaining their on-chain identity. This supports
stealth-compatible upgrades, particularly valuable for dormant or non-custodial
accounts, and does not require new addresses or on-chain curve data. However,
contracts or components performing signature verification may require updates
to accept Mode 2 signatures.

One-Time Proof Certification. In the most common deployment scenario,
one sets the message msg to be a PQ secure signature public key pqpk, such as
that of Dilithium, or Falcon. After this one-time “certification” via a PQ-NIZK,
subsequent signatures can use the standard PQ signature scheme with public
key pqpk with the one-time proof serving as a certification of transfer.

Indeed, the large size of the proof (∼5.4 MB) is less of a concern because once
it is attested on-chain, it can be reused across all future transactions. This one-
time proof generation is applicable when the post-quantum public key (pqpk)
is intended to be permanent following migration. Importantly, this regeneration
would not be per-transaction because the relation in Equation (1) allows the
pqpk to be directly bound to the legacy key rather than to individual messages.

If a deployment later finds the chosen Post-Quantum (PQ) scheme to be
insecure, they would need to replace the pqpk and re-generate the proof. How-
ever, this regeneration would still not be per-transaction, as the relation allows
binding the new pqpk directly to the legacy EdDSA key. We discuss how this

7 We note that the deterministic version is similar in spirit to Ziggy discussed below.
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one-time proof reuse affects the security analysis in Section 4 and the full version
[2].

Migration Requirements. While our protocol preserves addresses and does
not require asset transfers, the following components require updates to accept
and verify Mode 2 signatures:

Validators/miners: Must be updated to accept and verify Mode 2 signatures
(PQ-NIZK proofs) in addition to Mode 1 (classical EdDSA) signatures

Smart contracts: Contracts that perform signature verification must be up-
dated to include verification logic for Mode 2 signatures. This may require
redeployment of affected contracts

Wallet software: Must be updated to generate Mode 2 signatures when post-
quantum mode is activated

In contrast, account addresses and account structures do not require any
changes and remain fully backward compatible.

A key advantage of our approach is that these updates can be performed
gradually to minimize disruption: validators can accept both Mode 1 and Mode
2 signatures during a transition period, and users can migrate at their own pace.
Once the transition is complete, validators can reject Mode 1 signatures, forcing
all users to use Mode 2.

It is important to clarify that public key exposure does not necessarily com-
promise future security in deterministic key derivation settings. While a quantum
adversary may eventually recover the elliptic curve private key sk from a publicly
known pk using Shor’s algorithm, the seed used to deterministically derive sk re-
mains computationally hidden. As mentioned, for EdDSA systems compliant
with RFC 8032, the private scalar is derived as:

sk = HashToScalar(SHA-512(seed)[: 32])

Given this structure, recovering seed from sk requires inverting a crypto-
graphic hash function, a task that remains infeasible even in the presence of
quantum adversaries under standard pre-image resistance assumptions8. In par-
ticular, it means SHA-512 offers roughly 256 bits of preimage resistance. Thus,
even if legacy signatures are quantum-vulnerable, chains that keep the seed se-
cret can still securely migrate to a post-quantum model. This observation is
important: it enables retroactive transition paths where users may have signed
with legacy EdDSA keys, yet retain the ability to prove knowledge of seed in a
PQ-NIZK-based protocol, without revealing sk or altering their on-chain address.

From the strawman version, our actual framework extends to Ziggy, a hash-
based STARK-friendly signature proposed by StarkWare [31] where a random
seed itself can serve as the witness (pretty much like proving the pre-image of an
HMAC) in the same STARK proof of key ownership that we build for EdDSA.
Intuitively, we prove that “I know a 256-bit seed that deterministically yields the
EdDSA private key, then its corresponding public key, then the ledger address

8 The currently known best quantum algorithm for inverting hashes remains Grover’s
algorithm, which only offers a quadratic speed up, instead of an exponential one.
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(which is what the blockchain sees), and finally a valid Ziggy quantum-safe
signature on the transaction message”. This reinforces our thesis that canonical
seed-to-key derivation should be considered as a first-class primitive in future
signature standards, whether classical or post-quantum.

We also observe that the same framework acts as a hedge for future-proofing
against quantum or classical attacks against currently assumed quantum-secure
mathematical objects, such as lattices. If in the future, algorithmic advancements
break lattice assumptions, the same method of proof of knowledge of underlying
seed would enable rotation into accepted PQ signatures.

4 Formalization

We formalize post-quantum ready signatures as having two properties: (i) dual
mode signature (DMS) security and (ii) backward compatibility. DMS security
models the ability of the scheme to produce secure signatures in two modes (e.g.,
classical and post-quantum), while backward compatibility captures the property
that one mode is identical to a legacy signature scheme. Beyond independent
security of both signature modes, we require the second mode to be secure even
when the first mode is compromised, while sharing the same verification key.

We model the DMS notion to be general enough to capture a hybrid compo-
sition of independent classical and post-quantum signature schemes. However,
we note that hybrid compositions are not likely to be backward compatible.

Definition 1 (Dual Mode Signature Scheme). A dual mode signa-
ture scheme (DMS), Σ = (KeyGen,Sign1,Ver1,Sign2,Ver2), consists of five
polynomial-time algorithms:

– KeyGen(1λ) → (sk1, sk2, pk): On input the security parameter λ, outputs
private keys sk1, sk2, and a single verification key pk.

– Sign1(sk1,m) → σ1: On input private key sk1 and message m, outputs a
Mode 1 signature σ1.

– Ver1(pk,m, σ1)→ {0, 1}: On input verification key pk, message m, and sig-
nature σ1, outputs 1 if σ1 is a valid signature, 0 otherwise.

– Sign2(sk2,m) → σ2: On input private key sk2 and message m, outputs a
Mode 2 signature σ2.

– Ver2(pk,m, σ2)→ {0, 1}: On input verification key pk, message m, and sig-
nature σ2, outputs 1 if σ2 is a valid signature, 0 otherwise.

Definition 2 (Correctness). A DMS Σ is correct if for all security parameters
λ ∈ N and all messages m ∈ {0, 1}∗:

1. Mode 1 Correctness: For (sk1, sk2, pk) ← KeyGen(1λ) and σ1 ←
Sign1(sk1,m):

Pr[Ver1(pk,m, σ1) = 1] ≈ 1 ·
2. Mode 2 Correctness: For (sk1, sk2, pk) ← KeyGen(1λ) and σ2 ←

Sign2(sk2,m):
Pr[Ver2(pk,m, σ2) = 1] ≈ 1 ·
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We then define two flavors of unforgeability. EUF-CMA-1 security essentially
captures standard EUF-CMA unforgeability where the adversary is given access
to pk and two signing oracles (for both Sign1 and Sign2) and its goal is to
produce a forgery that verifies under Ver1. On the other hand, in the definition
of EUF-CMA-2 security, the adversary is additionally given access to sk1 (which
essentially implies that the Mode 1 signature scheme is broken) and its goal is
to produce a forgery that verifies under Ver2.

Definition 3 (EUF-CMA-1 Security). A DMS Σ is EUF-CMA-1 secure if
for all classically efficient (PPT) adversaries A:

AdvEUF-CMA−1
Σ,A (λ) := Pr[GameEUF-CMA−1

Σ,A (λ) = 1] ≤ negl(λ) ,

where GameEUF-CMA−1
Σ,A (λ) is defined in Figure 3.

Definition 4 (EUF-CMA-2 Security). A DMS Σ is EUF-CMA-2 secure if
for all quantum-capable (quantum polynomial-time) adversaries A:

AdvEUF-CMA−2
Σ,A (λ) := Pr[GameEUF-CMA−2

Σ,A (λ) = 1] ≤ negl(λ) ,

where GameEUF-CMA−2
Σ,A (λ) is defined in Figure 3.

Note on adversary efficiency: While EUF-CMA-2 security is defined for
quantum-capable adversaries (which is appropriate for our application where
Mode 1 may be broken by quantum attacks), we note that the definition also
makes sense for classical adversaries that receive access to sk1. For our appli-
cation, we assume that in the EUF-CMA-1 game the adversary is classically
efficient (PPT), while in the EUF-CMA-2 game we consider an efficient adver-
sary with access to quantum computers.

Game GameEUF-CMA−1
Σ,A (λ):

1: (sk1, sk2, pk)← KeyGen(1λ)

2: A receives (pk) and oracle access to:

– OSign1(m) = Sign1(sk1,m)

– OSign2(m) = Sign2(sk2,m)

3: A outputs (m∗, σ∗1) where m∗ was never queried to OSign1

4: Return 1 if Ver1(pk,m∗, σ∗1) = 1, else 0

Game GameEUF-CMA−2
Σ,A (λ):

1: (sk1, sk2, pk)← KeyGen(1λ)

2: A receives (pk, sk1) and oracle access to OSign2(m) = Sign2(sk2,m)

3: A outputs (m∗, σ∗2) where m∗ was never queried to OSign2

4: Return 1 if Ver2(pk,m∗, σ∗2) = 1, else 0

Fig. 3: Security Games for Dual Mode Signature Scheme unforgeability.
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EdDSA Dual Mode Construction. Recall the NIZK relation we defined in
Section 3 for EdDSA PQ Signing: Rrand is the relation defined as:

Rrand =


(pk,m, hx) | ∃ seed, rx such that

pk = HashToScalar(SHA-512(seed)[: 32]) ·G
∧ hx = Hash(m, seed, rx)


In this relation, the public statement is (pk,m, hx), while the witness (private

input) consists of both seed and rx. The value rx is randomly sampled by the
prover during proof generation to ensure that hx appears uniformly random and
does not leak information about seed.

Then we recast the EdDSA protocol as a dual mode signature construction
ΣEdDSA = (KeyGen,Sign1,Ver1,Sign2,Ver2) which we describe as follows:

– KeyGen(1λ)→ (sk1, sk2, pk):
1. Sample sk2 ← {0, 1}λ uniformly at random
2. Compute sk1 = HashToScalar(SHA-512(sk2)[: 32])
3. Compute pk = sk1 ·G
4. Return (sk1, sk2, pk)

– Sign1(sk1,m)→ σ1: Return standard EdDSA signature using sk1
– Ver1(pk,m, σ1)→ {0, 1}: Return standard EdDSA verification
– Sign2(sk2,m)→ σ2:

1. Sample rx← {0, 1}λ uniformly at random
2. Compute hx = Hash(m, sk2, rx) where pk =

HashToScalar(SHA-512(sk2)[: 32]) ·G
3. Generate PQ-NIZK proof π ← Prove(Rrand, (pk,m, hx), (sk2, rx)) where

(sk2, rx) is the witness (private input)
4. Return σ2 = (π, hx)

– Ver2(pk,m, σ2)→ {0, 1}:
1. Parse σ2 = (π, hx)
2. Return Verify(Rrand, (pk,m, hx), π)

Theorem 1 (Correctness of EdDSA Dual Mode Construction). The
EdDSA dual mode construction ΣEdDSA is correct.

Proof: For mode 1 correctness: Standard EdDSA correctness applies.
For mode 2 correctness: Given (sk1, sk2, pk)← KeyGen(1λ) and m ∈ {0, 1}∗:

1. Sign2(sk2,m) samples rx ← {0, 1}λ uniformly at random, computes hx =
Hash(m, sk2, rx), and generates proof π for relation Rrand with witness
(sk2, rx) (where both sk2 and rx are private inputs).

2. Since (sk2, rx) is a valid witness for (pk,m, hx) ∈ Rrand, the PQ-NIZK proof
π will be valid

3. Ver2(pk,m, (π, hx)) will return 1 with probability 1 due to the completeness
of the PQ-NIZK proof system
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Theorem 2 (Security of EdDSA Dual Mode Construction). Assum-
ing the security of EdDSA and the knowledge soundness of the PQ-NIZK proof
system, the EdDSA dual mode construction ΣEdDSA is EUF-CMA-1 and EUF-
CMA-2 secure.

We provide the proof of Theorem 2 in the full version [2]. We note that Mode 2
of the EdDSA dual mode construction is intended to provide post-quantum secu-
rity by replacing standard signature algorithms with post-quantum secure com-
ponents. It utilizes a post-quantum non-interactive zero-knowledge (PQ-NIZK)
proof system to demonstrate knowledge of the signing key and randomness with-
out disclosure, relying on assumptions believed to be hard for quantum adver-
saries. The hash function in Mode 2 is also assumed to be quantum-resistant,
preserving preimage resistance against quantum attacks. Thus, Mode 2 main-
tains signature security even in the presence of quantum adversaries.

We now formalize the notion of backward compatibility which essentially
ensures that a legacy signature scheme in Mode 1 can seamlessly transition into
Mode 2, achieving post-quantum security when post-quantum primitives are
used in the Derive function and Mode 2 signatures.

Definition 5 (Backward Compatibility). A DMS Σ =
(KeyGen,Sign1,Ver1,Sign2,Ver2) is backward compatible if
(KeyGen′,Sign1,Ver1) is identical to a legacy signature scheme, where KeyGen′

is defined as follows: KeyGen′(1λ)→ (sk, pk):

1. Sample (sk1, sk2, pk)← Σ.KeyGen(1λ)
2. Return (sk1, pk)

We also require that there exists an efficient algorithm Derive that maps from
sk2 to sk1. For post-quantum security of Mode 2, this algorithm should be based
on a post-quantum one-way function.

It is straightforward to see that EdDSA satisfies the definition above while
providing post-quantum security of Mode 2. This is because, as discussed in
Section 2, the Derive algorithm is implemented via the use of SHA512 which is
believed to withstand quantum attacks.

Discussion. We recall that the PQ-NIZK from the EdDSA DMS construc-
tion can be reused in the following way: on the first time of Mode 2 signing,
the signer generates (pqsk, pqpk) of a standard post-quantum signature scheme,
such as Falcon or Dilithium, and then produces PQ-NIZK on the message pqpk.
Subsequently, the pqpk can be used to sign messages while accompanied by the
same one time proof π which certified the usage of pqpk to begin with. In the full
version [2], we discuss how this observation can affect the proof of unforgeability.

5 Benchmark and Performance Evaluation

We have implemented and open sourced the NIZK relation from Equation (2)
using a client-side and PQ-secure proving system.9 Client-side proving is impor-

9 https://github.com/SoundnessLabs/PQChain

https://github.com/SoundnessLabs/PQChain
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tant because the witness (i.e., the seed) is highly sensitive and cannot be exposed
to external parties. As a result, the proof generation cannot be outsourced, ne-
cessitating a post-quantum NIZK system that is both computationally efficient
and memory-efficient. To meet these requirements, we employ the Ligetron zero-
knowledge virtual machine (zkVM) [32,21], a space-efficient variant of the Ligero
ZK system [1]. Ligetron compiles relations into WebAssembly (WASM), enabling
proofs to be generated directly in web browsers and other resource-constrained
platforms such as mobile devices—natural targets for wallet applications.

Meanwhile, a key challenge in applying modern NIZKs to relations over
legacy elliptic curves such as Ed25519 is that these curves have no usable roots
of unity, i.e. are not “FFT-friendly”. Meanwhile, Ligetron requires to operate
over a curve with smooth-order multiplicative subgroups, which enable efficient
FFT and NTT operations. To overcome this, we emulate the field arithmetic
of the Ed25519 curve within its native scalar field that the core proving system
operates on. This approach, known as non-native field arithmetic, decomposes
large elements from the target field (Fp for Ed25519) into smaller components
that can be represented in the base field (Fq for BN254). Concretely, we represent
a 255-bit Ed25519 element as a vector of three 85-bit limbs. Each limb fits in
the BN254 field, allowing limb-wise arithmetic operations such as addition and
multiplication to be carried out, with careful handling of carries and overflows.
This decomposition transforms a single modular arithmetic constraint in an un-
supported field into a set of simpler integer constraints over the limbs, which
can be efficiently verified by the proof system.

This method is different from alternative strategies that avoid emulation al-
together, such as Google’s work on Anonymous Credentials from ECDSA signa-
tures [14] and later implemented in [17]. There, the authors also target proving a
relation over the non-FFT-friendly curve of P256 but, instead of emulating arith-
metic over a FFT-friendly curve, they leverage GKR sum-check protocols [16].
This classic technique only requires a sufficiently large field and imposes no
subgroup-structure constraints, naturally eliminating the inefficiencies of em-
ulation layers or curve switching. While our proof-of-concept currently relies
on non-native field arithmetic and still leaves room for optimization, exploring
GKR-based techniques, such as those employed in Google’s LongFellow-ZK [17]
remains as an interesting direction for future work.

We implemented the circuit in C++ and evaluated its performance on a
MacBook Pro M4 with 12 cores and 24 GB of memory. Our evaluation measures
the end-to-end performance of the system. Specifically, the prover operates on
WASM code representing the relation, which is dynamically expanded into con-
straints during execution. The reported timing therefore includes both constraint
generation and proof computation. All reported numbers represent the average
over 100 independent runs.

On this platform, the prover achieves an average throughput of 4.2 µs per
constraint, processing 331,238 linear constraints and 4,592,987 quadratic con-
straints in a total of 6.2 seconds, producing proofs of size 5.4 MB with 34 MB
of memory usage, with verification requiring 2.3 seconds on the same device.
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In terms of circuit composition, nearly 70% of the constraints come from the
emulation process and public key consistency check, while 20% correspond to
non-algebraic operations of SHA-512 and HMAC used for key derivation. The
remaining fraction are for other constraint checks. Although our implementation
gives us the fastest proof generation for ed-based relations compared to existing
implementations such as [10], we expect further optimizations to significantly
improve both efficiency and scalability. A detailed breakdown of the operations
performed inside and outside the circuit is given in Figure 4.

Proof Size Reduction. We are exploring more efficient PQ proof systems
with shorter proof sizes without harming the practical client-side proving. At
this stage, the ∼5.4 MB proof size comes from the limits of the current prim-
itives and the zkVM we use. More specifically, Ligetron zkVM is instantiated
using proximity within the unique-decoding bound, which leads to a somewhat
larger proof size. This size can be reduced significantly by switching to other
regimes, such as the proximity-gap setting, while considering recent research in
this area [14]. Our current implementation is mainly a proof of concept, and we
plan to continue improving it and exploring techniques that can make the proof
size smaller and more practical for production systems, even using custom de-
signed circuits. We also emphasize that the proof is only generated once in the
most likely deployment scenario—where a PQ verification key is permanently
bound to the legacy account. After this one-time attestation, all subsequent
transactions use only PQ signature verification without requiring additional ZK
proofs, making the large proof size far less concerning in practice (see Section 3).

Fig. 4: Architecture of the implemented circuit. The blue dashed box denotes
operations performed outside the zk circuit, while the red dashed box contains
all operations executed inside the circuit. Secret witnesses are highlighted in red,
and the circuit inputs are denoted as arg i for i ∈ [1, 4].
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Remark 1. Although proof sizes may be relatively large, verification remains
succinct and can run efficiently on hardware-compatible platforms. To enable
this, the target blockchain must support native ZK verification or use comple-
mentary solutions. Proof-wrapping techniques such as wrapping Ligetron proofs
using Groth16 can lower on-chain verification costs, but they add significant
proving overhead, making client-side proving less practical.

A more effective approach is to use ZK verification layers, which cut down on-
chain costs while preserving security and decentralization. This can be combined
with horizontal scaling techniques that distribute validator workloads across
multiple machines, allowing blockchains to sustain high throughput and low
latency even under heavy demand. Together, these strategies make zk verification
more practical in real systems, while ongoing work on proving systems continues
to reduce proof sizes.

6 Conclusion

The post-quantum transition literature has largely emphasized replacing vulner-
able primitives with quantum-safe alternatives. This work highlights a comple-
mentary mechanism based on deterministic key derivation: the seed-based key
generation model of EdDSA (RFC 8032) can be used as a structural hook for
post-quantum authentication via PQ-NIZK proofs of key ownership, where the
seed acts as a compact witness [20]. For blockchains employing EdDSA (e.g.,
Sui, Solana, Near), this enables post-quantum authorization and credential mi-
gration without revealing the private scalar and without changing the account’s
on-chain address, including for cold-storage and multisig workflows.

Our findings support a broader recommendation: that future cryptographic
signature schemes, even those already considered quantum-secure, such as Fal-
con or Dilithium, should explicitly define canonical, deterministic key deriva-
tion mechanisms from compact seeds. Doing so not only improves composability
with hash-based zero-knowledge frameworks but also ensures future survivabil-
ity under adversarial conditions that may not yet be fully anticipated (indeed
lattice based systems are still considered quantum secure today, but it is not a
bad idea to design a backup mechanism, especially in light of recent attack at-
tempts [6,35]). As demonstrated by the EdDSA model, embedding structure at
the point of key generation is not a liability, but enables cryptographic longevity
and protocol agility.
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