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Abstract. Fuzzy extractors (FE) are cryptographic primitives that, for
two samples w and w’ of a randomness source, extract the same consis-
tent, uniformly random key when the distance (in some metric space)
between w and w’ is less than a threshold. The FE’s Gen algorithm takes
w and generates a secret key R and a public value P that will be used
by the Rep to recover R from w'. Robustly reusable FEs (rtFE) ensure
security of R against an adversary that has access to multiple outputs
of the Gen algorithm and its goal is to construct a P that is acceptable
by Rep. rrFEs have found wide applications in biometric authentication
and key establishment, in controlling access to digital wallets (including
stored cryptocurrency private keys and digital identity credentials), and
in device-to-device authentication and key establishment for IoT systems
using Physically Unclonable Functions (PUFs).

In this paper, we revisit existing post-quantum rrFEs with proven secu-
rity, analyze their models, and show that those following the established
rrFE framework are either insecure (via concrete attacks) or require ex-
cessive entropy. We then propose an rrFE with proved security in stan-
dard model that satisfies all the desirable properties of rrFEs. We discuss
our results and outline the open challenges.
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1 Introduction

A fuzzy extractor (FE) is a cryptographic primitive that extracts a uniformly ran-
dom key R from a sample w of a noisy entropy source modeled by a random vari-
able W over a metric space. The key can later be recovered from a second sample
w’ drawn from the same distribution, provided that w’ is close to w. Closeness
is measured with respect to a distance function on the metric space, such as the
Hamming distance, and is denoted by dis(w, w’). Extracting randomness requires
that W have sufficient entropy, where entropy is commonly measured using min-
entropy (see section . Information theoretically secure FEs guarantee security
against an adversary with unbounded computation [2TJ6I7UTIT4] while compu-
tationally secure FEs assume an adversary with polynomially bounded (in the
security parameter) computation [24/T0I3I4849)].

FEs have been widely used for authentication and key establishment us-
ing biometric data [T6J32IB02TI7ISTI26/T0/45] and Physical Unclonable Func-
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tions [46J40/43127] with direct application to device authentication and key es-
tablishment. Other notable applications of FEs are biometric-based authentica-
tion in digital wallets to authorize transactions [47] or grant access to the wallet
itself, and more complex blockchain applications, particularly in decentralized
identity (DID) and self-sovereign identity [34].

An FE, in addition to an Init algorithm that initializes the system and gener-
ates the public parameter (before sampling the source), has a pair of algorithms:
Gen takes a sample w of the source and outputs (R, P) where R is a uniformly
random key, and P is the public helper data, and Rep that takes a sample w’
that is close to w and the helper data P and reproduces R. Two important prop-
erties of FEs are reusability and robustness. Reusability guarantees security of
the key when the adversary has access to the output of Gen on multiple samples
and requires that giving (R;, P;), ¢ = 1---t, ¢ # j, and P; to the adversary,
does not allow them to distinguish R; from uniformly random (see reusability in
Definition . Robustness requires that any tempering with P be detectable by
the Rep algorithm. An FE is robustly reusable, denoted by rrFE, if it is reusable
and an adversary who sees (R;, P;),i = 1---t — 1, cannot construct a P; that is
acceptable by the Rep algorithm (see Definition .

Entropy requirement. Information theoretically secure FEs have high entropy
requirement. This is because helper data leaks information about the source
sample and an rrFE requires entropy that is linear in the length of the key and
the number of re-use, that is m € £2(|R|.t) where |R| is the key length and ¢ is the
number of reuse. Computationally secure extractors use computational hardness
assumptions to protect the source entropy leakage and their security guarantee
is tied to the computational hardness of the underlying problem as well as the
source entropy. Although, in theory, for a security level A, the source W must
have min-entropy m that is at least w(\), the best existing rrFE requires entropy
that is linear in .

rrF'E Security. Security of computational extractors have been formalized by
two security games for reusability and robustness, and security proofs reduce
security of the rrFE to the underlying computational assumption. Post-quantum
secure rTFE rely on computational assumptions for which no efficient quantum
algorithm is known, and so guarantee security even if there is a quantum com-
puter. The reduction may be in standard model and directly reduce the security
to the computational assumption, or in Random Oracle Model (ROM), relying
on an abstract cryptographic object. Reductions in the Quantum Random Or-
acle Model (QROM) allow the adversary to make superposition queries to the
random oracle, and hence model a more powerful adversary.

1.1 Owur work

We make two types of contributions. On the negative side, we show all existing
post-quantum rrFEs are either insecure, or have excessive entropy requirement,
or do not follow the standard model of rrFEs (in particular, they have a weaker
security model). On the positive side, we construct a post-quantum secure rrFE
(and so the only rrFE system) with proved security in standard model, assuming
the adversary has access to classical queries to the system and computation on
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a quantum computer. The entropy requirement of the construction matches the
entropy requirement of most entropy efficient known FE. Table [I] summarizes
our results.

FE Scheme Entropy req. Comp. Assmp.|PQ Sec.| Mod
WLG[50, Section 6.1]] O(M(log(q))®) + s LWE v Std.
CLG [15, Fig. 18]** O(N\?) + s LPN v Std.

DG [I7, Section 3, 4] O(A) + s Hash fun. intr. v QROM
DG [I7, Section 5]** |O(A\) + s (= 258X + s)| Ring-LPN v Std.
ZLH [54], Fig. 13| O(A\) + s Isogeny v Std.
Our FE O(N\) + s (R 8X+5s) Ring-LPN v Std.

Table 1. Existing (including our work) PQ secure rrFEs. Columns are as follows:
Entropy req. : the minimum entropy requirement on source; Comp. Assmp.: The un-
derlying computational assumption; fun. intr: function intractability; PQ Sec.: Post-
quantum security; Mod: security proof model. Std.: standard model; QROM.: Quantum
Random Oracle. A is the security parameter, and s is the min-entropy loss of the source
because of secure sketch. v/ = property achieved; X= property is not provided; xx We
attack these constructions.

1. A critical review of existing post-quantum rrFEs. We analyze existing
post-quantum secure rrFEs from the view point of security and entropy require-
ment, both directly affecting their usability in practice. All rrFEs, except the
rrFE by Zhou et al. [54] follow the same model and security definition and so
their security and entropy requirement are comparable. The rrFE in [54], how-
ever, significantly deviates from this model which makes the security properties
not comparable. More details are given below.

Security. In section[3|and Appendix[D] we present attacks on two post-quantum
secure 1TFE constructions in [I5], Fig. 18] (DCC 2021) and [I7, Section 5] (ACNS
2023), respectively. In Appendix [El we also present an attack on the rrFE con-
struction of [I5] Fig. 17] (DCC 2021), which has a similar structure and relies on
the hardness of the Decisional Diffie-Hellman (DDH) assumption. Since DDH
is not post-quantum secure (Shor’s algorithm [44] efficiently solves the discrete
logarithm problem), this construction is insecure in the post-quantum setting.
The attacked protocols follow the generic rrFE construction of Cui et al. [I5]
Fig. 8] and consist of a homomorphic secure sketch with a linearity property
SS = (5S.Gen, SS.Rec), an information-theoretic homomorphic extractor Ext, and
a symmetric key encapsulation mechanism (SKEM) SKEM = (SKEM.Encap,
SKEM.Decap) that satisfies two properties: key-shift security and decapsulation
uniformity [15]. (For definition of primitives see section [2] and Appendix [B.4})
The Init algorithm generates the public parameters of the rrFE scheme and the
seed for the randomness extractor as a common reference string. The rrFE.Gen(w)
function constructs helper data s <— SS.Gen(w) and the random key
k < Ext(w,r), where r is part of public random string CRS. It then uses k as
the secret key in SKEM.Encap to obtain a random string K and the ciphertext
(K,C) + SKEM.Encap(k; rskem), Where rsiem is uniformly random. Finally K is
parsed, K = (Ki, K>3), to obtain the rrFE extracted key R = Ks. The rrFE
helper data is P := (s,C, K7). The rrFE.Rep receives P’ := (s',C’, K1), recovers
W from the sample w’ and s’ using SS.Rec(w’, s'), extracts k from @ using Ext
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and the CRS 7 and uses it in SKEM.Decap with C’ to obtain K. The K is
parsed, K = (Kl,Kg), and if K] = K, holds, the rrFE.Rep accepts and outputs
R = K5. The main difference in the constructions is in the construction of SKEM
that relies on a computational assumption. Security proofs reduce rrFE security
properties to this assumption.

Attacks. We use the bilinear (linearly in each input argument) property of
XOR that makes the SKEM constructions malleable, that is an adversary can
meaningfully alter the output to produce a predictable change in the decapsulated
value without knowing the decapsulated value itself. This malleability allows an
adversary to modify the helper data such that it passes the verification test of
the rrFE.Rep algorithm and result in a key that is different from the key that is
generated by the FE rrFE.Gen algorithm. The details of the attack in each case
however is different and dependent on the actual computational assumption.

Cui et al. [T5, Fig. 18]. The construction uses LPN (Learning Parity with
Noise) as the underlying computational problem in the construction of SKEM.
The attacks requires one query to the rrFE.Gen oracle (one helper data from the
FE generation algorithm). We provide the attack in section

Deo et al. [17, Section 5]. The construction uses ring-LPN as the underlying
computational problem to improve the entropy requirement of the Cui et al. [I5]
Fig. 18] construction from O(A?) to O(\). The construction can be broken using
a single query to the rrFE.Gen oracle. We present the attack in Appendix

Cui et al. [15, Fig. 17]. The SKEM construction uses DDH assumption and it
not post-quantum. In Appendix [E] we show an attack that breaks the algorithm
and requires two queries to rrFE.Gen.

Entropy requirement. A computational rrFE with proven security reduces
its security to the hardness of an underlying computational problem instan-
tiated with a uniformly random secret. The lower bound on the min-entropy
of the source ensures that sufficient uniform randomness can be extracted for
this secret, and naturally depends on the security parameter \. In practice, for
example, when protecting a cryptocurrency private key in a wallet using a bio-
metric sample, one must ensure that the underlying source provides the required
entropy. Two commonly used biometric sources are fingerprints and iris with en-
tropy estimates ~ 40 bits [41, Page 622E| and ~ 249 bits [I6/45], respectively.
To achieve A bit security for the extracted key, the source must provide roughly
(using an information theoretic argument outlined in section [4f and Lemma [1fin
Appendix 2\ entropy. For A = 128, biometric sources that come close to
this bound include iris data and high-resolution fingerprint data. Thus, rrFEs
with an O(A\?) entropy requirement are impractical when using widely deployed
biometric sources, as the required entropy would be orders of magnitude higher
than that of any commonly used biological source.

The entropy requirement of the known post-quantum rrFEs are summa-
rized in Table |1} The constructions in [50, Section 6.1] and [15], Fig. 18] require

! This is a conservative estimate that can increase when higher-resolution fingerprint
images are used.
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O(X?(log(q))?) + s and O(A\?) + s bit entropy, respectively, where s is the en-
tropy loss of the secure sketch (this notation will be used in the rest of the paper)
and ¢ € N, making them impractical. The entropy requirements of the rrFE in
[I7, Section 3, 4], [I7, Section 5|, and [54, Fig. 13] is O(X\) + s, which makes
them practically viable. The ring-LPN construction of Deo et al. [I7], Section 5]
requires min-entropy m &~ 258\ + s, which is linear in A. However, because of
the large constant factor (258), this linear requirement exceeds the value of the
quadratic function A\? for commonly used security parameters (for example, for
80 < A < 256, we have 258\ > \2). Thus, despite its linear asymptotic growth,
the entropy requirement of the construction is very stringent in practice.

The security proofs in [I7, Section 5] and [54] Fig. 13| are in the standard
model and based solely on computational assumptions, while the scheme in [I7]
Section 3, 4] relies on Quantum Random Oracle Model (QROM) which is an
abstract cryptographic object, and so a weaker theoretical guarantee. (We note
that in practice a QROM is instantiated with a classical hash function.)

rrFE Model. For fair evaluation and comparison of rrFFs, we use the basic
setup and definitions of rrFE in [49I50IT5IT7I37]. These constructions assume a
public Common Random String (CRS) that is independent of the source that is
generated during the system initialization.

Zhao et al. [5]), Fig. 13] construction, however, deviates from this model
and introduces an additional initialization step that is source dependent. In
Section [4] we show that this new step, assumed to be executed only once and not
accessible through the Gen and Rep oracles, results in a weaker security model,
and therefore an incomparable construction. To sum, among the comparable
post-quantum rrFEs (i.e., those following the same model), the existing ones are
either insecure, or their entropy requirements exceed those of commonly used
biometric sources, rendering them impractical.

2. A secure rrFE construction for O(\) min-entropy sources. We propose
an 1rFE construction for sources with min-entropy m € O()\) using the follow-
ing building blocks: a homomorphic secure sketch with linearity property (see
deﬁnition and section7 a homomorphic (average-case) extractor, an instance
of ring-LPN that is used to generated pseudorandom samples, a linear error
correcting code (ECC) and a key-manipulation secure message authentication
code (KMS-MAC) [14]. A KMS-MAC (Definition {4) provides security against
an adversary who can tamper with a tagged message even if they are allowed
to simultaneously tamper with the MAC key. Robustly reusable security of the
construction is reduced to the hardness of the ring-LPN problem for which no
quantum algorithm is known.

Construction outline. The Gen algorithm uses a homomorphic secure sketch
with linearity property and a homomorphic (average-case) randomness extractor
on the source sample w to generate s, that is used by secure sketch recovery
algorithm, SS.Rec, to recover w from w’, and a uniformly random output string
x that will serve as the secret in a ring-LPN instance, respectively. A sample of
this instance will be used to “mask” the (error correcting encoded) final extracted
key ya, concatenated with the KMS-MAC key y1, ¢ < a-x + e+ E(yl || y2),
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a is the randomness of the sample and £ denotes encoding using a linear error
correcting code. The o < MAC(y1, (s,a,c)) tag ensures integrity of the helper
data given by P = (s,a,c¢,0).

The Rep algorithm receives P’ = (s',a’,¢,0’), possibly modified by the ad-
versary. It takes the source sample w’, recovers w using s and invokes the ex-
tractor Ext on w to obtain #’. It then recovers y/, y5 by removing the mask a’ -z’
and using the decoding function, D, of the error correcting code. The final step
is verifying the soundness using the verification function of the KMS-MAC.

1.2 Related Work

Post-quantum security. Our work focuses on post-quantum computational rrFEs
and their entropy requirements.There is no post-quantum rrFE constructions
with information theoretic security.

Post-quantum reusable fuzzy extractor (rFE) constructions have been con-
structed with computational [I0JII3/48] and information theoretic security [6].
Non-post-quantum rrFE constructions was first proposed in [49] using the com-
mon reference string model. The construction relies on the decisional Diffie-
Hellman (DDH) problem and decisional linear (DLIN) problem. Other construc-
tions of rrFF whose security rely on DDH assumption are in [50, Section 6.2],
[15, Fig. 17] and [54, Fig. 14]. Table [I| provides a comparison of our rrFE with
other existing post-quantum rrFEs. Table [2 in Appendix [A] compares our rrFE
with a number of highly cited FEs, rFEs and rrFEs.

Entropy requirement. The constructions that are considered in this paper as well
as the above rrFE constructions, are for sources that have a lower-bound on their
min-entropy. This is the source model that was first used by Dodis et al. [21] for
information-theoretic FEs and later widely used for both information theoretic
[T9BIRP5ITAITZ] and computational [FIBANG0RIRIGAT5IT0E6E7] FEs.
Number of errors and structured sources. The number of error patterns within
Hamming distance ¢ grows as B(n,t) = Y =) (™), which depends on the source
sample length n. Consequently, correcting the same number of errors in longer
samples requires proportionally more redundancy, at least log | B(n, t)| parity bits
(by the sphere-packing bound), leading to a corresponding reduction in effective
min-entropy, and, once the entropy loss exceeds the available entropy budget,
to information-theoretic impossibility results for fuzzy extractors, and severe
limitations even in the computational setting. Structured sources have been in-
troduced to overcome these limitations. In [I0, Construction 1], sources with
a-entropy k-samples are considered, meaning that a uniformly random subsam-
ple of k coordinates has min-entropy at least «, even though the global entropy
rate may be low. Under suitable parameter instantiations, this assumption en-
ables the construction of reusable fuzzy extractors with proved security in the
random oracle model.

2 Preliminaries

We use A to denote the security parameter. The probability distribution of a
random variable (RV) X is denoted by Px(z) = Pr(X = z). The min-entropy
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Ho(X) of RV X over X is defined by Hoo(X) = —log(max,(Px(z))). The
average conditional min-entropy [2I] of X given Y is
Hoo(X|Y) = —logEy y max,ex Px|y(z]y). In this paper, we consider binary

sources and take dis(w,w’) to be the Hamming distance between w and w’. We
also use wt(d) to denote the Hamming weight of a binary vector (or string) ¢.
Fo represents the finite field with two elements, 0 and 1. Ber, denotes Bernoulli
distribution with probability 7 € (0,1). For a domain Y, U(Y) denotes the
uniform distribution over Y. When & is a set, x & X denotes z is sampled
uniformly at random from the set X. For a distribution D, we write x &b to
denote that x is sampled according to the distribution D. The statistical distance
between two RVs X and Y with the same domain 7T is defined by

SD(X,Y) =33 ,e7 | Pr[X =] — Pr[Y = v]].

Extractor. Extractors are used to obtain uniformly random string from distri-
butions with sufficient min-entropy.

Definition 1 (Strong (average case) extractor).

Ext : X XxZ — Y is an average (X,m,),€)-extractor if for any two ran-
dom wvariables X and A, where X € X and Hy(X|A) > m, it holds that
SD(Ext(X,I),I,A;U,I,A) < ¢, where I and U are uniformly random over T
and Y respectively.

Definition 2 (Homomorphic strong (average case) extractor). An ez-
tractor Ext is homomorphic if Ext(X1 + Xo,I) = Ext(X1,1I) + Ext(Xs, I), for
any X1,Xe € X and I € T.

In Appendix we present an instantiation of a homomorphic average-case
extractor.
A secure sketch [21] is a cryptographic primitive that produces public data, called
a sketch s, about an input w, such that w can be recovered from any value w’
that is close to w. A secure sketch must also minimize the information leaked
about the input.

Definition 3 (Secure sketch). An (M, m,m,t)-secure sketch (SS) for metric
space M with distance function dis consists of a pair of algorithms (SS.Gen, SS.Rec):
SS.Gen : M — S, that takes an input w € M and outputs a sketch s € S.

SS.Rec : M x § = M, that takes w' € M and a sketch s as input and outputs
w € M, satisfying the following properties:

Correctness. If dis(w,w’) <t and s = SS.Gen(w), then SS.Rec(w’, s) = w.
Security. For any random variable W over M, if Hy,(W) > m, then
H..(W|SS.Gen(W)) > 7.

An (M,m,m,t)-secure sketch (SS) is homomorphic if for all wy,wy € M,
SS.Gen(wy, wz) = SS.Gen(wy) + SS.Gen(ws).

An (M, m,m,t)-secure sketch (SS) is linear |14] if for any w € M, § € S,
and ¢ such that wt(d) < ¢, let s = SS.Gen(w), w = SS.Rec(w + 4, ), and
b= w— w, there exists a deterministic and efficient computable function f
such that 0 = f(d, s, 5).
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We use a homomorphic secure sketch with linearity property. In Appendix[B:2]
we recall an instantiation of homomorphic secure sketch from [I4] with linearity
property.

A message authentication code with key manipulation security ensures de-
tection of any modification of a message and tag pair, even if an adversary can
shift the key in addition of tampering with the message and tag pair.

Definition 4 (Message Authentication Code with Key Manipulation
Security (KMS-MAC)). [7], Definition 5] A (K,S,T,e)-KMS-MAC consists
of a MAC function MAC : K x S — T that generates a tag o € T for a message
s € S under a secret key k € IC, where IC is a group, and verification function
Ver: K xS xT — {0,1}, that take the key k and a message s’ and a tag o' and
outputs 0 or 1, where 0 and 1 denote rejection and acceptance of a message and
tag pair, respectively. A MAC algorithm is correct if for any s € S, we have:
Pr[k «+ K, Ver(k, s, MAC(k,s)) =1] = 1.

The KMS property requires, that for any s # s € S, 0,0’ € T and A € K, it
holds, Pr[Ver(k + A,s',0') = 1 | MAC(k, s) = o] < €, where the probability is
taken over the uniform distrubution of key k € K.

In Appendix [B:3] we give an instantiation of KMS-MAC that is used in our
construction.

The ring-LPN problem is a computational problem for which no efficient
quantum algorithm is currently known. It states that, for a computationally
bounded adversary, it is hard to distinguish a sample generated from a ring-
LPN distribution from a sample drawn uniformly over the same domain.

Definition 5 (Ring-LPN). [28, Definition 1] For a polynomial f(X) of de-
gree n over Fa, ring R = Fo[X]/f(X), and Bernoulli parameter 7 € (0,1), the
(decisional) ring-LPN distribution with secret s € R, denoted as AR*, is a dis-

T )
tribution over R x R whose samples are obtained as follows: sample a & R,

and e & Bers (interpreted as a polynomial in R with each coefficient sampled
from Ber; ), and then output (a,a - s+ e). The ring-LPN problem is er pn-hard
if for every computationally bounded distinguisher D making polynomial number
of queries,

Pria & R: DAY = 1] — PrDURR) — 1]| < eqipn.

2.1 Fuzzy extractor

We use the definitional framework of Wen et al. [49] to define correctness, secu-
rity, and reusability, and robustness of rrFE.

Definition 6 (Computational fuzzy extractor). An (M, m,R,t,€)-comp-
utational fuzzy extractor for metric space M consists of three algorithms:

Init : 1% — {0, 1}* takes the security parameter X as input and outputs a common
reference string crs. crs = Init(1*).

Gen : {0,1}* x M — R x P takes the common reference string crs and source
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sample w € M as input and outputs a key R € {0,1}* and a public helper data
P e P. Gen(crs,w) = (R, P).

Rep : {0,1}* x M x P — {RU L} takes the common reference string crs,
an element w' € M and the helper data P € P and outputs a key R or L.
Rep(crs,w’,P) = R/ L.

The correctness and security of the extractor are defined as follows.
Correctness: For two samples, w,w’ with dis(w,w’) < t, if crs = Init(1") and
(R, P) = Gen(W), then Rep(crs,w’, P) = R where dis(-, ) is a distance measure.
e-Security: For any distribution W over metric space M with Hoo(W) > m,
if crs = Init(1"), (R, P) < Gen(crs, W), then for all computationally bounded
adversaries A, we have: |Pr[./4(crs7 P,R) = 1] — Pr[A(crs, P,U) = 1]| < €, where
U is a uniformly random over R.

Reusability of FE ensures security of the FE output key even if the same
noisy source is used multiple times. Robustness provides security guarantee for
the FE output against an adversary who can tamper with the helper data.

Definition 7 (Robustly reusable fuzzy extractor). An

rrFE = (Init, Gen, Rep) is an (M, m, R, t, €eu, €rob)-computational robustly reusable
fuzzy extractor (rrFE) if for all computationally bounded adversary A and for
any distribution W over M such that Hoo(W) > m, it holds that

Adv A (Exp'R re) = |Pr[ExprAef:ng =1]— Pr[ExpTAef:r;é =1]| < €rew and

Adv A (Exp$®see) = Pr[Exp’Roee = 1] < €rob, where the experiment Expy e and
Expﬁ',’rerE are defined in Figure (a) and Figure (b) respectively.

(a) EXPZZL:;FbE (b) EXP:ztfrFE

1. crs « Init(1%) 1. crs < Init(1%)

2w+ W 2w W

3. (R, PO « Gen(w)) 3. (R, PO « Gen(w))

4. RV ER 4.Q = {PO}

5. b < A% (crs, R, P(©) 5. (P,d) + A% (crs, PO R())

6. Return b’ 6. If wt(§) <t, P ¢ Q and Rep(crs,w + 6, P) #.L
7. Output 1

Ogen(0:) 8. Else,

1. If (6; > t), Output L 9. Output 0

2. Else,

3. (Ri, P;) + Gen(crs,w + §;) OGgen(0)

4. Output (R;, B) 1. If (wt(d;) > t), Output L
2. Else,
3. (Ri, P;) < Gen(crs,w + 6;)
4. Q:=QU{Rr}
5. Output (R;, P)

Fig. 1. Experiment (a) is used to define reusability of rrFE. Experiment (b) is used to
define robustness of rrFE.
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3 Revisiting the LPN based rrFE of Cui et al. [15]

In this section, we recall the robustly reusable FE construction of Cui et al. [15]
Fig. 18] based on the hardness assumption of Learning Parity with Noise (LPN).
The scheme is built from three components: a homomorphic linear secure sketch
(for example, a syndrome-based secure sketch [20]), a linear randomness extrac-
tor and a symmetric key encapsulation mechanism (SKEM) that has a decapsula-
tion uniformity property. Figure [ in Appendix[C] depicts how these components
are combined to construct the FE scheme.

Cui et al. [I5, Section 5.3, Fig. 18] provided a counstruction for a robustly
reusable FE that achieves post-quantum security. The security of the construc-
tion is based on the hardness of the LPN problem. For the sake of completeness,
we describe the FE scheme almost verbatim. For completeness, the FE con-
struction of Cui et al. [I5, Fig. 18] is reproduced in Figure [2 The output of
Init algorithm of the scheme including the seed for randomness extractor is in
common reference staring.

(P,R) < rrFELpn.Gen(pp, w; r):
Parse pp = (R, pPyen = (€, 1, 7))

R < rrFE pn.Rep(pp,w', P):

s < syn(w). //SS Parse P = (s,C,0).
pp ¢ Init(1*): r”)’i 77777 LI _ a . ,
B L gmxn ICompute k = R-w.r// Ext = = PfQOEﬂg{S)gn(w ) —s).
Rz Sample v g {0,1] - ramm bogm Compute k — R ..
Set n =\ pler s 1Y, : 5 .
Choose n € (0,1/2). Trausfo_lr'm k t: ll_lratl'_irx X ezy*™ Transform k to matrix X € Z5*™
Choose an [m, €, d] code € Parse r' = (ri,r2,13) Parse C = (r2,y).
st.om < t ) € Z§ X T3 x Z2"™ 8™, If ry = 0, return L.
Set, ppyen = (€,1,7) If ro = 0, return L. //SKEMpy | [K=D(y" @15 - X).
Wi;;m@ ~ (SD) Sample v < Ber' (r3). Parse K = (K, Ka) € {0, 1}#(10;;») x {0, 1}M.
Set pp := (R, PPyem)- v =E()on  XavT. Set & =K.
Return pp. C=(ray), K=r. If =o, R:=Ks.
Parse K = (K1, K2) € {0,1}*08 % x {0,1}*. Else, R:= L.
Set 0 := Ki. R:=Ky. P:=(s5,C,0). Return R.

Return (P, R).

Fig. 2. The LPN based robustly reusable FE scheme of Cui et al. [15], reproduced as
verbatim for completeness.

3.1 Analysis of the FE scheme
An FE scheme is robust if it satisfies the robustness security in Definition [7]
The construction in [I5, Section 5.3, Fig. 18] is shown to be robust according to
Definition [7] In this section, we prove that the construction is not robust. We
prove this by showing that, given valid helper data generated by rrFE.Gen on a
source w, an adversary can modify the helper data such that rrFE.Rep fails to
detect the tempering of the helper data and produces a key that is different from
the key generated by the rrFE.Gen algorithm. As a result of this attack, the sender
that runs the rrFE.Gen algorithm and the receiver that executes the rrFE.Rep
will have established two different keys. We provide the adversary’s algorithm to
perform the attack. Let A be an adversary attacking the robustness game Fig[]]
(b) following Definition lﬂ The adversary runs the following algorithm.
Adversary A’s Attack Algorithm: The algorithm has the following steps
and succeeds with probability 1.

1. A queries the Gen oracle with an input ¢, where wt(d) < ¢.
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2. Let the adversary receive a helper data (P, R) as the response to the query,
where (P, R) < rrFE.Gen(w + 0, crs), P = (s,C,0), C = (r2,y) and 0 = K;
according to the rrFE.Gen algorithm in Figure 2l Upon receiving the helper
data P, the adversary A chooses a K4 € {0,1}*, computes £((0,|K%)T) and
generates a forged helper data P’, where P’ = (s,C",0), C' = (r2,y D y'),
y'T = £((0,|K%)T), 0, denotes a sequence of £ number of Os, and ¢ is the
number of bits in K;. A sends P’ to the Rep oracle along with the input §.

Note that
wey) =y ey =) ery Xav" & E((0Ky)T) (1)
= E((K1|K2)T) @ry - Xav @&((0hK3)") (2)
= (K |(Ke @ K)) ) @rd - Xa@oT (3)

Equation [3| follows from the linearity of the error correcting code. Upon
receiving P’ and ¢, the rrFE.Rep algorithm will output key (K3 + KJ). This is
because the adversary does not modify (s, o), so the output of the Decode will be
the same as the Decode’s output that would have been if the helper data had not
been altered. In addition, the verification of ¢ in the rrFE.Rep will succeed since
the adversary does not change o in the helper data and D((y +v/)" @i - X) =
(K1, Koy @ K}), and 0 = K;. Thus, the rrFE.Gen algorithm outputs K5 as the
extracted key R, but the rrFE.Rep algorithm produces (K2 + K}) as the extracted
key. As a result, the robustness property does not hold.

Remark 1. The attack is shown for the LPN-based rrFE construction [I5, Sec-
tion 5.3, Fig. 18] that uses perfect randomness. It can be shown that the same
attack also works for the LPN-based FE construction of Cui et al. [I5, Section
5.3, Fig. 20], which is for imperfect randomness.

In Appendix[D] we show an attack on the ring-LPN based rrFE construction
of Deo et al. [IT, Section 5], which proves the construction is not robust. In
Appendix [E] we present an attack on the DDH-based rrFE construction of Cui
et al. [I5, Fig. 17], which proves the scheme is not robust.

4 Entropy and rrFE Security Model

We evaluate rrFE schemes with proved security in terms of their entropy re-
quirement, and security model.

Entropy. For an information-theoretic fuzzy extractor to securely extract a A-
bit key R that is statistically close to uniform from a noisy source W, the min-
entropy m of W must be significantly larger than A. This is because the fuzzy
extractor leaks information through the public helper data P. The Leftover Hash
Lemma |If mandates that the conditional min-entropy must satisfy H.,(W|P) >
A—2—21log,(¢) to achieve a statistical distance of e. A standard choice of ¢ = 27>
for A-bit security leads to the requirement Ho, (W |P) > 3.

If we denote by ¢ an upper bound on the information leaked by the helper
data P, then the initial min-entropy must satisfy m 2 3\ + £. In code-based
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instantiations, ¢ is determined by the redundancy needed to correct the noise
level of the source and thus depends on the underlying error between source
samples.

Achieving reusability and robustness in information-theoretic fuzzy extrac-
tors imposes additional entropy requirements. In particular, each reuse incurs
entropy loss: correcting errors (e.g., via a secure sketch) leaks information about
the source, and achieving robustness (e.g., through a MAC) requires additional
entropy to withstand active attacks. Consequently, the total entropy requirement
of the source grows approximately linearly with the number of allowed reuses.
This stringent linear entropy barrier is a fundamental limitation of information-
theoretic fuzzy extractors, and it renders them impractical for many real-world
applications that rely on biometric sources with fixed and limited entropy. This
shortcoming has motivated the development of computational fuzzy extractors,
which achieve reusability and robustness with substantially lower entropy re-
quirements by relying on cryptographic hardness assumptions rather than pure
information-theoretic guarantees. (The increase is roughly, A for adding robust-
ness, and A per each helper data in reusability.)

Computational fuzzy extractor. The following informal proposition shows that
the min-entropy of the source must satisfy m = w(log(\)).

Proposition 1. Let (Gen,Rep) be a computational fuzzy extractor for a source

W with support W and min-entropy Hoo(W) = m = O(log()\)), where X is the

security parameter. Suppose that at least one of the following holds:

(1) The helper data is a deterministic function of the secret. There exists a func-

tion f such that for every w € W, the helper data output by Gen on input w is

always P = f(w) (Gen may still use randomness to choose R).

(2) Efficient verification using Rep. There exists public information aux (con-

tained in P) such that, given any w' € W, the algorithm Rep(w’, P, aux) behaves

as follows:

(i) If dis(w’, w) < t, then Rep(w’, P,aux) = R with overwhelming probability.

(ii) For other w', we have Rep(w’, P,aux) =L with overwhelming probability.
Then, (Gen, Rep) is not a secure computational fuzzy extractor.

Proof (informal). Since Hoo(W) = m = O(log(X)), the support W of W has
size |W| < 2™ = poly(\). Thus, enumerating all w € W is feasible in probabilis-
tic polynomial time. Let Gen(w) = (R, P) for a sample w of W.

Case 1: deterministic helper data. Assume condition (1). For w’ € W, the adver-
sary computes P = f (w') and outputs the unique w’ for which P = P. Because
P is a deterministic function of w, correctness of the scheme implies that, except
with negligible probability, w is the only element of W that produces P and the
adversary recovers w in polynomial time.

Case 2: verification using Rep. Assume condition (2) holds. The adversary enu-
merates all w’ € W and runs Rep(w’, P) for each. If Rep(w’, P) outputs R’ #.1,
the adversary outputs R’ (and identify the corresponding w’ if needed). Else, it
continues with another w’. By property (2), if dis(w’, w) < ¢ for the true w, we
have Rep(w’, P) = R with overwhelming probability. For all other w’ € W, we
get L with overwhelming probability.
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Therefore, with overwhelming probability, exactly one candidate in the poly-
nomial size list yields a non- L key, and that key is the true R. The adversary thus
recovers R in probabilistic polynomial time. In either case, a polynomial-time
adversary succeeds in recovering w or R. (]

However, this is only a minimal necessary condition. For practical A-bit se-
curity, m should be linear in A, typically m > A + k for some constant k. This
ensures that brute-forcing the source (= 2™) is at least as hard as breaking the
underlying computational assumption (= 2*). While this entropy requirement
(m = M) is significantly lower than that of information-theoretic fuzzy extrac-
tors (m = 2X), it still excludes very low-entropy sources such as fingerprints
(m = 40) [41], Page 622]. The key enabling factor is the reliance on cryptographic
assumptions, such as the hardness of learning with errors (LWE) problem [42].
These assumptions allow the construction to “amplify” the effective entropy of
the source and provide security for longer keys, even when the initial entropy is
small.

The entropy requirement of a fuzzy extractor depends on the source min-
entropy and its structural properties, as well as on the specific computational
assumption employed. Here, structure refers to the source’s error and correlation
model, which dictates the design of the error-correction component, while the
computational assumption determines the parameter sizes of the construction
and, critically, its post-quantum security.

4.1 Entropy requirement of rrFEs

In the following we will examine the entropy requirement of existing rrFEs that
provide post-quantum security using the commonly used security model used in
[49/50] and described in section [2] for security evaluation of our scheme. Security
reduction in all cases (including our construction), except Deo et al. [T, Section
4, 3] is in standard model. In all cases, the constructions use a CRS (Common
Reference String) which is uniformly random and is used as the uniform random
seed of the randomness extractor.

Wen et al., PKC 2019 [50, Section 6.1]. Wen et al. [50, Section 4] gave
a generic construction of rrFE that employs, a homomorphic secure sketch with
linearity property, a homomorphic universal hash function, a pseudo-random
function (PRF) with unique-input key-shift secure PRF. The instantiation of
this PRF is based on LWE assumption. The output of the universal hash on the
source sample w is represented as a Alog(g) x Alog(g) matrix with elements in
Zq, q € N, and is used as the secret key of the PRF. Thus the PRF secret key has
length (Alog(q))?log(q) bits [50, Theorem 3], where p,q € N such that p|g and
satisfies the relation in [50, Theorem 3|. Thus the minimum entropy requirement
of the rrFE, assuming s bit entropy loss due to secure sketch for error correction,
O((Mlog(q))?1og(q)) + s. More details is in Appendix

Cui et al., DCC 2021 [15, Fig. 18]. Cui et al. [I5] Fig. 18] gave a generic
construction of rrFE that replaces the need for perfect randomness with im-
perfect randomness, and has the following components: a homomorphic secure
sketch with linearity property, a homomorphic strong seeded extractor, and a
key-shift secure symmetric key encapsulation mechanism (SKEM). The construc-
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tion is reproduced in Fig. 2] and used an SKEM instantiation that relies on LPN
assumption. The key for the SKEM requires ©(\?)-bit [15, Corollary 2]. Assum-
ing s bit entropy loss for the secure sketch is s bits, the rrFE entropy requirement
is O(A\?) + s bits.

Deo et al., ACNS 2023 [17], Section 3, 4, 5]. Deo et al. [I7] gave two
constructions of rrFE. An rrFE construction that is secure in QROM model
and requires O(\) + s bits of entropy, where s is the entropy loss of secure sketch
in the construction. The concrete entropy requirement is a 4\ + s [I7, Section
4.3] which is 512 for A = 128, making it higher than what is offered by any
commonly used biometric. The second construction [I7, Section 5] improves the
construction of rrFE of Cui et al. [I5 Fig. 18] with the goal of reducing the
required entropy. The construction uses an SKEM that relies on a ring-LPN
instance, and is reproduced in Fig. @ The SKEM secret key must have O()\) bit
entropy, which for the ring-LPN-based construction, using parameters in [52],
and used in [I7), Section 5|, requires W to have ~ (258 + s) bit entropy where
s is entropy loss of secure sketch.

Our scheme. The ring-LPN based constructions of our generic construction
of rrFE requires only O()) + s-bits of entropy, which is an improvement on
the source entropy requirement of rrFE. More precisely, considering the current
ring-LPN parameters [28], our rrFE requires ~ 8\ + s bits entropy.

4.2 Zhou et al., Theoretical Comp. Sci. 2024 [54, Fig. 13].

Zhou et al. [64, Fig. 13] proposed an rrFE using an isogeny-based assump-
tion, together with other building blocks, a homomorphic secure sketch with
linearity property, a homomorphic average-case extractor, and a PRG that used
the isogeny-based computational assumption. The entropy requirement of the
construction is O(\) + s bits, where s is the entropy loss of the secure sketch.

Zhou et al. argue the challenge of constructing rrTFE based on isogenies and
propose “a slight modification to the traditional rrFE’ﬂ by adding an addi-
tional initialization algorithm that generates an “initial helper string Pi.;;” by
the user. Any future invocation of the Gen or Rep must take P,;; as input.
The construction, thus, is defined by four algorithms [54, Definition 16| that
adds rrFE.Init to the definition of rrFE in [4950/T5] with the tuple of algorithms
(rrFE.Setup, rrFE.Gen, rrFE.Rep).

Similar to [49J500T5], the adversary can query rrFE.Gen and rrFE.Rep ora-
cles, and wins under the same conditions (i.e. indistinguishability of the key for
reusability, and inability to construct a helper data that is accepted by Rep for
robustness- see Definition . The adversary however cannot query the initial
helper string Pit.

Implications of this model is that the adversary cannot examine the full work-
ing of the Gen algorithm through Gen queries. Although it is easy to see that
security in Cui et al. model implies security in Zhou et al. model by using a
NULL string for Py, establishing the relation between the two model remains
an interesting open question. We note that the construction in Zhou et al. [54]

% Page 3, [54].
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Fig. 13] only works for non-NULL P,;; and so its security remains incomparable
with other post-quantum rrFEs.

5 An rrFE Construction from Ring-LPN

) rrFE.Init(1%) ) rrFE.Rep(crs, P/, w')

(a

1 req & 8. . Parse crs = (rext, R, f, 7, (€, D)).
2. Choose a degree n = Poly()) polynomial f. . Parse P' = (s',d’,c,0").
3.
4.

(c
1
2
Set ring R = F2[X]/f(X). 3. w + SS.Rec(w’, ).
For 7 € (0, 1), choose an [n, k, 2t +1] linear| 4. If dis(®, w’) > t,
error correcting code (£,D) with nt < ¢. 5. Output L.

6

7

8

5. Set crs := (rext, R, f, 7, (€, D)). . Else,
6. Output crs. 2’ Ext(rex, ).
K+ D +d -2').
(b) rrFE.Gen(crs, w) 9. Parse k' = (y1,y3) € Kmac X R.
1. Parse crs = (rext, R, f, 7, (€, D)). 10. o' + MAC(yi, (s',d’,c)).
2. s < SS.Gen(w). 11. If (e =0'),
3. x + Ext(w, rext)- 12. Output 5.
4.1 & Kwmac; y2 & R; a & R; e & Ber®. 13.  Else,
5.c=a-z+e+E(yr | y2)- 14. Output L.
6. 0 + MAC(y1, (s,a,c)).
7. P:= (s,a,c,0) and R := ys.
8. Output (P, R).

Fig. 3. An rrFE scheme based on ring-LPN

We describe the construction in Figure[3] The construction uses the following
building blocks:

— A homomorphic (M, m, m,t')-secure sketch SS = (SS.Gen, SS.Rec) with lin-
earity property for a metric space M.

— A homomorphic average-case (M, M, X, €ext)-extractor Ext.

— An [n, k, 2t +1] linear error correcting code (€, D), where k = {,,, +{r and
N, Licyacs £ are the bit-length of each element in X', Kmac and R respectively.

— A key-manipulation secure (Kmac, Smac, TMAC, Emac) massage authentica-
tion code (KMS-MAC) MAC.

Construction Outline. The rrFE.Init on input the security parameter \
generates the public parameters including the seed for extractor and description
of the ring R and the Bernoulli parameter 7, description of the error correcting
code (€,D) as a common reference string.

The rrFE.Gen algorithm applies a secure sketch generation algorithm and a
randomness extractor on a source sample w generating s and a uniform key x. It
then samples two random keys y; and yo, computes E(y; || y2) and masks it with
a ring-LPN sample using x as the secret key, generates c = a-z+e+E(y1 || y2),
where a is uniformly random from a ring R and e is sampled from the Bernoulli
distribution. and computes an authentication tag o using a KMS-MAC algorithm
using y; as the secret key, and outputs (s,a,c,0) as helper data and ys the
extracted key.
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The rrFE.Rep algorithm takes a source sample w’ and helper data (s, a’, ¢/, ")
as input and recovers w using w’ and s’, uses the randomness extractor on w
to regenerate z’, removes the mask o’ - 2/ and recovers y| || y4 by computing
D(c +a’ - ) using the decoding algorithm, D. It verifies the authentication tag
o’ using the KMS-MAC algorithm with y] as the secret key and outputs yj as
the extracted key if the verification succeeds.

Theorem 1. The construction in Figure@ is an (M,m, R, ', €reu, €rob)-TObUSElY
reusable fuzzy extractor, where €rey = 2€ext +2€RLPN ONA €rob = €ext +ERLPN + EMAC-

Proof Outline. We present an outline of the proof. The complete proof is
in Appendix [G|

Reusability. The proof consists of a sequence of games: Gy to Gg.

Game G is described in experiment Expj"‘;FOE (Fig. 1| (a) in Definition .
Game (31 is the same as game Gy, except in response to the ith generation query
where A provides the shift d;, we use the homomorphic property of secure sketch
(Section [2)) to rewrite SS.Gen(w + 0;) as SS.Gen(w) + SS.Gend;, and the linearity
property of extractor Ext to write Ext(w 4 0;, rext) as Ext(w, rext) + Ext(d;, Text)-
We prove that Pr[Gy = 1] = Pr[G; = 1].

Game G5 is the same as game G except that the secret key of ring-LPN (that
is the output of Ext(w, req)) is replaced by a uniformly sampled key from X. We
prove that |Pr[G; = 1] — Pr[G2 = 1]| < €ext-

Game (3 is the same as game G5 except that the KMS-MAC secret key and
R in line 6 and line 7 of rrFE.Gen are replaced with uniformly chosen values
from respective domains (these were values used in computation of ¢ in line 5 of
rrFE.Gen). We show that | Pr[G3 = 1] — Pr[G5 = 1]| < €rLpn-

Game G4 is the same as game G3 except that the secret key for KMS-MAC
is the same y; that is being used in the computation of ¢ in line 5 of rrFE.Gen
instead of uniformly chosen from Kyac. We then prove that

|PI‘[G3 = 1] — PI‘[G4 = 1]| < €RLPN-

Game Gj is the same as G4 except that the generation of the secret key for
ring-LPN| z, is reverted back to & < Ext(w, rext). We show that

[Pr[G4 = 1] — Pr[G5 = 1]| < €ext-

Game Gg is the same as game G5 except that we revert back the conceptual
changes done in the generation of (P;, R;) in game G;. We show that

Pr[Gs = 1] = Pr[G¢ = 1]. Combining these games, we prove that the FE
construction is reusable.

Robustness. The proof of robustness also uses a sequence of games: G to Gs.
Game G| is the robustness experiment Expjf{f’frFE (Fig. [1| (b) in Definition .
Game G is the same as game G except in response to the ith generation query
where A provides the shift d;, we use the homomorphic property of secure sketch
(Section[2) to rewrite SS.Gen(w+4;) as SS.Gen(w)+SS.Gen(d;), and the linearity
property of extractor Ext to write Ext(w + 0;, Text) as Ext(w, rext) + Ext(0;, T'ext),
and in response to the Rep oracle query with a shift 6* and helper data P* :=
(s*,a*,c*, o*), we use the linearity property of the secure sketch and the linearity
property of extractor to write w <— SS.Rec(w + 6*, s*) and & <+ Ext(w, rgx) as
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6 =1f(6%,s,5%) and & = Ext(w, T'eqt) + Ext(8, Text). We prove that

PI‘[GO = 1] = PI‘[Gl = 1}

Game G4 is the same as game (G except that the secret key for ring-LPN is
uniformly and independently sampled from the secret key space X of ring-LPN
instead of being the output of Ext(w, rex). We then prove that

[Pr[G = 1] — Pr[G2 = 1]| < €ext.

Game (3 is the same as game G2 except that the secret key for KMS-MAC and R
are uniformly random in Kyac and R, respectively, instead of the same (y1 || y2)
that is being used in the ring-LPN-based computation (a -z + e+ E(y1 || y2)),
and in the reproduction query, if a* in the query is the same as one of the
Gen oracle query’s output, it selects the previously used key that was used for
MAC in that query and then shifts it with a value A known to the adversary
before using it as the secret key for MAC for verifying the tag. We show that
| Pr[Gy = 1] — Pr[G3 = 1]| < erLpn, and from the key manipulation security of
KMS-MAC, we have | Pr[Gs = 1]| < emac. Combining these results, we prove
robustness. U

5.1 Concrete instantiation.

We instantiate the construction in Fig. [3] with security parameter A = 128 () is
the size of the FE output key). We first obtain the source parameters (including
its entropy requirement) and then determine the remaining parameters of the
building blocks.

(a) Determining source parameters.

We consider a source W with length 72, min-entropy m and dis(w, w’) < ¢, and
aim to estimate m for given 7 and t'. We (i) choose parameters of ring-LPN, (ii)
select a concrete error correcting code (£, D), and (iii) obtain input entropy of
W from the required Ext and secure sketch SS min-entropy.

— The Ext output, z, is the ring-LPN secret key x. The ring-LPN sample
b = a-x + e has error vector e, drawn from a noise distribution Ber®.
We use a ring-LPN [28] instance with secret size 768 bits and the Bernoulli
parameter T = .125 that is shown to provide 113-bit (egLpn = 2_113) security
(for LPN [, [35, Section 5.2]). The outline of the argument is in Remark

— For \ = 128, key requirement of the system (y; || y2) is (12842 x 128) = 384
bits. Thus, £ must correct 12.5% error of the ring-LPN on the code block
length of (at least) 768 bits. In Remark 3] we show that a [1200, 384, 301] Low
Density Parity Check (LDPC) [393833] code where 301 = 2x.125x1200+1
minimum distance, is a good choice for (£, D).

— The Ext has output length of 1200 bits and so taking into account the entropy
loss of Ext (using Left-over hash lemma and €e; = 27128), the min-entropy
of input W, must be 1200 + 2 x 128 — 2 = 1454.

— The rrFE input W is of length 71 and dis(w, w") < t’. Using a syndrome-based
secure sketch [21] based on an [n, k, 2t' 4+ 1] error correcting code requires a

secure sketch output of length (72 — k) > 2¢' 4+ 1, and so the min-entropy of

W must satisfy m > 1454 + (7 — k) > 1454 + 2t/ + 1.
(b) rrFE building blocks.
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— A homomorphic Syndrome-based (M, m,m,t’)- secure sketch (SS) with lin-
earity property using an [n, k,2t' + 1]-linear error correcting code, where
M =0, 1} , M= m g — k).
— An (M, 1, {0, 1} (A=k)+2=23 9=X)_randomness extract(iExt) using

(A—k)+2—2\)x7

Toeplitz matrix re € ng in Appendix Ext output =

has statistical distance 2~ from uniform.
— We use a (]CMAc,SMAc,TMAc,eMAc)—KMS—MAC with Kvac = F27 Smac =

FIE=51 and Tuac = F where F = GF(2'%") and emac = 272", which is

negligible. The MAC construction is given in Appendix

Entropy requirement comparison. For above parameter choices, our rrF'E con-
struction requires ~ 12\ + (7 — k), which is an improvement over the ring-LPN
based rrFE construction of Deo et al. [I7, Section 5], which needs 258\ + (7 — k)

min-entropy.

Remark 2. We use the results of [4], [35, Section 5.2], |[22] for solving LPN prob-
lem to choose parameters of ring-LPN [28] instance used in our construction.
The paper analysis is based on attacks that recover the LPN secret. In using the
result in our setting we implicitly assume that the computational hardness of
recovering LPN secret is similar to the indistinguishability of ring-LPN samples
from uniform. According to the analysis of [4], [35, Section 5.2], [22], an LPN
problem with secret key size 768 bits and the Bernoulli parameter 7 = .125 would
require 213 memory (and thus at least that much time) to solve when given ap-
proximately that many query access. For higher 131 bits security (273!-hard),
secret size 1024-bit with the same Bernoulli parameter can be used.

Remark 3. For error probability .125, using Shannon’s limit for binary symmet-
ric channel, the achievable information rate is < (1 — Hz(.125)) =~ .46, where
Hs is the binary entropy function. This means that for dimension (k) 384, we
have the code block length (n) > 840. Thus, a [1200, 384, 2t + 1] Low Density
Parity Check (LDPC) [39/38I33] code that can correct 12.5% error is a suitable
candidate for (£, D).

6 Conclusion

Biometric authentication is considered the gold standard of identification when
secure access to extremely valuable data such as those stored in cryptocurrency
or identity wallets are required. The primary cryptographic tools for using bio-
metric data in authentication and key extraction are fuzzy extractors, and in
practice their reusable and robust variants (rrFEs). We provided a critical as-
sessment of existing post-quantum-—secure rrFE constructions with ‘proved’ se-
curity, examining both their formal security guarantees and their applicability to
commonly used biometric sources. We then proposed a new construction which,
to the best of our knowledge, is the only rrFE offering post-quantum security in
the standard model while requiring only O(\) source entropy.

For A\ = 128, none of the constructions (including ours) can be used with a
single (commonly used) biometric source. Reducing entropy requirement of rrFEs
and/or using rrFE with multiple biometric sources are interesting directions for
future research.
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FE Scheme Sec. Comp. Assmp. Reus|Rob|PQ Sec.| Mod
DRS04[21] IT. - X | X v Std.
Boyen04[6] IT. - v oI X v Std.
Boyen04[6] IT. - v I X v RO
BDKOSO05[7] IT. - X | Vv v RO
DKK12[19],CDFO8[3]| IT. - X | v | v Std.
FMR13|[24] Comp. LWE X | X v Std

CFP16[11],ABC18 [I] |Comp. Hash fun. intr. v I X v |Dig. Loc.
ACEKI17[3] Comp. LWE v X v Std.
WLHI18|5I] Comp. DDH v | X X Std.
WL18[48] Comp. LWE VoI X v Std.
WL[A9] Comp. DDH, DLIN lv| o x Std.
WLG|E0, Section 6.1] |Comp. LWE v |V v Std.
LLGC [36] Comp. LPN v oI X v Std.
FT [23] Comp.|SXDH and exp. k-Linear| X | v X Std.
CLG [I5] Fig. 18]** |Comp. LPN v |V v Std.
CLG [15, Fig. 17]** |Comp. DDH v |V X Std.
ACFHL [2] Comp.| Group Theoretic assmp. | X | v X Std.
CSLC [12] IT. - X | X v Std.

DG |17, Section 3, 4] |Comp. Hash fun. intr. v |V v QROM
DG [I7, Section 5]** |Comp. Ring-LPN VoV v Std.
ZLH |54, Fig. 13] |Comp. Isogeny v |V v Std.
Our FE Comp. Ring-LPN v IV v Std.

Table 2. Comparison of our rrFE with other FEs. IT. and Comp. denote information-
theoretic and computational security, respectively. Columns are as follows: Sec: whether
the scheme achieves IT.Sec. or Comp. Sec.; Comp. Assmp.: The underlying computa-
tional assumption; Reus : the scheme is reusable; Rob :the scheme is robust; PQ Sec. -
Post-quantum security; Mod - security proof model. Std.: standard model, v': feature is
achieved, X: feature is not provided; fun. intr: function intractability; SXDH: symmet-
ric external Diffie-Hellman assumption [18]; exp. k-Linear: exponentially hard k-linear
assumption [53]; Group Theoretic assmp.: Group Theoretic assumption [2, Assump-
tion 3.1]; RO: Random Oracle; Dig. Loc.: requires Digital Locker; QROM: Quantum
random oracle model. ** We attack these constructions.

B Preliminaries

B.1 Extractor

A universal hash family can be used as a randomness extractor whose parameters
satisfies the Leftover Hash Lemma [29].

Definition 8 (Universal hash family). A family of functions

h: X xS — Y is called a universal hash family if Vx,y € X', x # y, then we have
that Pr[h(z,S) = h(y,S)] < ﬁ, where the probability is taken over the uniform
choices of S in S.

Lemma 1 (Generalized Leftover Hash Lemma [20]). Let
h: X xS — {0,1}* be a universal hash family. Then for any two random
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variables A € X and B € Y, applying h on A can extract an almost uniform
random variable whose length ¢ satisfies the following:
1 -
A(h(A,S),S,B,U[,S,B) < 5 2~ Hoo (AlB) '2£a

where S is chosen uniformly at random from S. Especially, if h is a univer-
sal hash family with Y = {0,1}* satisfying £ < m + 2 — 210g%, then h is an
(X, m, Y, €)-extractor.

In particular, let S be the set of all Toeplitz matrix A in Z5*™ of the form

ag Gp—1 Apn-2 - a1

aip  ap Gp—1 - a2

A= | G2 @ ap ---ag
af—l a2_2 ... .. ae

where k < m+2—2log(%), W = {0,1}". Then Ext(w, A) = A-wisa (X,m,Y,e)-
extractor [51, Section 2], where X = {0,1}", ¥ = {0,1}*.

B.2 Secure sketch

For an [n, k, 2t + 1] linear error correcting code with parity check matrix H €

Zgn_k)xn, the syndrome-based secure sketch consists of the following algorithms.

— SS.Gen(w): For an input w € {0,1}", it outputs s = syn(w) = H - w.
— SS.Rec(w’, s): w" — Decode(syn(w’) — s).

This secure sketch is homomorphic as SS.Gen(w+6) = H-(w+6) = H-w+
H - § =SS.Gen(w) + SS.Gen ().
It also has linearity property [14] as

5

w —w = SS.Rec(w’, §) — w = w’ — Decode(syn(w’) — 3) —w (4)
— Decode(syn(w’) — §) = § — Decode(s + syn(§) — 3). (5)

We define f(4,s,5) = (§ — Decode(s 4 syn(8) — 3)) and & = (4, s, 3).

B.3 Message authentication code with key manipulation security

We recall an instantiation of KMS-MAC provided in [T4J19]. Define
MAC : (GF(2"))? x (GF(2"))? — GF(2") as follows:

d
MAC((k, k'), m) = k2 + > " mk' + K,
i=1
where k, k' € GF(2") and m = (mq,--- ,mg) € (GF(2"))% The security of
the key manipulation secure MAC (KMS-MAC) [14] is emac = %, which is
negligible.
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B.4 Symmetric key encapsulation mechanism.

We recall the definition of symmetric key encapsulation mechanism [49] and its
decapsulation uniformity property [I5, Definition 16].

Definition 9 (Symmetric key encapsulation mechanism). A symmetric
key encapsulation mechanism (SKEM) with decapsulation uniformity consists of
three algorithms SKEM.Setup, SKEM.Encap and SKEM.Decap. Let K', R., C,
IC be the secret key space, randomness space for SKEM.Encap, ciphertext space
and encapsulation key space respectively. The algorithms satisfy the the following
properties.

— SKEM.Setup(1*) — pp that takes a security parameter X as input and outputs
public parameters pp.

— SKEM.Encap(k;r) — (K, C) takes the secret key k as input, samples r & Re
and outputs en encapsulated key K and a ciphertext C.

— SKEM.Decap(k,C) — K' takes the secret key k and a ciphertext C' and
outputs a key K' € K or a reject symbol 1.

Correctness. If pp < SKEM.Setup(1?), (K,C) + SKEM.Encap(k;r), then it
satisfies that SKEM.Decap(k,C) = K.

Key-shift pseudorandomness. For all computationally bounded adversary A,
we have

Pr[t) = b: pp + SKEM.Setup(1*), k < K/, b & {0,1}, 0 < A% (pp)] = negl(\),

where oracle O;:Sp is defined below.
Decapsulation uniformity. For any C € C, and K' € K, we have that

1

Pr[SKEM.Decap(k, C') = K’ : pp + SKEM.Setup(1*), k < K] = Tk

The oracle O;:Sp is defined as follows.

- OlgSp(di): On input §;, if b= 0, it outputs uniformly random
(K;,Cy) & xe. Otherwise, it outputs (K;,C;) < SKEM.Encap(k+ d;;7;).

C Reyvisiting the LPN based robustly reusable FE scheme
of Cui et al. [15, Fig. 18]

Figure [4] depicts how SS, Ext and SKEM are combined to construct the generic
rrFE scheme of Cui et al. [15].
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FE.Gen(w,crs)
Randomness K = (K1,K2)
; .

Source read
W — >

Random CRS Ext(w,r')

crs =1 —

W SS.Gen(w)

FE.Rep(w',P,crs)

N

Ri=1
—*ves—> R= Ky
K L we=wk) |
Pic: SKEM.Decaps(C k)
o .

s SS.Rec(w,s)|__ W'

Source read
W —>

Ext(w",r")

crs =1 ————»|

Fig.4. A diagram of the robustly reusable FE scheme of Cui et al. |[I5], reproduced
for completeness. SS is a homomorphhic sketch with linearity property, Ext is an ho-
momorphic strong randomness extractor and SKEM is a symmetric key encapsulation
mechanism.

D Revisiting the post-quantum standard model FE
construction of Deo et al. [17, Section 5]

D.1 The FE scheme

Deo et al. [I7, Section 5| presented an improvement to the robustly reusable FE
construction of Cui et al. based on LPN. Similar to Cui et al.’s construction,
Deo et al.’s construction has three building blocks: a linear homomorphic se-
cure sketch, a randomness extractor and an SKEM. Figure [4] shows how these
building blocks are combined to construct the FE algorithm. To instantiate, the
construction however replaces the LPN based SKEM of Cui et al. with a Ring-
LPN based SKEM, which improves the performance of the FE. For the sake of
completeness, we first recall the LPN-based SKEM from Cui et al. [I5], and then
Ring-LPN based SKEM from Deo et al. [I7, Section 5].

Figure [5] depicts the SKEM_py scheme of Cui et al. and is reproduced as
verbatim for completeness. It uses the following notations.

[m, k,d] is a linear error correcting code C with encoding and decoding algo-
rithms (€, D) respectively. Ber,"(r) takes a parameter r and outputs a vector of
m binary elements, each drawn from a Bernoulli distribution with parameter
(i.e. the probability of 1 is 7).
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(K, C) + SKEM.Encap(X € Z5"™;r):

— SKEM.Setup(1*):
PPsicem p(1%) Parse ™ = (T 7T.1])

Set n = poly(A).

P € Tk x 73 % ZEm s, K’ < SKEM.Decap(X, C):
Chooéc an [mi/ﬂ d] code € = (£,D) Ifr; =0, return L. Parse € = (r2,3).
o et y v+ Ber'(rs). If r; = O,_;'cturjl} 1.
Set PPaem = (€, 1,7) yi=&r)or Xov'. K'=Dly @r; - X).
skem 1,17 C=(ry), K= . Return K'.

Return ppyenm-

Return (K, C).

Fig. 5. SKEMpn scheme (from LPN) of Cui et al. [I5], reproduced for completeness.

Deo et al. noted that, assuming n and m are O(\), the secret key of the
SKEM_pn has O(A?) bits. Thus, to use this SKEM py, the randomness extractor
in Figure 4 needs to extract O(A\?) uniform bits from the source. Therefore, the
source needs to have O(A?) bits of min-entropy. Deo et al. improved the rrFE
algorithm by using a ring-LPN based SKEM that requires O()) bits secret key.

Figure [6] describes the SKEM scheme of Deo et al. [17].

(a) SKEMRLpN,Setup(IX) (b) SKEMgpn.Encap(X) (c) SKEMg pn.Decap(X, C)
Choose a degree n = poly(\) function f. |Parse X = (z1,2), where z; € R} and z; = Zg. Parse C as (c1,¢2) € Ry X Ry
Set R =Z[X]/f(X) and Ry = R/2R. Sample randomly a <—r Ra. Parse X as (z1,z2) € Ry X Zo.
Choose k and m = poly()) such that Sample e < Bery™ Output D(c2 — c171) B z2

kn = m for some k € Z. &« Zk

2
For T € (0, %), choose an [m, k,d = 2t + 1]|Output C = (a,a-z1 e P E(Z)) and K =z @ &.
code (&, D) such that mr < t.

Fig. 6. SKEMg.pn scheme of Deo et al. [I7].

D.2 Analysis of the FE scheme

Deo et al. proved that the construction of FE in Figure [ with the ring-LPN
based SKEM in Figure [f] is a robustly reusable FE according to Definition [7}
We however prove that the construction is not robust. We prove this by showing
that, after receiving a helper data in response to a single query to the FE.Gen, an
adversary can modify the helper data such that the FE.Rep will fail the tempering
of the helper data, and generate a key which is different from the extracted key
of the sender. As a result of this attack, the FE.Gen and the FE.Rep will have
different extracted keys. We describe the adversaries algorithm to perform the
attack. Let A be an adversary attacking the robustness game in Fig. [I] following
Definition
Adversary A’s Attack Algorithm: The algorithm has two steps.

1. A queries the Gen oracle with an input §, where dis(d) < ¢.

2. Let Areceive a helper data (P, R) as a response to the query, where (P, R) <
FE.Gen(w + d,crs), P = (s,C,0), C = (a,a-21 ® e ® E(F)), and 0 =
(22D T)\f1..r+¢ according to FE.Gen in Figure[4]and ring-LPN based SKEM
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in Figure [6] and ¢ is the number of bits in K; (i.e. tag). Upon receiving
the helper data P, A chooses a x3 € {0,1}*, computes £(0, x3), where 0,
denotes a string of ¢ number 0s. A then generates a new helper data P,
where P’ = (5,C",0), C' = (a,a -1 ® e ® E(Z) ® E(0¢|z3)). A sends P’ to
the Rep oracle along with the input J.

Notice that
a-z1®edEE)DE|as) =a-x1 DedE(T D (0g|x3)) (6)

Equation [] follows from the linearity of error correcting code. Upon receiving
P’ and 4, FE.Rep will output (2 ®Z);...n ®x3 as the key. To describe the reason,
we explain the execution of FE.Rep in more detail below. As the adversary does
not modify (s, o), the output of SS.Rec(w’, s) and Ext(w”,r’) in FE.Rep algorithm
in Figure [4 will be the same as their respective output that would have been if
the helper data had not been modified. As a result,
Dia-x1De®EE) D E0p|zs) B a-xz1) = (T (0¢]as)). Therefore, the output
of SKEMgipn.Decap = (22 @ & @ (0¢|z3)). So, in Figure 4} K’ = (K|, K}) =
(z2® T @ (0¢]x3)). The FE.Rep then computes K| = (xo ®E® (0¢|23))as1-Are =
(2 ® &) r11.-.a1¢ = 0 = K;. Therefore, in Figure |4} the verification of K| = K;
will succeed. Hence, FE.Rep will output a key K} = (z2® Z® (0¢]23))1...x, which
is different from FE.Gen algorithm’s output key K7 = (22 @ &)1...x.

E Revisiting the DDH based robustly reusable FE
construction of Cui et al. [15, Fig. 17|

E.1 The FE scheme

As depicted in Figure [d] the DDH based robustly reusable FE scheme in Cui et
al. [I5, Section 5.3, Fig. 17] also consists of three building blocks: a homomorhic
linear secure sketch, a randomness extractor and an SKEM. The DDH based
FE scheme uses the same cryptographic tools to realize the homomorhic linear
secure sketch and the randomness extractor that are used for the LPN based FE
scheme. It however uses a DDH based scheme to realize the SKEM component.
The robustly reusable DDH based FE construction of Cui et al. [15, Section
5.3, Fig. 17] is given in Figure [7} reproduced as verbatim for completeness. The
security of the construction is based on the DDH assumption. The output of the
Init algorithm of the construction is in common reference string.

E.2 Analysis of the FE scheme

The construction is proved to be robust in Cui et al. [I5, Section 5.3, Fig. 17]
according to the robustness game in Fig. (1| (b) following Deﬁnitionlﬂ We however
prove that the construction is not robust. We prove this by showing that after
making two queries to the Gen oracle, an adversary can generate a new helper
data that will be accepted by the FE Rep algorithm. As a result of the attack,
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— T EE, ! .
(P,R) < rrFEppn.Gen(pp, w;r): R « rrFEoon-Rep(pp, w', P):
Parse P = (s,C,0).

Parse pp = (R, pPyen = (G, 4, 9))-

. W L 7y —
pp ¢ Init(1%): sesyn(w). //SS W W 79990::1§(§)Qn(w) s).
R g 2%, i Z-C 4 — iCompute k =R - w.1
§ 72 N Compute k =R -w.// Ext — e a
(G.q.9)  GGen(1Y). | £ -~ m-CE T2 ;
PPaem = (G, 4, 9)- Sa”“)lf r+s Zk"’ Parse K = (K1, Kz) € {0,1}*0°8 x {0,1} .
et pp i= (R, PPiar)- // SKEMpoi Set & 1= K.
Return pp. Parse K = (K1, Kz) € {0, 1}“}(10g » x {0, 1}k' If6 =0, R:=Ks.
Set 0 := K. R:=Kz. P:=(s5,C,0). Else Ii: 1.
Return (P, R). Return R.

Fig. 7. The DDH based robustly reusable FE scheme of Cui et al. [15], reproduced for
completeness.

the Rep algorithm will return an extracted key. Let A be an adversary attacking
the robustness game in Fig. [1| (b) following Definition lﬂ The algorithm for A is
given below.

Adversary A’s Attack Algorithm. A performs the following two steps.

1. A sends two queries to the Gen oracle with the same input d, for some § with
wt(d) < t.

2. Let A receive the helper data (P;, R;) and (P2, R2) as the responses to those
two queries, where (Py, R1) < rrFE.Gen(w + §, crs),
(P2, Ry) < rrFE.Gen(w + 4, crs), Py = (s1,C4,01), C1 = g™,
Py = (82,C5,09), Cy = g™ according the FE scheme in Figure Let ¢ be the
length of o in bits. A then computes C' = C1-Ca, 0’ = ((01|R1)- (02| R2))1...¢,
where ‘|’ denotes concatenation of two strings, and (z),..., denotes the bit
sequence from the ath bit to the bth bit of z. Let P’ = (s1,C",d’). A sends
P’ to the Rep oracle along with the same input 6.

Since rrFE.Gen uses the same crs, w and ¢ in both queries, the secure sketch
output is the same for both Gen oracle queries, and hence s; = so. Notice that

Cl = Cl . 02 = ngrT2 and (7)
(01|R1) - (02| Ra) = g™ - g™k = gmtrak = (0)k (8)

Let R = ((01|Ry) - (2| R2)) (¢41)---(¢+14x)- Upon receiving P’, the rrFE.Rep
algorithm will output R as the extracted key. This is because the verification of
o’ will succeed as, from equation [8) we see that o’ = ((C’)¥)...,. Therefore, the

robustness property does not hold.

Remark 4. We have shown that the above attack works on the DDH-based ro-
bustly reusable FE construction of Cui et al. [I5, Section 5.3, Fig. 17|, which
uses perfect randomness. It can be shown that the same attack also works on
Cui et al.’s robustly reusable FE construction [15, Section 5.3, Fig. 19] based on
DDH, which incorporates imperfect randomness.
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F Source entropy requirement of the LWE based rrFE of
Wen et al. [50, Fig. 14]

In this section we compute possible parameters and required source entropy of
the LWE based 1FE of Wen et al. [50, Fig. 14]. The parameters are chosen such
that they satisfy the conditions stated in [50, Theorem 3|. In the theorem, ¢ and
A are independent variables, and other parameters are determined based on the
chosen values of € and A\. We describe how we computed the parameters of the
scheme.

Our goal is to find the smallest min-entropy of a sample that is needed to
extract a final key of length A. That is, we need to find the minimum entropy
M of a sample w. Note that this entropy is partially lost due to a secure sketch.
However, we ignore the entropy loss due to the secure sketch. The evaluated
min-entropy here is without subtracting the entropy loss due to secure sketch.

1. We choose the security parameter A = 8.63 x 10°. The reason for choosing
a high value of X is to obtain a reasonable value of the length of the secure
sketch, as well as to make the value (2m)‘cBp/q negligible, which we will
calculate later in this section.

2. To choose parameters that satisfy [50, Theorem 3], we note that (2m)‘cBp/q
must be negligible. £ is a parameter that determines the length of the secure
sketch. More specifically, |s| = %, where |s| is the length of the secure sketch
in bits. m is a parameter that is directly related to M.

3. We choose the smallest values for ¢: ¢ = 1. Note that c is used in the matrix
C = [—c,c]™*™. There is no other restriction on c.

4. Let abs(z) denote the absolute value of x. B is chosen such that Pr[abs(z) <
B : x + ¥,] holds with overwhelming probability. Following Boneh et al. [5]
Proof of Theorem 5.1], we have B = m x w(y/log(m)). We choose B =
m X +/log(m).

5. € is a parameter that affects the hardness of LWE, and 0 < € < 1. € and A
determine the noise level of LWE. When A\ is fixed, an increase in € implies
a decrease in the standard deviation of the noise level, and a decrease in €
implies an increase in the standard deviation of the noise level. Note that if
we decrease €, the parameter ¢ decreases and hence the length of the secure
sketch output also decreases. This is because £ = 2 x |s|. We choose € = .25.

6. Then we compute a using the formula o = 27*". For A = 8.63 x 10° and
¢ = .25, we obtain a = 2 (8:63x107)*7  9—304.79

7. Note that ¢ = O(y/(\)/a). To make (2m)‘cBp/q negligible, we choose ¢ =
2%00 % (y/(X\)/a). That is, we choose the constant term in the order relation
q = O(y/(\)/a) to be 2590, We obtain
q= 2500 % (\/(863 X 109)/27304.79) — 2500+304.79 X 92897.79 ~ 2821.29.

8. Using [50, Theorem 3], we compute m = [A x log(q)]. For the chosen value
of A and €, we obtain m ~ [242:69]. Let K be the secret key. Then |K| =
m? x log(q) ~ 283384968 ~ 993.06 " which implies that for A = 8.63 x 10 and
€ = .25, the min-entropy of the source must be at least 293:06,
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9. Following [50, Theorem 3|, we then compute p = 2N =« 08(\)  To find p,
keeping (2m)‘cBp/q negligible, we choose
p = 200 —wllog(V) r 9304.79733.01 — 927178 yor the chosen set of parameters,
¢ = \°/log(\) ~ 10, and (2m)*cBp/q = 271%0. That is, for a security param-
eter A = 8.63 x 10° bits, we obtain a security level of 100 bits. The length
of the secure sketch s = g ~ 5. The length of the secure sketch is low, for
which it is not possible to find a suitable secure sketch. For A < 8.63 x 109
with € = 0.25, the length of the secure sketch will be less than 5.

Table [3| represents a parameter set for Wen et al.’s FE construction [50]
Theorem 3].

A c B € «Q q m | K| p | €| Anrells|
8.63 x 10°|1|m x \/log(m)|0.25|2 20479 952129 [542.697 [ 395:06 | 927178 1 5[5 =100 5

Table 3. Parameter sets for Wen et al.’s FE scheme [50, Theorem 3|. Anre =
(2m)‘cBp/q.

Figure |8 shows how the value (2m)‘cBp/q varies for different values of
the security parameter. In the figure, = represents the values of the security
parameter A, and y (i.e. f(x)) represents the value —log((2m)‘cBp/q) with
€ = 0.25. The figure shows that when the security parameter A = 2 = 8.63 x 107,
y = —log((2m)“cBp/q) = 100, i.e. (2m)‘cBp/q = 27190,

G Proof of Theorem [1]

Proof. We first prove reusability of FE and then it’s robustness property accord-
ing to Definition [7}

Reusability. We prove the theorem using a sequence of games: Gy to G5 as
shown in Figure @ The changes from Gj to G are underlined. The games are
executed between a Challenger C and an adversary A.

Game G| is the experiment Expj“;FOE. More precisely,

1. Challenger C samples 7ext s , chooses a degree n = Poly(\) polynomial f.
For 7 € (0, 1), it chooses an [n, k,2t + 1] linear error correcting code (€, D)
such that nt < t, sets crs := (Text, R, f, 7, (£, D)) and sends crs to A.

2. C samples w < W, invokes s < SS.Gen(w), x + Ext(w, rext), samples
Y1 & Kmac, y2 & R, a & R, e & Ber®, computes c = a-z +e+E(y1 | 1),
o + MAC(y1, (s,a,c)), sets P := (s,a,c,0) and R := ys, returns (P, R) to
A.

3. Upon receiving a Gen oracle query with shift §; € M, C checks if wt(d;) < t.
If wt(d;) > t, C returns an error symbol L to 4; otherwise, it computes

s; + SS.Gen(w + §;), x; + Ext(w + 0;, rext), sSamples y;1 & Kmac,
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o

1x1010 2x10! 3x1010

Fig. 8. A graph for computation of the function f(z) =

— log (2 <x log (%) )) (a: log (%)) A s where

).25

Af = \/log ((x log (;f?:;@ )))2(””('25)71‘%(””)) (%) The x axis represents the

security parameter A\, and the y axis represents
f(x) = —log((2m)“cBp/q) with e = 0.25.

Yi2 & R, a; & R, e; & Berf7 computes ¢; = a; - x; + €; + E(yi1 || vi2),
o; +— MAC(yi1, (8i,a4,¢)), sets Py := (s, a4,¢,0;) and R; := Yo, returns
(131', Rl) to A.

4. If the adversary A outputs a bit &', the game outputs b'.

It can be seen that
Pr[Exp'§ie = 1] = Pr[Go = 1] (9)

Game G is the same as game Gy, except some conceptual changes in the
generation of (P;, R;). More precisely,

3. Upon receiving a Gen oracle query with shift §; € M, C checks if
wt(d;) < t. If wt(d;) > ¢, C returns an error symbol L to A; otherwise, it
computes s; < s + SS.Gen(d;) and x; « = + Ext(d;, rext), samples

1 & KMAC, Y2 & R, a & R, e & Ber®, computes ¢ = a -z + e+ E(y1 || y2),
o + MAC(y1, (s,a,c)), sets P := (s,a,c,0) and R := ys, returns (P, R) to
A.
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(a) Games Go — Gg

Text &s.

Choose a degree n = Poly(\) polynomial f.
Set ring R = F2[X]/ f(X).

For 7 € (0, %), choose an [n, k, 2t + 1] linear

error correcting code (£,D) with nt < t.
Set crs := (rext; R, f, T, (€, D)).

w < W.

s < SS.Gen(w).

z < Ext(w, Text).

//Gz—G4

yl<—/CMAc7 y2<—72, aiR; e & Ber:.
c=a-z+e+Ey || y2)-

v & Kuac. || // Gs

Y2 ﬁ R. // G3 — G6

o + MAC(y1, (s, a,c)).

P :=(s,a,c,0) and R := ys.
! A9"O(P,R).

Output '

(b) O%"(8:)
If wt(é,-) >t
Output L.
Else,
s; <— SS.Gen(w + ;).

5 =5+55.Gen(d). ) o

T; Ext(w + 517 rext)

- - o - T 1
it S Mo A ) e
$ $ $
Yi1 < ,CMAc; Yi2 < R; a; < R.
e; ﬁ BerR.
ci =a;i -z +e; +Eyi || yi2)-
O; < MAC(yil, (si,ai,ci)).
P; := (si,a4,¢i,0:) and R; := ys2.

Output (P;, R;).

Fig. 9. Games Gy to G5 for the proof of reusability of rrFE

Claim 1 PI‘[GO = 1} = PI‘[Gl = 1]

Proof. By the homomorphic property of secure sketch, we have

s; = SS.Gen(w + §;) = SS.Gen(w) + SS.Gen(d;) = s + SS.Gen(d;)

By the homomorphic property of Ext, we have

x; = Ext(w 4 0, Text) = Ext(w, rext) + Ext(d;, rext) = @ + Ext(d;, rext)-

Hence, we have
PY[GO = 1]

Hence, the claim follows.

= PI’[G1 = ].]

(10)

Game G is the same as game G1, except that the secret key for ring-LPN is
uniformly and independently sampled from the secret key space X of ring-LPN
instead of being the output of Ext(w, rext). More precisely,

2. C samples w < W, invokes s < SS.Gen(w), x & X, samples

$ $ $ $
Y1 < Kmac, y2 & R, a & R, e & Ber®,

computes c=a-z+e+E(y1 || y2),

o+ MAC(y1, (s,a,c)), sets P := (s,a,c,0) and R := ys, returns (P, R) to

A.
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Note that, this change is also reflected in O%®"(8;) as z; = = + Ext(0;, Text)-
Claim 2 |Pr[G; = 1] — Pr[Gs = 1]| < €ext

Proof. Assume that the adversary makes at most p queries to Gen oracle. Since
Ho (W) > m and SS is an (m,m, t) secure sketch, we have

Hoo (W|SS.Gen(W)) > m. (11)

Since Ext is an average-case (M, m, X, eext)-strong extractor, following equa-
tion [L1} we have

SD(Ext(W, rext), SS.Gen(W), rex; U, SS.Gen(W), rext) < €exts (12)

where U is an uniformly and independently distributed random variable in A’
Therefore, for any PPT adversary B, we have

| Pr[B(Ext(W, rext), SS.Gen(W), rext) = 1]—Pr[B(U,SS.Gen(W), rext) = 1]| < €ext-
(13)
We need to prove that |Pr[Gq = 1] — Pr[Gs = 1]| < €exe. We prove this
by showing that if an adversary A can distinguish between G; and G3, we can
construct another adversary B that can distinguish between
(Ext(W, Text ), SS.Gen(W), rext) and (U, SS.Gen(W), rext). The adversary B uses
the adversary A. Let the adversary B be given (z,s,7ext), where x is either
Ext(W, rext) or an uniformly and independently chosen value from X, and s =
SS.Gen(W). The aim of B is to distinguish between (Ext(W, rext ), SS.Gen(W), rext)
and (U, SS.Gen(W), rext). B simulates the games G; and Gs for A as follows.

1. B chooses a degree n = Poly()\) polynomial f. For 7 € (0, %), it chooses

an [n,k,2t 4+ 1] linear error correcting code (£,D) such that nt < t, sets
crs := (Text, R, f, 7, (€, D)) and returns crs to A.
2. B samples y; & Kmac, Y2 & R, a & R, e & BerE, computes
c=a-x+e+ & | y2), o + MAC(y1,(s,a,c)), sets P := (s,a,c,0) and
R := ys, returns (P, R) to A.
3. Upon receiving A’s query with shift §; € M, B verifies if wt(d;) < t. If
wt(d;) > t, B returns an error symbol L to A; otherwise, B computes
$; + s+ SS.Gen(0;), x; + x + Ext(d;, rext), samples y;; & Kmac,
$ $ $
Yio — R, a; < R, e; < Ber®, computes ¢; = a; - z; + €; + E(ir || viz),
o; < MAC(yi1, (8i,a4,¢)), sets Py := (si,ai,¢,0;) and R; := Y2, returns
4. If the adversary A outputs a bit &', B outputs &'.

It can be seen that, if x = Ext(W, rex), B perfectly simulates the game Gy;
and if z is uniformly random in X', B perfectly simulates the game G5. Therefore,

| Pr[Gy = 1] — Pr[Gs = 1]]
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< | Pr[B(Ext(W, rext), SS.Gen(W), rext) = 1] — Pr[B(U, SS.Gen(W), rext) = 1]
< €ext- <14>

Hence, Claim [2] follows. O

Game Gj is the same as game G5 except that the secret key for KMS-MAC
and R are uniformly chosen at random from Kyac and R, respectively, instead
of the same (y; || y2) that is being used in the ring-LPN-based computation
(a-z+e+E(yr || y2)). More precisely,

2. C samples w < W, invokes s + SS.Gen(w), = & X, samples yq & Kmac,
ygﬁR,aﬁKe(ﬁBerR

T

computes ¢ = a-x +e+ E(y1 || y2). It

samples y; & Kmac and yo & R uniformly and independently, computes o <
MAC(y1, (s, a,c)), sets P := (s,a,c,0) and R := y, returns (P, R) to A.

Claim 3 |P1“[G2 = 1] — Pr[Gg = 1]| < €RLPN-

Proof. We prove the claim by showing that, if an adversary A can distinguish
between the game G2 and G3, we can construct another adversary B that can
implement an attack on the ring-LPN problem (Definition . Let the adversary
B receive (a,p,R, f,7), where (a,p) is either (i) generated by a ring-LPN dis-

tribution by computing p = a -  + e where a & R, & R, e & Berﬁ, or (ii)

uniformly chosen at random from (R x R). The aim of B is to decide whether
(a,p) is generated by the ring-LPN distribution or sampled uniformly at random
from (R x R). B simulates games G5 and G3 for A as follows.

1. B samples 7ex & S, chooses an [n, k,2t + 1] linear error correcting code
(€,D) such that nT < t, sets crs := (Text, R, f, 7, (£, D)) and returns crs to A.

2. B samples w < W, invokes s < SS.Gen(w). It samples y; & Kmac,

Y2 & R, computes ¢ = p+ E(y1 || y2), o + MAC(y1, (s,a,c)), sets
P :=(s,a,c,0) and R := ys, returns (P, R) to A.

3. Upon receiving A’s query with shift §; € M, B checks if wt(9;) < ¢. If
wt(d;) > t, C returns an error symbol L to A; otherwise, B computes
si < 5+ 55.Gen(d;), A;  Ext(d, Teq), samples yiy < Kuac, yiz & R. B
queries its ring-LPN oracle to get (a;,p;), where a; & R, pi=a; x+e,
e; & BerR. Tt computes ¢; = p; + a; - A + E(yir || yi2),
o; < MAC(y;1, (si,a:,¢)), sets P; := (s;4,ai,¢;,0;) and R; := y;2, returns
(Pi7 Rl) to .A

4. If A outputs a bit b/, B outputs b'.

It can be seen that, if (a,p) is generated by the ring-LPN distribution, B
perfectly simulates the game Gs; otherwise, if (a,p) is uniformly random in
(R x R), B perfectly simulates the game G3. Therefore,

|PT[G2 = ].] — PI“[G3 = ].]| < €RLPN-
Hence, Claim [3] follows. O
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Game 4 is the same as game G3 except that the secret key for KMSyac is the
same y; that is being used in the ring-LPN-based computation (a-z+e+E(y1 ||
y2)) instead of uniformly and independently chosen from Kmac. More precisely,

2. C samples w < W, invokes s + SS.Gen(w), & X, samples yq & Kmac,
Yo & R, a & R, e & Berf, computes c=a-x + e+ E(y1 || y2), samples
Y2 ERr uniformly and independently, computes
o + MAC(y1, (s,a,c)), sets P := (s,a,c,0) and R := yy, returns (P, R) to
A.

Claim 4 |PI‘[G3 = 1] — PI‘[G4 = 1” < €RLPN-

Proof. We prove the claim by showing that if an adversary A can distinguish
between game G5 and game (G4, we can construct another adversary B that can
successfully mount an attack on the ring-LPN problem (Definition . Let the
adversary B receive (a,p, R, f,7), where (a,p) is either (i) uniformly chosen at
random from (R x R), or (ii) generated by a ring-LPN distribution by computing

p=a-x+ e where a & R, z & R, e & Berf. The aim of B is to decide whether

(a, p) is uniformly chosen at random from (R X R) or sampled from the ring-LPN
distribution. B simulates games G3 and G4 for A as follows.

1. B samples 7ex & S, chooses an [n, k,2t + 1] linear error correcting code
(€, D) such that nt < t, sets crs := (rext, R, f, 7, (£, D)) and returns crs to A.

2. B samples w + W, invokes s + SS.Gen(w), samples y; & Kmac, Y2 & R,
computes ¢ = p+ E(y1 || y2), samples yo & R, computes
o + MAC(y1, (s,a,c)), sets P := (s,a,c,0) and R := ys, returns (P, R) to
A.

3. Upon receiving A’s query with shift §; € M, B checks if wt(¢;) < ¢. If
wt(d;) > t, C returns an error symbol L to A; otherwise, B computes
si ¢ 5+ 55.Gen(d;), A; « Ext(3;, rex), samples yi1 < Kwac, yi2 & R. B
queries its ring-LPN oracle and obtains (a;, p;), where a; ﬁ R, pi = a;-x+e;,
e; ﬁ Berf. It computes ¢; = p; + a; - A; + E(yi1 || yiz), computes
o; — MAC(yi1, (si,a4,¢)), sets Py := (s;,a4,¢;,0;) and R; := Yo, returns
(Pi, Rl) to .A

4. If A outputs a bit b/, B outputs ¥'.

It can be seen that, if (a,p) is sampled uniformly at random from (R x R),
B perfectly simulates game G3; otherwise, if (a,p) is sampled according to the
ring-LPN distribution, B perfectly simulates game G4. Therefore,

|PI‘[G3 = 1] — PI"[G4 = 1]| < €RLPN-
Hence, Claim [4] follows. O

Game G5 is the same as G4 except that the generation of x is revert back
to @ < Ext(w, rext). More precisely,
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2. C samples w < W, invokes s < SS.Gen(w), x + Ext(w, rext), samples
1 & Kmac, y2 & R, a & R, e & Berf7 computes c=a-x+e+E(y1 || y2),
samples o & R, computes o < MAC(y1, (s, a,c)), sets P := (s,a,c,0) and
R := yso, returns (P, R) to A.
Note that this change is also reflected in O%®"(6;) as x; = = + Ext(6;, Text)-
Claim 5 |Pr[G4 = 1] — Pr[G5 = 1]| < €ext

Proof. The proof of the claim is similar to the proof of Claim [2] as the modifica-
tions from game G4 to G5 is similar to that from game G; to G2. We omit the
proof here. O

Game Gg is the same as game G5 except that we revert back the conceptual
changes done in the generation of (P;, R;) in game G;. More precisely,

3. Upon receiving a Gen oracle query with shift 6; € M, C checks if wt(d;) < ¢.
If wt(d;) > t, C returns an error symbol L to 4; otherwise, it computes

s; + SS.Gen(w + §;), x; + Ext(w + 0;, rext), samples y;1 & Kmac,

Yi2 & R, a; & R, €; & Bers, computes ¢; = a; - x; + ¢; + E(yi1 || vi2),
o; <+ MAC(y;1, (si,a:,¢)), sets Py := (s4,a4,¢;,0;) and R; := y;2, returns
(B,Rl) to .A

Claim 6 Pr[G5 = 1] = Pr[Gs = 1]

Proof. The proof of the claim is similar to the proof of Claim [I] as the modifica-
tion from game G5 to Gg is similar to that from game Gy to G;. We omit the
proof here. O

Note that game Gg is exactly the same as experiment Expf‘t‘r;,lz. Hence, we
have

Pr(Exp’s e = 1] = Pr[Ge = 1] (15)
Taking Eq. [ Claim [T}{6] Eq. [[5] together, we have

AdVA(EXp:ZL:"FE) < 2€gyt + 2€RLPN- (16)

Robustness. We now prove robustness property of the FE construction. We
prove the robustness of the rrFE scheme using a series of games: Gy to G5 as
shown in Figure The changes from the game G; to G;41 are underlined. The
games are executed between a challenger C and an adversary A.

Game G is the robustness experiment Exp§>gg. More precisely,

1. Challenger C samples 7ex; Es , chooses a degree n = Poly()) polynomial f.
For 7 € (0, %), it chooses an [n, k, 2t + 1] linear error correcting code (&, D)
such that nT <t, sets crs := (rex, R, f, 7, (€, D)) and sends crs to A.
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2. C samples w < W, invokes s < SS.Gen(w), x + Ext(w, rext), samples
1 & Kmac, y2 & R, a & R, e & BerE, computes c=a-z+e+E(y1 || y2),
o < MAC(y1, (s,a,c)), sets P := (s,a,¢,0), R :=ys and @ := {P}, returns
(P, R) to A.

3. Upon receiving a Gen oracle query with shift 6; € M, C checks if wt(d;) < ¢.
If wt(d;) > t, C returns an error symbol L to 4; otherwise, it computes

s; + SS.Gen(w + §;), x; + Ext(w + 0;, rext), samples y;1 & Kmac,

Yio & R, a; & R, e; & Bers, computes ¢; = a; - x; + e; + E(yir || viz),
computes o; < MAC(y;1, (84, a4, ¢;)), sets Py := (s;,ai,¢;,0;), R := yi2 and
Q := QU {P;}, returns (P;, R;) to A.

4. Upon receiving a forgery (P*,0*) from A, if wt(6*) >t or P* € Q, C returns
0. Else, it parses P* = (s*,a*,c*,0*), computes W < SS.Rec(w + ¢*, s*),
T+ Ext(W, rext), k D(c*+a*-&), and parses k = (41, J2) € Kmac X R, and
computes & «+ MAC(g1, (s*,a*,¢*)). If & = o*, C returns 1, and the game
returns 1. Else, C returns 0, and the game returns 0.

It can be seen that
Pr(Exp’{oee = 1] = Pr[Go = 1] (17)
Game (@ is the same as game G except the following conceptual changes.

3. Upon receiving a Gen oracle query with shift 0; € M, C checks if wt(d;) < ¢.
If wt(d;) > ¢, C returns an error symbol L to A; otherwise, it computes

s; = s+ 5S.Gen(6;), and x; = x + Ext(d;, rext), samples y;; & Kmac,

Yi2 & R, a; & R, e; & Bers, computes ¢; = a; - x; + ¢; + E(yir || vi2),
computes o; < MAC(y;1, (85, a4, ¢;)), sets Py := (s4,a4,¢;,0;), R := y;2 and
Q := QU {P;}, returns (P;, R;) to A.

4. Upon receiving a forgery (P*,6*) from A, if wt(6*) >t or P* € Q, C re-
turns 0. Else, it parses P* = (s*,a*,¢*,0%), computes § = f(d*, s, s*), and
T=x+ Ext(S7 Text), k D(c*+a* - ), and parses k= (71,72) € Kmac X R,
and computes & + MAC(7, (s*,a*,¢*)). If 6 = o*, C returns 1, and the
game returns 1. Else, C returns 0, and the game returns 0.

By homomorphic property and linearity property of secure sketch, and ho-
momorphic property of Ext, we have

Pr[Go = 1] = Pr[Gy = 1] (18)

Game G5 is the same as game (G; except that the secret key for ring-LPN is
uniformly and independently sampled from the secret key space X of ring-LPN
instead of being the output of Ext(w, rex). More precisely,

2. C samples w < W, invokes s < SS.Gen(w), x & X, samples
1 & KMAC, Y2 & R, a & R, e & Ber®, computes ¢ = a -z + e+ E(y1 || y2),
o+ MAC(y1, (s,a,c)), sets P := (s,a,c,0), R:=ya, and Q := {P}, returns
(P,R) to A.
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Note that, this change is also reflected in 0%"(8;) as x; = = + Ext(d;, Text),
and in the generation of Z as & = © + Ext(, rext).

Claim 7 |Pr[G; = 1] — Pr[Gs = 1]| < €ext

Proof. The proof of the claim is similar to the proof of Claim[2] Let the adversary
make at most p queries to the Gen oracle. As Ho (W) > m and SS is an (m, m, t)
secure sketch, we have that

H,.(W|SS.Gen(W)) > . (19)

From equation and noting that Ext is an average-case (M, m, X, €ext)-
extractor, we have

SD(Ext(W, rext), SS.Gen(W), rex; U, SS.Gen(W), Text) < €exts (20)

where U is an uniformly and independently distributed random variable over X.
Hence, for all PPT adversary B, we have

| Pr[B(Ext(W, rext), SS.Gen(W), rext) = 1]—Pr[B(U,SS.Gen(W), rext) = 1]| < €ext.
(21)
We need to prove that | Pr[G; = 1]—Pr[G2 = 1]| < €ext- To prove it, we show
that if an adversary A can distinguish between the game GG; and G5, we can con-
struct an adversary B that can distinguish between (Ext(W, rext), SS.Gen(W), rext)
and (U,SS.Gen(W), rext). Let the adversary B be given (z, 8, Text), Where z is ei-
ther Ext(W, rex) or an uniformly and independently chosen value from X, and
s = SS.Gen(W). The goal of B is to distinguish between
(Ext(W, Text), SS.Gen(W), rext) and (U, SS.Gen(W), rext). B simulates the games
G1 and G5 for A as follows.

1. B chooses a degree n = Poly()\) polynomial f. For 7 € (0,1), it chooses

an [n,k,2t 4+ 1] linear error correcting code (£,D) such that nt < ¢, sets
crs == (rext, R, f, 7, (£, D)) and returns crs to A.

2. B samples y; & Kmac, Y2 & R, a & R, e & BerE, computes
c=a-xz+e+&(y1 || y2), 0 + MAC(y1, (s,a,c¢)), sets P := (s,a,¢,0), R := ya,
and @ := {P}, returns (P, R) to A.

3. Upon receiving A’s query with shift §; € M, B verifies if wt(d;) < ¢t. If
wt(d;) > t, B returns an error symbol L to A; otherwise, B computes
s; + s+ 55.Gen(;), x; + x + Ext(d;, Text), samples y;1 & Kmac,

Yio & R, a; & R, e; & Berf, computes ¢; = a; - x; + ¢; + E(yir || yiz),
o; < MAC(yi1, (54, a4, ¢i)), sets P; = (s4, a4, ¢i,04), Ri == y;2 and
Q := QU {P;}, returns (P;, R;) to A.

4. Upon receiving a forgery (P*,d*) from A, if wt(d*) > t or P* € @, B returns
0. Else, it parses P* = (s*,a*,c*,0*), computes 5= f(0*,s,s"),

T=x+ Ext(g7 Text), k D(c* +a* - &), parses k= (71, 72) € Kmac X R, and
computes & + MAC(g1, (s*,a*,¢*)). If 6 = o*, B returns 1, and the game
returns 1. Else, B returns 0, and the game returns 0.
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If © = Ext(w,ret), B perfectly simulates the game G;. Otherwise, if = is
uniformly random in X, B perfectly simulates the game G5. Therefore,

|Pr[Gy = 1] — Pr[G2 = 1]
< | Pr[B(Ext(W, rext), SS.Gen(W), rext) = 1] — Pr[B(U, SS.Gen(W), rext) = 1]
< €Eext- (22)

Hence, Claim [7] follows. O

Game Gj is the same as game G5 except that the secret key for KMS-MAC
and R are uniformly random in Kyac and R, respectively, instead of the same
(y1 || y2) that is being used in the ring-LPN-based computation
(a-z+e+E1 || y2)), and in the reproduction query, if a* in the query is the
same as one of the Gen query’s output, it uses the previously used key that was
used for MAC in that query and then shifts it with a value A known to the
adversary. More precisely,

2. C samples w < W, invokes s + SS.Gen(w), x & X, samples y; & Kmac,

$ $ $ R
Y2 <— R, a < R, e < Ber

~, computes ¢ = a-x +e+E(y1 || y2). It
samples 11 & Kwmac and yo Er uniformly and independently, computes o +
MAC(y1, (s,a,c)), sets P := (s,a,¢,0), R := yo, and @ := {P}, returns
(P, R) to A.

4. Upon receiving a forgery (P*,0%) from A, if wt(6*) >t or P* € Q, C returns
0. Else, it parses P* = (s*,a*,c*,0"), computes § = f(0%,s,s"), and T =
T+ Ext(0,7ext), kb < D(c* +a* - ), and parses k = (§1,%2) € Kmac X R.
If (a* = a), it computes A = D(c* 4+ ¢+ a* - Ext(d, 7ext)), parses
A= (A~1,A~2) € Kuac X R, sets 71 = y1 + Aq. Else if (a* = a;) for some
i, it computes A; = D(c¢* 4 ¢; + a* - Ext(S7 Text)), Parses
A = (Ai1, Ai) € Kvac X R, sets 91 = yi1 + A1 Otherwise, it chooses

uniformly random 3 ﬁ Kwmac. It then computes
o < MAC(y1, (s*,a*,¢*)). If & = 0*, C returns 1, and the game returns 1.
Else, C returns 0, and the game returns 0.

Claim 8 |PI‘[G2 = 1] — PI‘[Gg = 1]| < €RLPN-

Proof. The proof of the claim is similar to the proof of Claim [3] We show that, if
an adversary A can distinguish between the game G5 and G35, we can construct
an adversary B that can mount a key-shift attack on the ring-LPN problem
(Deﬁnition. Let the adversary B receive (a,p, R, f,7), where (a, p) is either (i)

generated by a ring-LPN distribution by computing p = a -  + e where a & R,

x & R, e & Ber®, or (ii) uniformly chosen at random from (R x R). The aim

of B is to decide whether (a,p) is generated by the ring-LPN distribution or
sampled uniformly at random from (R x R). B simulates games G5 and G5 for
A as follows.
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. B samples Tex & S, chooses an [n, k,2t + 1] linear error correcting code

(€,D) such that nT < t, sets crs := (Text, R, f, 7, (£, D)) and returns crs to A.

. B samples w < W, invokes s < SS.Gen(w), It samples y; & Kmac,

Yo & R, computes ¢ = p+ E(y1 || y2), computes o < MAC(y1, (s, a,c)), sets
P :=(s,a,c,0), R:=ys and Q := {P}, returns (P, R) to A.

. Upon receiving A’s query with shift 6, € M, B checks if wt(d;) < ¢. If

wt(d;) > t, C returns an error symbol L to A; otherwise, B computes
5; < 5455.Gen(8;) and A; < Ext(8i, Tex). B samples yir < Kyac, yiz & R.
B queries its ring-LPN oracle to get (a;, p;), where a; & R,

pi=a;-x+e; e ﬁ Berf. It computes ¢; = p; + a; - A; + E(Yir || yiz), 05
MAC(yi1, (84, ai, 1)), sets P; := (si, a4, ¢i,0:), Ri := yiz and Q := Q U{PF;},
returns (P;, R;) to A.

. Upon receiving a forgery (P*,0*) from A, if wt(6*) > t or P* € @, B returns

0. Else, it parses P* = (s*,a*,c*,0"), computes @ < SS.Rec(w + 0*, s*),

6 = f(6%,s,5%). I (a* = a), it computes A = D(¢* + ¢ + a* - Ext(0, rext)),
parses A = (A~1,A~2) € Kmac X R, sets y1 = y1 + A;. Else if (a* = a;) for
some 4, it computes A =D(c¢* + ¢ +a*- Ext(d, rext)), parses

A; = (A1, Aiz) € Kmac X R, sets g1 = y;1 + Ay1. Otherwise, it chooses

uniformly random ¢ & Kmac- It then computes & < MAC(74, (s*,a*, c*)).
If 6 = o*, C returns 1, and the game returns 1. Else, C returns 0, and the
game returns 0.

It can be seen that, if (a,p) is generated by the ring-LPN distribution, B

perfectly simulates the game Ga; otherwise, if (a,p) is uniformly random in
(R x R), B perfectly simulates the game G3. Therefore,

|PI‘[GQ = ].] — PI‘[Gg = 1” < €RLPN-

Hence, Claim [8] follows. O

Claim 9 |PI‘[G3 = 1]| < eEMAC-

Proof. Since the key for the MAC is uniformly random or the key is offset by
a value known to the adversary, from the security of KMS-MAC (Definition ,
we have that | Pr[Gs = 1]| < emac. O

Combining Eq. Eq. Claim [7} [8} [9] together, we have

b
AdVA(EXPCZ,rSrFE) < €ext + €RLPN t+ EMAC-
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(a) Games Go — G3

Text Es.

Choose a degree n = Poly(\) polynomial f.
Set ring R = Fa[X]/ f(X).

For 7 € (0, %) choose an [n, k, 2t 4 1] linear

error correcting code (€, D) with nt < t.
Set crs := (rext, R, f, 7, (£, D)).

w +— W.

s < SS.Gen(w).

T <+ Ext(w, rext).
/)62 - Ga

Y1 & Kuacs Y2 <iR;a<i R; e Ber®.
c=a-z+e+E(y | y2).

fr

y1 < Kuac- || // Gs

e

o < MAC(y1, (s, a,c)).
P := (s,a,c,0), R:=y2 and Q := {P}.
(P*,6%) « ACS"O)(P, R).
If (wt(6*) >t or P* € Q),
Output 0.
Else,
Parse P* = (s*,a*,c*,0").
W < SS.Rec(w + 6%, s™).

S .
=B e GGy

k D~(c* +a* - Z).
Parse k = (91, 72) € Kmac X R.

//Gs — G3

!

If (a* = a)

A=D(c* +c+a* - Ext(8, rec)). ‘ //Gs

Parse A = (A1, Az) € Kuac X R. ‘ //G3

di=v1+AL||//Gs

Else if (a™ = a;) for some 1, ‘ //Gs

A; =D(c* +ci +a” - Ext(8, Text))- ‘ //Gs

Parse A; = (Ai1, Aiz) € Kmac X R. ‘ //Gs

1=y + A ||//Gs

Else, || //G3s

s
Y1 < Kwmac. || //G3

& < MAC(91,(s™,a™,c")).
If (6 =0"),

Output 1.
Else,

Output 0.
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(b) 0%"(5:)

If wt(d;) > ¢,
Output L.
Else,
Sq SSGen(w + 57,)

(=2 B0 ren)- | GGy

$ $ $
Yi1 < Kwmac; ¥iz < R; a; +— R.
e; <i BerE.
ci =a;-x; +ei +EWa |l yiz)-

o; < MAC(yi1, (si,ai,ci)).
P; := (si,ai,ci,0;) and R; := y;2.

Q:=QU{P}.

Output (P;, R;).

Fig. 10. Games Gy to G5 for the proof of robustness of rrFE
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