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Abstract. (Partially) blind signatures are foundational cryptographic
primitives that enable privacy-preserving authentication in digital sys-
tems. Blind signatures allow a user to obtain a signature on a message
without revealing its content, while partially blind signatures permit the
controlled inclusion of agreed-upon public information into the signed
message. These primitives are central to applications such as electronic
voting, anonymous credentials, and digital cash.

The first isogeny-based construction of (partially) blind signatures, CSI-
Otter, were proposed by Katsumata et al. at CRYPTQ’23. However, its
concurrent security was later broken by Katsumata et al. (CRYPT0’24)
and Do et al. (EUROCRYPT’24). These findings imply that CSI-Otter is
secure only in sequential settings. Recently, Hanzlik et al. (ASTACRYPT"25)
has proposed a novel framework for concurrently secure blind signatures
which can be instantiated from isogenies with smaller signature size (but
larger public key and secret key size). It is not known yet whether their
construction can be extended to partially blind signatures.

In this paper, we present a new and efficient construction of partially
blind signatures based on isogenies with substantially smaller signature
and public key sizes than CSI-Otter. This makes our construction the
most compact post-quantum partially blind signature scheme known to
date. As similar to CSI-Otter, our scheme uses small challenge space
resulting in only achieving sequential concurrent security. Our design
follows the Abe-Okamoto paradigm in the group action setting, building
upon the framework introduced by Tessaro and Zhu (EUROCRYPT’22),
whose security is based on the Discrete Logarithm Problem. We rigor-
ously prove the security of our scheme in the Algebraic Group Action
Model and the Random Oracle Model, under the hardness assumption
of the Group Action Discrete Logarithm Problem.
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1 Introduction

Blind signatures (BS), first introduced by David Chaum in 1983 [17], are a form
of digital signature that enables a signer to sign a message without seeing its con-
tent. This property is achieved by allowing the message to be blinded before being



presented for signing and unblinded afterward to yield a valid signature. The re-
sulting signature can be publicly verified, just like a regular digital signature, yet
the signer remains oblivious to the exact message they signed. This technique
plays a central role in privacy-preserving cryptographic protocols, most notably
electronic cash (e-cash) systems, where users can withdraw coins from a bank
anonymously and later spend them without being traced [I7], and electronic
voting [I827].

While blind signatures provide complete unlinkability between the message
and the signer, this strong privacy guarantee can be misused, as the signer has
no control over the message content being signed. To address this limitation,
partially blind signatures (PBS) were introduced by Abe and Fujisaki [I] as
a refinement. In a PBS scheme, the message contains a visible, agreed-upon
portion of information—denoted info—which is embedded in the final signa-
ture and jointly known to both signer and user [1I2]. This visible part may
include metadata such as timestamps, election or session identifiers, monetary
denominations, or transaction contexts. By combining partial transparency with
the privacy of blind signing, PBS achieves a more nuanced balance between
user anonymity and signer accountability which makes PBS a powerful tool in
many privacy-preserving applications such as electronic voting with ballot bind-
ing [2I35], anonymous credential systems [I5], e-cash systems [I] and privacy-
preserving access control [39].

Since the introduction nearly 30 years ago, there have been very few partially
blind signatures proposed. The most efficient and well-known scheme is the one
proposed by Abe and Okamoto [2]. The scheme is based on the classical OR-proof
technique for obtaining witness indistinguishable protocols and its security proof
involved rewinding argument. Unfortunately, there are issues with the proof of
one-more unforgeability in [2]. In [32], Kastner et al. revisited the Abe-Okamoto
partially blind signature scheme and provided a new comprehensive analysis of
its one-more unforgeability which addressed all issues in the original security
proof in [2]. In an independent work, Tessaro and Zhu [44] proposed an Abe-
Okamoto-like partially blind signature, which is as efficient as Abe-Okamoto
scheme, and proved its security in the algebraic group model (AGM) [26].

In terms of post-quantum (partially) blind signatures, there has been active
research based on lattices. The most efficient one to date is the blind signature
proposed by Beullens et al. [I0] with signature size around 22KB. Isogeny-based
cryptography is an alternative promising candidate for post-quantum cryptog-
raphy with the benefit of providing short signature/public key sizes. In [33],
Katsumata et al. proposed isogeny-based (partially) blind signatures, called CSI-
Otter, from class group actions. Their scheme is based on sigma protocols of an
OR-relation in which the prover is trying to convince the verifier that he owns
one of two secret keys corresponding to the public key. Hence they can utilize
the proof techniques by Kastner et al. [32] to Abe-Okamoto scheme in their se-
curity proof. As a result, their blind signature scheme has public key size 128B
and signature size 8KB, which are smallest compared to existing post-quantum
blind signatures.



Unfortunately, Katsumata et al. [34] and Do et al. [21] independently pre-
sented attacks against the concurrent security of CSI-Otter and Schnorr-type
blind signatures constructed from sigma protocols with small challenge space.
It suggested that CSI-Otter and similar constructions [36J23] should be used in
the sequential setting, i.e., where the adversary must close one session before
opening another, we assume the last session is never closed.

Very recently, Hanzlik et al. [28] proposed a novel framework for concur-
rently secure blind signatures which can be instantiated from isogenies with
smaller signature size (but larger public key and secret key size). However, it
is not known yet whether their construction can be extended to partially blind
signatures (see Section for a discussion).We wonder whether we can design
an efficient isogeny-based partially blind signatures, even with sequential con-
current security. Nevertheless, sequential concurrent security is still meaningful
in many applications [31] (see Appendix [Bfor some illustrated examples).

Our contribution: In this paper, we provide an affirmative answer to the above
question. Our contribution can be summarized as follows.

— We first propose a blind signature from class group actions. Our scheme
can be considered as a class group action version of the scheme BS3 in [44]
with some differences, since isogenies do not offer as rich algebraic structure.
We prove that our scheme is sequentially concurrent secure in the Algebraic
Group Action Model (AGAM) [22]. As a result, our scheme achives signature
size around 8KB, as similar to CSI-Otter.

— We extend our construction to a partially blind signature with sequentially
concurrent security from class group action. We also provide the security
proof in in the Algebraic Group Action Model (AGAM) [22]. Notably, our
partially blind signature scheme has the same signature size with our signa-
ture scheme (i.e., 8KB), and is just 1/3 of that of partially CSI-Otter.

— We also present the possibility to optimize our (partially) blind signatures,
as in CSI-Otter, with the expense of increased public key size. As a result,
our partially blind signatures have signature size around 4KB.

Due to page limit, we present only our construction of partially blind signature
in Section [d and leave the proofs as well as the construction of blind signature
and optimizations to the Appendix. Table [] provides a comparison between our
schemes with existing post-quantum schemes.

2 Technical Overview

We now explain our constributions in detail. We first review the construction of
BSs in [44], We then present the difficulty when translating the construction to
isogeny setting and our solution for constructing the blind signature, and extend
it to achieve partially blind signature. We also present the idea of our proof
techniques in Algebraic Group Action Model (AGAM).



Scheme |pk]| |sk] Isig|

Blind signatures

BlindOR [6] 34.3KB 319KB 893 KB
HKLN20 [29] 444 KB 428 MB  7.73 MB
LNP22 [37] 13MB  75KB 150 KB
dPK22 [20] 60 KB 135 KB 102.6 KB
AKSY22 [3] 839 KB 1.6 MB 45.19 KB
CSI-Otter [33] 128 B 16 B 8 KB
Tanuki 1 (CSIDH) [28] 64 B 32B 847 KB

Tanuki 2 (CSIDH) [28] 960 B 480 B 2.54 KB
Tanuki 3 (CSIDH) [28] 3.31 KB 1.66 KB 5.18 KB

Ours BS 128 B 16 B 8 KB
CSI-Otter (¢4) [33] 512 B 16 B 4 KB
Ours BS, 320 B 16 B 4 KB

Partially blind signatures

dPK22 [20] 60 KB 135 KB 102.6 KB
CSI-Otter [33] 128 B 16 B 24 KB
Ours PBS 64 B 16 B 8 KB
Ours PBS, 320 B 16 B 4 KB

Table 1: Comparison of public, secret, and signature sizes of post-quantum blind
and partially blind signatures.

2.1 Reviewing the blind signature BS; in [44]

The blind signature BS3 in [44] can be seen as an Abe-Okamoto-like blind signa-
ture [2]. Let G be a group of order prime p with generator g and H : {0,1} — Zy is
a hash function modeled as a random oracle model. The scheme can be described
through the interactions between a signer with (sk,pk) = (z,(X = ¢%,%2)) €
Z, x G? and a user with pk = (X, Z) depicted in Fig.

2.2 Translating into class group action setting

Note that in the blind signature BS3 in Fig. |1l we are able to compute C < g*Z¥
as well as randomize the commitment (A4, C) to (A’, C") because of the fact that
G is a Zy-module. However, this does not extend to the class group action from
isogenies. In this paper, we consider the CSIDH group action [16] defined as
*: G XX — X where G is an ideal class group and X is the set of elliptic curves.
Furthermore, G is cyclic G = (g) and can be expressed as G = Zx for some N;
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Fig. 1: The blind signature BSg in [44]

we then write the action of g* € G, with a € Zy, on an elliptic curve F € X as
a x E; see Section for the detail.

Now let us see how we can translate BS3 into this isogeny setting. First we
fix an elliptic curve Ey € X, the public key pk = (E1,Z) can be computed as
Ey = xxFEy and Z = zx E, for some z, z +$ Zy, and the secret key is sk = x; we
here forget the z. It is easy to compute the committed value A by A := ax E for
some a <% Zy. However, we are unable to compute C as in BS3 from t <% Zy
and y sampled from the challenge space - normally {0, 1}@ We can compute tx Z
but do not know how to integrate y into Z as Z¥ in BS3. The same also happens
when we try to randomize A,C to A’,C".

The solution comes from a special property of isogenies that is more expres-
sive than group action, that is using quadratic twist, as in CSI-Otter [33]: given
any A = a x Ey for unknown a € Zy, we can efficiently compute its quadratic
twist —a * Ep, denoted by A~!, without knowing a (see [I6/9] and references
therein for further details). And hence we will switch to use the challenge space
{—1,1} instead of {0,1}, as having been used in several work, e.g., [933].

Now, in order to compute the committed value C, we sample ¢ +% Z and
y <s {—1,1} and compute C by C «+ t x ZY, as similar to BS3. Our BS scheme
is hence described as in Fig. [2| Here we use the fact that {—1, 1} is a multiplica-

3 Here, for convenience, we reduce to the case of small challenge space of cardinality
2, e.g., {0,1}. For the real scheme, our challenge space is {0,1}* for a security
parameter \.



tive group and ¢=! = ¢ for all ¢ € {—1,1}. Hence instead of having 71 /7, in
randomization of A in A’ we use 7, - 2 instead, which is equal to v; /2.

Signer(sk = z, pk = (E1, Z)) User(pk = (E1, Z), m)
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Fig. 2: Our isogeny-based blind signature BS

2.3 Proof techniques

Despite the similarity between BS3 in Fig. [l and our BS scheme in Fig. 2| we
cannot just follow the security proof for BSg straight away. Tessaro and Zhu [44]
proved the security of BSs in the algebraic group model (AGM) [26]. Let us
discuss a bit about the differences.

In AGM, an adversary A is considered to be algebraic, i.e., if the adversary is

given a list of group elements (X1, ..., X,) and later returns a group element Y,
then A needs to also give a representation y = (y1,...,¥,) of Y in terms of the
group elements it has received so far (Xi,...,X,), le, Y = X' - X¥? ... X¥n,

In such case then the discrete log logg(Y) can be represented by an equation
log,(Y) = Y27, wi - log, (X;). Tessaro and Zhu then defined an event E to cap-
ture such ‘equations’ in the event when the adversary .4 against the one-more
unforgeability of BS3 returns the outputs. Then we can bound the probability
of the event WIN that A wins by Pr[WIN] = Pr[WIN A E] 4+ Pr[WIN A (=E)].
Tessaro and Zhu then bound Pr[WIN A E] by reducing to the advantage of

solving the weighted fractional ROS (WFROS) problem which is upper-bounded
by (QE+Qs, +1)(QH+3Q51 +1)

where Qg is the number of queries A makes to the
random oracle H and Qg, is the number of queries that A makes to the signer



in the first round. Pr[WIN A (=FE)] is bounded by the advantage of solving the
discrete logarithm problem; see [44], Section 5| for the detail.

In our paper, we prove the security of our blind signature scheme BS in the
Algebraic Group Action Model (AGAM) [22] which can be seen as an adaptation
of the AGM to class group actions (with twists). Due to the group action settings,
given input Xi,...,X, € X, when an algebraic adversary A outputs ¥ € X,
it has to give also a representation for only one of the X;’s; i.e., it gives (z,4,b)
for 2 € Zn, i € {1,...,n} and b € {—1,1}, such that Y = 2z x X?. In the real
case when the challenge space is {—1,1}*, the input and output are vectors
Xi,....X,, Y € X it is more involved, since each component Y;, for i €
{1,...,A}, can be expressed in terms of one of the components of the vectors
X,’s, and hence Y can not be expressed in terms of one vector X; but will
involve many components of the vectors X;’s which require a careful analysis.
So in constrast to [44], we do not define a WFROS problem, we will dig deeply in
the relation and the possibilities appeared in the event E and provide the upper
bound for Pr[WIN A E] accordingly, which we follow the techniques from [3TI28].
Bounding Pr[WIN A (=F)] will be done in a similar manner to [44].

2.4 Extending to Partially Blind

The blind signature scheme BSj is easily extended to partially blind signature,
called PBSg, in [44] by setting the public component Z in BS3 to be associated
with the info. Concretely, the public key now just consists of X = ¢*. And
when computing the commitment (A, C) the signer needs to first compute the
tag Z from the info through a function F : {0,1}* — G modeled as a random
oracle. The security proof is proceeded as similar to that of BS3 but with some
care because of the involvement of the public information info. In particular, in
estimating the bound Pr[WIN A (—=F)], Tessaro and Zhu needs to rely also on the
hardness of the so-called rel-Dlog problem [30].

In our setting, we also do the same as in [44] to extend our blind signature
scheme BS to a partially blind signature scheme PBS: our public key now consists
of only By = xxEy. In contrast to [44], we need to employ a function G : {0,1}* —
Zy modeled as a random oracle model, and for a public information info, we
compute Z by Z := G(y) » Ey for some string y. The security proof is now
following that of the blind signature scheme BS. Similar to [44], we need to put
some care because of the involvement of public information, i.e., the difference
between BS and PBS. In particular, in bounding Pr[WIN A (=E)], we need to
rely on the hardness of the multi-target discrete logarithm group action problem,
written as MT-GA-DLOG. We note that MT-GA-DLOG has been used in many
digital signatures from group actions, e.g., [O/43/T2g].

2.5 Optimization

Normally in group action setting, as in the case of our (partially) blind signature,
the underlying protocol has small challenge space {—1,1} or {0,1}, and the
protocol needs to repeat, say A, times to attain the required security level. One



popular way to extend the challenge space to a bigger set, e.g., [0,...,5], as
done in many existing schemes [9J43|[T2ITIITT], with the expense of increasing the
public key. This cannot be applied to our scheme since here we use the fact that
{-1,1} is a multicative subgroup of the ring Zy, while [0,...,S] does not has
a multiplicative group structure. Katsumata et al. [33] then proposed a method
for optimizing CSI-Otter by using the challenge space C = {(}};e[q Where (g is
the d-th primitive root of unity over Zy. We also adapt such techniques to our
schemes and use the same parameter d = 4 as in [33]. As a result, our (partially)
blind signature schemes with {4 has reduced 50% of the signature size. We defer
to Section [F] for the detailed description.

2.6 Discussions

Polynomially Concurrent Security. Our construction is designed for com-
pactness and therefore operates in a small-challenge regime enabled by efficient
twists. This regime is known to be fundamentally incompatible with polynomi-
ally concurrent one-more security for Schnorr/¥-style blind-signature paradigms:
concurrency enables ‘simulation-and-patching’ strategies in which an adversary
can efficiently simulate one coordinate/instance with constant expected effort,
embed it into an otherwise honestly formed transcript, and then patch the
signer’s response to obtain an extra valid signature. Intuitively, because a single
coordinate has only a constant-size challenge (e.g. {—1,1}), the adversary can
re-hash a small number of times until the global challenge is consistent with its
simulated coordinate; once a valid response is obtained for the modified tran-
script, the adversary replaces the simulated coordinate’s response components
accordingly, in the same manner with the attack against CSI-Otter in [2I]. This
explains our focus on sequential one-more unforgeability, which matches many
deployment models where the signer enforces ‘no interleaving’ (one outstanding
session per authenticated identity /channel); see Sectionfor concrete examples.

Tanuki [28] achieves concurrent security by moving away from this small-
challenge paradigm. At a high level, its concurrently secure instantiations en-
large the effective challenge space (and typically pay for it in larger public
parameters, e.g., additional /expanded public-key components), which prevents
constant-cost simulation of one coordinate under concurrency. In contrast, our
approach requires the challenge space to retain a ‘group structure’ compati-
ble with the Abe-Okamoto/Tessaro—Zhu style transformations and the isogeny-
with-twist operations used to obtain compact signatures. Adopting the same
‘expand challenge space/public parameters’ approach is therefore not a drop-in
modification for our scheme and would require a separate redesign and analysis.

Partially Blind Signatures from Tanuki. Tanuki [28] provides frameworks
for (log- or polynomially) concurrently secure blind signatures from group ac-
tions. A natural question is whether one can ‘simply add tags’ to obtain PBS.
We believe this is not immediate across Tanuki’s frameworks for two structural
reasons. First, PBS requires the agreed public information info to be cryptograph-
ically bound into the signed relation (not merely appended as metadata), so that



signatures cannot be transferred or malleated across different tags. In Tanuki,
however, blindness and one-more security rely on a carefully engineered tran-
script structure where commitments are blinded /permuted and the Fiat—Shamir
challenge is sampled from a balanced distribution (e.g., fixed Hamming weight or
fixed index multiplicities). This balancing is essential to avoid linkability through
challenge invariants. Binding info in a PBS-correct way typically makes the ver-
ification relation depend on info (or introduces an info-derived public element
such as Z := G(info) x Ry), which changes what is committed /hashed and there-
fore requires re-establishing the required balance and transcript indistinguisha-
bility arguments. Second, Tanuki’s concurrent-security proofs—especially in the
polynomially concurrent setting—are sensitive to random-oracle programming
points and transcript distributions across many interleavings (e.g., via multi-
key challenges and, in the strongest framework, doubly blinded session-specific
public keys). Making the relation tag-dependent introduces additional, possibly
repeating/adaptive inputs, so a correct PBS variant would require reworking the
concurrent simulation/extraction argument rather than a syntactic change. We
therefore view concurrently secure PBS from group actions in the Tanuki sense
as an important and non-immediate extension.

On proving security in the quantum version of AGAM. Duman et al. [22]
define a quantum analogue of AGAM (QAGAM). In that model, an adversary
may output a group-action element together with a quantum ‘representation’
state, and the representation can even be entangled with the element. They
also show how to incorporate twists by extending the representation with an
extra bit. However, lifting our security proof from AGAM+ROM to QAGAM
would still require nontrivial changes. First, our reduction currently uses classical
representation extraction in a direct way. In QAGAM, checking/using represen-
tations is more subtle; Duman et al. note that, w.l.o.g., the oracle/reduction
may need to compute the element from the representation (or use semi-classical
tests at the cost of error), precisely because representations are quantum ob-
jects. Second, a full post-quantum claim would also need to handle the quantum
random oracle model (QROM). Our proof uses standard random-oracle pro-
gramming/consistency arguments that do not automatically lift to superposition
queries; in contrast, Duman et al.’s quantum reductions rely on QROM-specific
tools such as the (semi-classical) one-way-to-hiding lemma to justify reprogram-
ming. For these reasons, we state provable guarantees for classical adversaries
in AGAM+ROM, and leave a full QAGAM+QROM treatment as future work,
requiring a refactoring of both the representation layer and the random-oracle
programming steps along the lines above.

3 Preliminaries

In this Section, we first define notations used in the paper. We then provide
the definition of (partially) blind signatures. Due to page limit, we refer to
Appendix [C] for all the required preliminaries on group actions, isogenies and
algebraic group action models.



3.1 Notations

We denote by N and Z the set of natural numbers and integers respectively. We
define the ring of integers modulo N as Zy with representatives in -4, &) NZ.
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For a positive integer n, we denote [n] to be the set {1,2,...,n}. We use bold
letter for a vector, e.g., x = (x1,...,2,) € Z%. For a finite set S, we write

s +$ S for sampling s at uniformly random over S. We denote by ® for the
component-wise multiplication of vectors in R, e.g., for ¢ € R,a,b € R", we
write c® a for (c®ay,...,c®a,) and a® b for (a1 © by,...,a, ®b,). We also
abuse such notation for writing E° for the vector (E°,..., E); here E stands
for an elliptic curve - see Section [C.2] for more details. For a security parameter
)\, all probabilistic polynomial-time algorithms in this paper take 1 as input.
We write (G, X, *) to denote the group action x of the group G on the set X (see
Section [C] for further details).

3.2 (Partially) Blind Signatures

We follow [3312J3231144] to define a partially blind signature. Note that the blind
signature is a special case of a partially blind signature in which no binding public
information info is involved.

Definition 1 (Partially Blind Signature). A three-move partially blind sig-
nature PBS with efficient decidable public key space PK consists of the following
PPT algorithms.

PBS.Setup(1*) — par: On input the security parameter 1*, outputs the public
parameter par.

PBS.KGen(par) — (pk,sk): On input the public parameter par, the key genera-
tion algorithm outputs a pair of public and secret keys (pk,sk).

PBS.S = (PBS.S1,PBS.Sy): The signer consists of two phases:

— PBS.S;(sk,info) — (stategs, ps.1): On input the secret key sk and a tag
info, it outputs an internal signer state states and the first-sender mes-
sage pgs.1-

— PBS.Sy(stateg, py) — ps,.2: On input the signer state states and a user
message py, it oulpuls a second-sender message ps,2.

PBS.U = (PBS.U1,PBS.Us): The user consists of two phases:

— PBS.U1(pk, info, M, ps.1) — (statey, pu): On input the public key pk €
PK, a taginfo, a message M and the first-sender message pg 1, it outputs
an internal user state statey and a user message py .

— PBS.Uy(statey, ps,2): On input a user state statey and a second-signer
message ps2, outputs a signature o

PBS.Verify(pk, info, M, c): On input the public key pk, a tag info, a message
M and a signature o, it outputs 1 to indicate the signature is valid, and 0
otherwise.

10



If the partially blind signature scheme only accepts a unique tag info, it is
referred to as a blind signature (BS), and info is omitted from the scheme’s
syntax.

A valid partial blind signature must satisfy three essential properties: cor-
rectness, partial blindness under chosen keys, and one-more unforgeability, as
formally defined below.

Definition 2 (Correctness). A three-move partial blind signature scheme PBS
is correct if for all public and secret key pair (pk,sk) <— PBS.KeyGen(par) with
par <+ PBS.Setup(1*), we have

(stateg, ps.1) < PBS.Sy(sk, info)
(statey, pu) < PBS.U(pk, info, M, ps.1)
ps,2 < PBS.Sg(states,pU)

o + PBS. Ug(stateU, p572)

Pr | PBS.Verify(pk, info, M,c) =1 =1.

Definition 3 (Partial Blindness under Chosen Keys). For a partial blind
signature PBS, define the following game Blindpgs with an adversary A (playing
the signer) as follows.

Setup. The challenger samples a bit coin +$ {0,1} and runs A on input 1.
Online Phase. A outputs a tag info, two message M and My, a public key
pk € PK, the game checks if pk is valid and if so, it assigns (Mo, My) =
(M My coin)- If Pk is not valid, the game aborts and outputs 0. The ad-
versary A is given access to oracles Uy, Us which behave as follows
— Oracle U;. On input b € {0,1} and a first-signer message ps1.p, if the
session b is not yet open, the oracle marks session b as opened and gener-
ates a state and a challenge as (statey p, pup) <$ PBS.Ui(pk,info, My, ps.1).
It returns pyp to A.
— Oracle U,. On inputb € {0,1} and a second-signer message ps 2, if the
session b is opened, the oracle creates a signature o, <— PBS.Us(statey p, ps.2.).
It marks session b as closed. Oracle Us does not output anything.
Output Determination. When both sessions are closed and for b € {0,1} we
have that PBS.V(pk, info, My, op) = 1, the oracle returns the two signatures
(0coiny O1—coin) to A, where note that ocein (T€SP. 01—coin) 1S a valid signature
for M (resp. M7 ) regardless of the choice of coin. A outputs a guess coin”
for coin. We say that A wins if coin™ = coin.

We say that PBS is partial blind under chosen keys if the probability that A wins

is negligible.

Definition 4 (Concurrent /-one-more unforgeability (cOMUF)). Let PBS =
(PBS.KGen, PBS.S;, PBS.Sy, PBS.Verify) be as in Definition . For a security

parameter 1* and a polynomially bounded ¢ = {(n), define the following game
between a challenger and a PPT adversary A.

Setup. The challenger samples (pk,sk) < PBS.KGen(1*) and gives pk to A. It
initializes a counter feoseq < 0, a table of signer states indexed by session
identifiers stateg(sid], and a flag map opened[sid] € {false, true}, initially false
for all sid.

11



Signing Oracles (concurrent access). A may adaptively and concurrently
query:
— S (open session). On input a tag info chosen by A, the oracle samples
a fresh unused sid, sets opened[sid] < true, computes (stateg|[sid], ps,1) <
PBS.S; (sk, info), and returns (sid, ps1).
— Sy (close session). On input (sid, pu), if eiosed > £ or opened|[sid] =
false then return 1. Otherwise set lcosed < Lclosed + 1 and opened]sid] «
false, compute pg o < PBS.So(stateg[sid], prr), and return pg o.
Output & Win. Eventually A outputs {(info;, M;, 0;) }¥_, with all pairs (info;, M;)
pairwise distinct. A wins iff k > Lejosed +1 and PBS.Verify(pk, info;, M;, 0;) =
1 for all i € [K].

We say PBS is concurrently ¢-one-more unforgeable if Pr[.A wins| is negligible
in n for all PPT A.

Definition 5 (Sequential /(-one-more unforgeability (sOMUF)). The se-
quential game is identical to cOMUF except that A must respect the no-interleaving
rule: S1 may be queried only when opened|[sid] = false for all sid, i.e., every open
session must be closed via So before a new session can be started. The winning
condition and security notion are as in cOMUF.

We say PBS is sequentially /-one-more unforgeable if Pr[.A wins] is negligible
in n for all PPT A subject to the no-interleaving rule.

4 Efficient Partially Blind Signature in AGAM

In this section, we present our partially blind signature scheme, called PBS de-
tailed in Fig. |3 that relies on the hardness of GA-DLOG and MT-GA-DLOG
problems. The scheme is built from the blind signature scheme BS in Fig. ] with
the difference that the public key now is just F; = x x Ey, and the component
Z in the public key of BS plays the role of the tag related to info in our PBS;
see Section |§| for the details. Here, we also require a function G : {0,1}* — Zxy
that is modeled as a random oracle model. This function is used to map the info
into an element in Zy. Our scheme, illustrated in Figure [3] is described as the
following.

— PBS.Setup(1*): On input security paramter, it invokes the group generator
GrGen Hto generate a CEGAT = (Zy, X, %, Ey) as a public parameter par.

— PBS.KeyGen(par): On input the parameter par = (Zy, X, *, Ep), samples
r <$ Zy and computes Ey := x x Ey. It sets sk := z and pk := E; and
returns (sk, pk).

— PBS.Sign, (sk, info): On input the secret key sk = z, it samples a, t <$ Z3,
y < {—1,1}*, computes z = G(info), Z := 2 x Eyg, A := ax Ey, C :=tx 29,
and returns a commitment ps; = (A, C) as the first-sender message and the
state stateg = (a, t,y).

4 Here and what follows, we denote GrGen is a group generator that, given a security
parameter \, generates a CEGAT = (Zn, X, %, Ep) as in Section
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— PBS.Sign,(stateg, ¢): On input the secret key sk = z, the state stateg; =
(a,t,y) and a challenge c € {—1,1}*, computes s = a—c®y ®x and returns
the response pg2 = (s,t,y,c) as the second-sender messageﬂ

— PBS.User; (pk, m, ps,1,info): On input the public key pk := (E1, Z), a message
m, the information info, and the commitment ps; = (A, C) received from
BS.Sign,, it samples 71,72 +$ {—1,1}*, r1,ry <% Z7,, and computes A’ :=
r; x A1©7 and C’ ;= ry « C". It then computes ¢/ = H(A’,C’,m) and
¢ = ¢’ ©® 2. It returns the challenge ¢ and the state statey = (r1,r2,71,72)-

— PBS.Usery(statey, pg,2,info): On input the state statey = (r1,r2,v1,72), info,
and a response pg2 = (8,t,y,c¢), it computes z = G(info), Z := z x Ey, and
checks if A = s+ E{® and C = t x ZY. If yes then it returns a signature
o:=(s,y',t',c') where s’ := v, Oy Gs+r1,y = y©Oy and t’' := 71 Ot +ra;
otherwise it returns L.

— PBS.Ver(pk,m,info,c): On input pk = (E;,Z), a message m, info, and a
signature o = (s,y,t,c), let z = G(info),Z := z x Ep, and ¢* := H(s
ES®Y tx Z¥,m). If ¢ = c*, then return 1; otherwise return 0.

We summarize the properties of our PBS scheme in Theorem [I] below.

Theorem 1. Our PBS in Fig. [3 achieves correctness, perfectly blindness, and
sequential one-more unforgeability under the hardness of GA-DLOG and MT-GA-DLOG
problems. More concretely, let A be an algebraic adversary for the game sOMUF
such that for each public information info, makes at most Qs, queries to PBS.Sign,,
and Qu queries to the random oracle H that start with info. Also let the total
number of distinct public information info’s queries by A to PBS.Sign, to be
bounded by Qinfo. Then there exist an adversary By for the discrete logarithm
GA-DLOG and and adversary By for the MT-GA-DLOG running in similar run-
ning time as A such that

info

AdvIOUYE(y) < (1 " ) AdvEDEOS(\) 1 AdvHT-64-DL0G

Qinfo (QH +Qs, +1+ (QZH))

+ o

Due to the page limit, the full proofs are presented in Section [E] The cor-
rectness can be easily checked by inspections. For blindness, we follow the proof
framework as in that of [33, Theorem 4.2] to prove that for any valid pub-
lic key pk, tag info, any first and second-signer messages ps1 = (A,C) and
ps.2 = (s,t,y,c), and valid signature o = (s',t/,y’, ¢’) there exists a unique and
pair-wise distinct user state statey = (r1,ra,71,v2) that could have generate o.
We here sketch the proof idea of the sequential one-more unforgeability.

Let A be the adversary described in the Theorem. Without loss of generality,
we assume that if A outputs the public information info* then A makes exactly

5 In fact, we do not need to include c in pg 2 but it will be needed in the proof of the
blindness, so we include c for completeness.
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PBS.Setup(1*)

PBS.Sign,(states, pv)

101 :

102 :

103 :
104 :

(Zn, X, %, Eo) < GrGen(1™)
Select H : {0,1}" — {-1,1}*
Select G : {0,1}" = Zn

return par := (Zy, X, %, Eo,H,G) 504"

PBS.KeyGen(par)

201 :
202 :
203 :

(ZN,X,*,E(),H,G) < par
T <% ZN,E1 = l’*E()
return (sk, pk) = (z, E1)

PBS.Sign, (sk, info)

301 :
302 :
303 :
304 :
305 :

at«sZy,y «s{—1,1}*
z := G(info), Z := z x Ey
A=axEy,C:=tx2¥
states := (a, t,y)

ps1 = (A,C)

return (states, ps,1)

PBS.User1 (pk, m,info, ps.1)

401 :

402 :

403 :

404

405 :

406 :

407 :

408 :

409 :
410 :

parse (A, C) < ps1
72 s {1, 11
ry,ro <$ Z]A\/

A’ =1« AO2

C :=r,xCM
c :=H(A',C',m)
c=c Oy

statey < (r1,T2,71,72)
pU =cC

return (statey, pu)

501 :

502 :

503

parse (a,t,y) < stateg
parse c + pu
s:=a—cOyoOz
return ps2 = (s,t,y,c)

PBS.Userz (stateu, ps,2)

601 :
602 :
603 :
604 :
605 :
606 :
607 :
608 :
609 :
610 :

parse (ri,r2,7y1,7v2) ¢ Statey

parse (s,t,y,c) < ps.2

z = G(info), Z := z x Eo

if A#£sxES®Y or C#tx2Y
return |

s =71 OV Os+r

y =m0y

t' = ¥1 Ot +r2
return o = (s',t’,y’, c)

return o =_1

PBS.Ver(pk, m, info, o)

701 :
702 :
703 :
704 :
705 :
706 :
707 :

parse (s,t,y,c) < o

z = G(info), Z := z x Eo

A :=s*E®Y

C:=tx2"

if c=H(A,C,m)
return 1

return 0

Fig. 3: The partially blind signature scheme PBS
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Qs, queries to PBS.Sign; and ()1 queries to PBS.Sign, that do not return L for
info*. Then when A returns outputs, we know that I(info*) = Qs .

In addition to the original SOMUFZBS(/\) game, for each query (info, A, C,m)
to H, being algebraic, A also outputs the representation of A and C recorded as
« and B respectively. Here o = (za,ea, Mats) withza € Z3,, ea € {—1,1}* and
Maty € {L,1}**(@A+Qie) and similar to 8. To be more precise, we denote by
A;,Cy,..., Ay, C; are the answers to [ queries of A to BS.Sign; and 71, ..., Zg,,,
are the answers to Qinfo queries of A to BS.Sign;. We concatenate them into
a column vector (A1||Cq| ... [|AICi||Z1] ... | Z0,,,)T of length 2IX + Qinto and

A
denote it by | C |. We therefore denote by Mata (resp. Matc) a A X (2IA+ Qinfo)
A
matrix with exactly one non-zero (e.g., number 1) in each row and | otherwise.
A
Hence Mata - | C | will be a vector of length A whose each component is either
Z
A;jor C;;foriell] and j € [A] or Z; for i € [Qinfo). Furthermore, we denote
Mata a (resp. Mata ¢, Mata z) to be the A x [A (resp. A X I\, A X Qinso matrix
obtained from the odd columns (resp. even columns) of Maty, i.e., Mata a will
A
correspond to the A; ; entries in [ C
Z

We denote by WIN the event that A wins the SOMUF % ()\) game, i.e., A

outputs message-signature pairs (1m;;, 0 )re+1) are distinct and valid for info™.

Furthermore, we also denote str, := info*||stx E 7 ||t,*€*Z,¥i’:§(info*) m}. We note
that when the validity of the signature (mj,o}) is checked, then strj is made
to H, and there should be oy = (sz),exc), Matf)) and i, = (Z(C’f),egc), Matgc))
representing s} « Ey®Y* and t} x Z¥k respectively in terms of the known com-
mitments Al, Cl, - ,Al, Cl, 21y, ZQWO ie.,

o)
A A
s BSROYr = ZXC) * Matxc) | C
A
and
e
trx 20 =28« [Matd) . | C . (1)
Z

Let E be the event in the SOMUF 2% ()\) game for which, after the validity of
the output is checked, for each k € [l 4 1], the following conditions hold.

(1) Chp OViy = Cup O Yuw © eXC?v for all (u,v) € Ij(f); and

(ii) All the C; appearing in Eq. correspond to info*, i.e., C; (308) t; « ZY" for

such i € [Qs, + 1] that the corresponding column in Matc is not L.
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Then
Adv3pgs () = Pr[WIN A E] + Pr[WIN A (=E)].

It is clear that Pr{WIN A E] is less than the probability that (i) holds. We then
bound that probability by carefully analyze how str; is queried to H in the
sequential game manner.

To bound Pr[WIN A (=F)], we need to partition the event WIN A (=E) into
two cases F} as the event in the SOMUF’2° game that there exists k € [Qs, + 1]
such that either (i) does not hold, and F» as the event that (ii) does not hold.
If £ does not occur, then either Fy or Fy occurs and hence WIN A (mE) =
(WIN A F1) V (WIN A F). We then bound Pr[WIN A Fy] by the advantage of
solving GA-DLOG, and Pr[WIN A F5] by the advantage of solving GA-DLOG and
MT-GA-DLOG; see Section [E] for the details.
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A Related Work

Lattice-based cryptography has emerged as a strong candidate to construct
many post-quantum cryptographic protocols including blind signatures. The first
lattice-based blind signature was proposed by Riicket [41] capturing the classical
Schnorr [42] and Okamoto-Shnorr signature [40]. Following Riicket, there have
been many lattice-based blind signatures proposed [0l6]. Later Hauck et al. [29]
pointed out that there are flaws in the security proof of Riicket’s blind signa-
ture and those following that frameworking including BLAZE [5]. They then
proposed a three-round lattice-based blind signature scheme with signature size
around 7.73MB. Notably, Del Pino-Katsumata [20] and Agrawal et al. [3] pre-
sented round-optimal lattice-based blind signatures using trapdoor sampling.
The former has signature size around 100KB and the latter one has signature
size around 50KB. Beullens et al. [10] later constructed a lattice-based blind sig-
nature scheme with signature size of around 22KB. Note also that Del Pino and
Katsumata [20] extended their technique to obtain partially blind signatures.

There exists a code-based blind signature by Blazy et al. [13] following the
Fischlin approach [25] which is based on proofs of knowledge, with signature size
around 3.1MB for only 82-bit security if instantiated with Hamming distance
metric. Petzoldt et al. proposed in [38] a blind signature based on multivariate
polynomials which was recently attacked by Beullens [7].

The first (partially) blind signature from isogenies was proposed, called CSI-Otter,
by Katsumata et al. [33]. Their construction framework was later adapted to con-
struct blind signatures from code equivalence [36] and generic group actions [23].
However, soon later, Katsumata et al. [34] and Do et al. [2I] independly provided
attacks against the concurrent security of CSI-Otter, which is also applicable
to [36] and [23]. It is hence recommended that existing blind signatures from
group actions constructed from the Schnorr-like sigma protocol with small chal-
lenge space can be used in the sequential manner only. Recently, Hanzlik et al.
[HLM+25] proposed a novel framework for con-currently secure blind signatures
which can be instantiated from isogenies with small signature size

B Sequential security in practical deployments

Our scheme achieves sequential one-more unforgeability. This is sufficient in
many realistic deployments where the signer can enforce no interleaving, i.e.,
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at most one outstanding signing session per authenticated identity, device, or
channel. This assumption is standard in server-side issuance APIs: the issuer
keeps session state (or a short-lived issuance token) and simply rejects a new
request until the current session completes. In such settings, attacks that rely
on mixing transcripts across concurrent sessions are ruled out by the workflow
itself, while PBS is still essential because the issuer must bind agreed public
metadata into the issued object. We highlight three concrete examples.

1. E-cash/voucher withdrawal: A bank issues unlinkable coins/vouchers by
signing a user-chosen hidden serial number m (or a commitment to m). The
public tag info binds policy attributes that must remain publicly verifiable,
e.g., denomination, expiry epoch, and program /policy identifier—so a coin
cannot be ‘relabelled’ across denominations or validity periods. The issuer
naturally enforces sequentiality by allowing only one in-flight withdrawal per
account /session.

2. Anonymous access tokens via an authenticated issuance API: A
client obtains a signed token handle m that will later be presented to a gate-
way /resource server. The tag info binds the claims that the verifier must en-
force (service-id /audience, scope, validity window, rate tier, policy version),
while the hidden m preserves unlinkability of token usage. Issuers typically
enforce sequentiality via per-credential session locking or rate limiting (e.g.,
one active issuance session per device key/API key).

3. Ballot/credential authorization workflows: An authority issues an un-
linkable authorization handle m (one-time credential serial or commitment)
while the tag info binds public context such as election-id, district/ballot
style, eligibility class, and validity window. Issuance is commonly carried
out in a controlled session (kiosk/device/authenticated channel), where ses-
sions are naturally serialized per voter/device and interleaving is prevented
by design.

C Group actions

C.1 Definitions.

Let (G, 0) be a group with identity id and X a set. An action of G on X is a map
*: G x X — X satisfying the following properties: (i) id xx = z for all z € X
and the identity element id € G; and (ii) gx (hxx) = (go h) xx for all g,h € G
and x € X. A group action is said to be [4]:

— transitive if for all x,y € X, there exists g € G such that g xx = y;

— faithful if there does not exist g € G\ {id} such that gxx =z for all z € X,
ie., if gxx =z for all x € X then g = id;

— free if whenever there exists © € X such that g x x = = then g = id; and

— regular if it is free and transitive.

In a shorthand, we write (G, X, %) to denote the group action.
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Definition 6 (Effective Group Action - EGA). Let (G,X,*) be a group
action satisfying the following properties:

1. The group G is finite and there exist efficient algorithms for membership
testing, equality testing, (random) sampling, group operation and inversion.

2. The set X is finite and there exist efficient algorithms for membership testing
and to compute a unique representation.

3. There exists a distinguished element xy € X with known representation.

4. There exist an efficient algorithm to evaluate the group action, i.e., to com-
pute gxx given g € G and x € X.

Then we call o € X the origin and (G, X, x,xq) an effective group action (EGA).

In this paper, we restrict to the case of cyclic group actions, i.e., G being
a cyclic group, to capture the isogeny settings ([16]). In addition, we focus on
known-order groups ([4]). We hence will focus on Cyclic Effective Group Action
(CEGA) defined as the following ([4122]).

Definition 7 (Cyclic Effective Group Action - CEGA). Let (G, X, *,xq) be
an effective group action satisfying the following properties:

1. The group G is cyclic of order N for some known N € N.

2. There exists a generator g € G, i.e. G = (g), with known representation.

3. For any element h € G, the element a € Zy satisfying h = g% is efficiently
computable.

4. The group action % is regular.

We then say that (G, X, x,xz0) is a cyclic (known-order) effective group action
(CEGA). We can therefore denote any CEGA equivalent by (Zy, X, x, x¢) where

*x: Iy XX — X
(a,x) — (go---0g)*x.
~—_—————

a times

For our purpose, we introduce CEGA with twists to capture a property to
isogeny-based group actions in CSIDH [16].

Definition 8 (Cyclic Effective Group Action with Twists - CEGAT).
Let (Zy,X,x,20) be a CEGA. We call it a cyclic effective group action with
twists (CEGAT) if there is an efficient algorithm that given © = a x xg, compute
2t = —a % xy without knowing a € Zy .

C.2 Isogenies

In this paper, we focus on CSIDH-based group action in [I6], briefly defined
as the following (following the description in [933122]). Let p be a large prime
number. Let E denote the elliptic curve over a finite field F, and let O is the
point at infinity on F. The curve E is called supersingular if and only if the
number of F,-rational points over F, is p + 1, i.e., #E(F,) =p+ 1.
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Given two elliptic curves E, E’, an isogeny ¢ is a morphism ¢ : E — E’) i.e.,
it is a map given by rational functions and it is also a group homomorphism such
that ¢(0g) = Ops. The endomorphism End(FE) consists of all isogenies from E
to itself and denote by Endr, (E) the ring of endomorphisms defined over IF,,. For
a supersingular curve E over F,, we have a strict inclusion Endp,(E) & End(E).

Fix an elliptic curve Ey : y*> = 23 4+ x over F,. This curve is supersingular
and its IFj-rational endomorphism ring Endy, (Ep) is O = Z[r] where 7 is the
Frobenius endomorphism (z,y) — (2P, y?). Let £11,(O) be the set of elliptic
curves defined over I, with endomorphism ring O. The ideal class group G :=
cl(O) acts freely and transitively on the set £11,(O). The class group cl(O) was
successfully computed for the parameters of CSIDH-512 in [9]. In particular, the
authors also proved that ¢l(O) is a cyclic group generated by g = (3,7 —1). In
addition, one can identify ¢l(OQ) as Zx via an efficient computable isomorphism
¢ : Zn — cl(O) mapping a to g*. Hence, in what follows, when writing an action
of g% on an elliptic curve E € £11,(O0), we use only the exponent a and write
a* E instead.

For any a € Zy we have that (ax E)! = (—a)x E. Therefore, the CSIDH-512
group action can be viewed as a CEGAT. From now on in this paper, we will
focus only on CSIDH-512 group action, where we identify the group cl(O) as
Zn, denote by X the set E11,(O). We also use E~! for the quadratic twist of E.

C.3 Group Action Hardness Assumptions

A group action is one-way, if for a random z, the function f, : G — X defined
by f.(g) := g*x is one-way. The one-way assumption is formulated as the Group
Action Inverse Problem (GAIP) ([14]) which asks to compute, given z,y € X,
g € G such that g x z = y, assuming that g exists which is always the case if the
action * is transitive. In this paper, we focus to CEGAT and hence GAIP can be
formalized as the discrete logarithm problem for group actions ([22]) which we
call the Group Action Discrete Logarithm Problem.

Definition 9 (Group Action Discrete Logarithm Problem - GA-DLOG).
Let CEGAT = (Zn, X, %, Ey) be a cyclic effective group action with twitst. We

say that an adversary A solves the group action discrete logarithm problem GA-
DLOG if A(Eg,a* Eg) =a for a<+sZy.

Many digital signatures from group actions (e.g., [94319]) rely on the hard-
ness of random instances of a multi-target version of the GA-DLOG, which is
shown to reduce tightly to the normal GA-DLOG by [24] in the case that the
class group structure is known, i.e., in case of CEGAT in this paper.

Definition 10 (Multi-target Group Action Discrete Logarithm Prob-
lem (MT-GA-DLOG)). Let CEGAT = (Zn, X, *, Ey) be a cyclic effective group
action with twitst. Given k curves En, ..., E, with End(E;) = --- = End(E}) =
End(Ey), find an element a € Zy such that E; = axE; for somei,j € {0,...,k}
with i # j.
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C.4 Algebraic Group Action Model (AGAM)

The Algebraic Group Action Model (AGAM) is first defined by Duman et al.
in [22] which is similar to the Algebraic Group Model (AGM) introduced in [26]
in which one replaces the underlying algebraic structure to be an effective group
action instead of a prime-order group. Duman et al. [22] also defined a quantum
version for AGAM. However, it is not our focus in this paper, we hence do not
define such a version.

Definition 11 (Algebraic Group Action Algorithms). Let CEGA = (Zn, X, %, )
be a fized cyclic effective group action. An algorithm A is called algebraic if for

each output element y € X it additionally provides a representation relative to

a previously received set element. Concretely, if (z1,...,1;) € X' is the list of
received set elements so far, A additonally provides a group element a € Zy and

an index i € [l] such that y = axx;. We denote

Y(i,a) = G * Ty.

If an oracle is queried on some set elements, then A also has to provide a rep-
resentation for each set element contained in that query.

Additionally, if the group action is CEGAT, we extend the representation by
a bit b indicating whether the base element was twisted before applying the group
action, i.e., we denote

a*xx;ifb=0,
Y(iab) = {a*xz ifb=1. (2)
(2
We require that all auxiliary input provided to the adversary which is not in
X does not depend on elements from X .

For convention in this paper, instead of using the bit b € {0,1}, we use
b€ {—1,1} and write y(; 4 5y = a*xy;. Note that for b = 1, we have y(; 4.1) = axx;
which is the case b = 0 in (2). When b = —1 then y( o _1) = a*2_; = a*x}
which is the case b =1 in (2).

D Efficient Blind Signature in AGAM

D.1 Description of the Blind Signature Scheme

In this section, we provide the description of our Blind Signature BS that relies
on the hardness of the group action discrete logarithm problem (GA-DLOG),
which is summarized in Fig. [l The additional elliptic curve Z will allow us to
develop a partially blind version of BS, called PBS, which will be discussed in
Section . The description of the scheme consists of the following algorithms.

— BS.Setup(1*): On input the security paramter, it invokes the group generator
GrGen to generate CEGAT = (Zy, X, *, FEg) as a public parameter par.

— BS.KeyGen(par): On input the parameter par = (Zy, X, *, Ey), samples z, z <%
Zy and computes Fy := xx Ey, Z := zx Ey. It sets sk := z and pk := (F1, Z)
and returns (sk, pk).

25



— BS.Sign, (sk): On input the secret key sk = z, it samples a,t <s Z, y <5
{~1,1}*, computes A := a* Ey, C := t « Z¥, and returns a commitment
ps.1 = (A, C) as the first-sender message and the state stateg = (a,t,y).

— BS.Sign,(stateg, c): On input the secret key sk = xz, the state stateg; =
(a,t,y) and a challenge ¢ € {—1,1}*, computes s = a—c©®y ® z and
returns the response pg2 = (s,t,y,c) as the second-sender messageﬂ

— BS.User;(pk,m, ps.1): On input the public key pk := (E1,Z), a message
m, and the commitment pg;1 = (A, C) received from BS.Sign,, it samples
1,72 % {=1,1}*, r1,ry +$ Z), and computes A’ = r; x A1©72 and
C’' := ry x C". It then computes ¢/ = H(A’,C',m) and ¢ = ¢/ ® 7. It
returns the challenge ¢ and the state statey = (r1, 2,71, 72)-

— BS.Users(stateys, ps2): On input the state statey = (ri,rs,7y1,72) and a re-
sponse pgs2 = (s,t,y,c), it checks if A = s x F{®Y and C = t  ZY. If yes
then it returns a signature o := (s',y’,t’,c¢’) where 8’ :== 9 ® 2 ®s + ry,
Yy :=y®v and t' := y; ® t + ra; otherwise it returns L.

— BS.Ver(pk,m,o): On input the public key pk = (E1, Z), a message m and
a signature o = (s,y,t,c), let ¢* := H(s x ES®Y t x Z¥,m). If ¢ = ¢*, then
return 1; otherwise return 0.

D.2 Correctness and Blindness

Theorem 2 (Correctness). If the signer and user follow honestly the protocol
in Fig. |4| then the verifier will return 1 (in line 705) with probability 1.

Proof. First we show that A = s ES®Y in line 603. In fact, substituting s =
a—cOy Oz (from line 503) gives us
sk FE{Y =(a-coyor)*xEf®Y =a0 (-2 @ E)°®Y
=a@® EO =A (3)

where the last equation follows from line 302.
Now, with signature (s’,t’,y’, ¢’) obtained from line 608, we have

/' (407,605,606)

s’ % Ef@y (Y1 © Y2 @8 +11) % EFO1NOY

3) 404
=1 *(S*ETQY)%@W r * AV1O72 (:) A’

and

/ (606,607)

t' % ZY (1 Ot + 1) % Z1Y =y x (tx ZY )N

) y0p W o,

This implies (from line 406) that ¢’ = H(A’, C’,m) and the verifier will always
output 1. 0

S In fact, we do not need to include c in pg 2 but it will be needed in the proof of the
blindness, so we include c for completeness.
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BS.Setup(1*)

BS.Sign, (states, pu)

101 :

102 :
103 :

(Zn, X, %, Eo) < GrGen(1%)
Select H: {0,1}" — {—1, 1}>\

return par := (Zn, X, %, Eo, H)

BS.KeyGen(par)

201 :
202 :
203 :
204 :

(Zn, X, %, Eo,H) < par

T <$Zn,Er ==z % Ey
z2$2ZnN,Z :=z% Ey

return (sk, pk) = (z, (E1, Z))

BS.Sign, (sk)

301 :
302 :
303 :
304 :
305 :

at «sZy,y «s{—1,1}"
A:=axE),C:=tx2¥
states := (a, t,y)

ps = (A, C)

return (states, ps,1)

BS.User; (pk, m, ps,1)

401 :

402 :

403 :

404 :

405 :

406 :

407 :

408 :

409 :
410 :

parse (A, C) < ps1
",z <8 {—1,1}"
ry,rs <$ Z;\\]

A= x ATO

C :=ryxC™M
¢ :=H(A',C',m)
c=c O

statey < (r1,Tr2,91,792)
pU =cC

return (statey, pu)

501 :
502 :

504 :

503 :

parse (a,t,y) < stateg
parse ¢ < pu
s:=m=a—cOQy®Oz

return ps2 = (s, t,y,c)

BS.Users(statey, ps,2)

601 :
602 :
603 :
604 :
605 :
606 :
607 :
608 :
609 :

parse (ri,r2,71,72) < statey
parse (s,t,y,c) < ps,2
if A#£sxES™Y or C#tx2Y
return 1
sSi=70roOs+r
y =m0y
t = Y1 Ot +r2
return o = (s',t’,y’, c’)

return o =L

BS.Ver(pk, m, o)

701 :
702 :
703 :
704 :
705 :
706 :

parse (s,t,y,c) < o

A :=s%ESY

C:=tx2z¥

if c=H(A,C,m)
return 1

return 0

Fig. 4: The blind signature scheme BS
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Theorem 3 (Blindness). The blind signature in Fig. || achieves perfect blind-
ness.

Proof. We follow the proof framework as in that of [33], Theorem 4.2]. It suffices
to prove that for any valid public key pk, any first and second-signer message
ps1 = (A,C) and pso = (s,t,y,c), and valid signature o = (s',t',y’,c'),
there exists a unique and pair-wise distinct user state statey = (r1,r2,71,72)
that could have generated ¢. That means that we will prove that fixing an
arbitrary (pk, ps1,ps.2), there exists a bijection between a valid signature o and
stateyy. Note that any public key pk = (F1, Z) output by the adversary A can
be efficiently checked to be valid supersingular elliptic curves.

Let’s fix sk = z,pk = (E1,2), ps1 = (A,C), ps2 = (s,t,y,c), and a valid
signature o = (s/,t',y’,c¢’). We define the user state statey = (r1,ra,v1,72) by
N=y oy, ro=t' =91 0t, 1o =c®c andr; =s' — 71 ®v ®s. Now we have

A/ =T *A’YlG)’Yz = (S/ -7 ® Y2 ® S) *A’yl®72

603
(:) S/ % (E;:Qy)%@ryz _ sl * E;:@y@m@vz
’ !
=s' x ESOY
and

C=r*xC"=@{ -7 0t)xC™"

(603) 1 4 7yOm — ¢/ 5 7Y

Hence ¢’ = H(s’*Ef/le7 t'«2Y',m) = H(A’, C’,m), which implies that statey is
indeed a user state that results in the valid signature o. Moreover, for any choice
of pso and any o # o', it can be easily checked that the corresponding user
states stateyy and state}; defined as above are distinct. Hence there is a bijection
between a valid signature and a user state. This completes the proof. O

D.3 One-more Unforgeability

Theorem 4 (One-more Unforgeability). For any algebraic adversary A for
the game sSOMUF making at most Qg, queries to BS.Sign, and Qg queries to the
random oracle H, there exists an algorithm B for the GA-DLOG problem running
in a similar running time as A such that

(Qs, +1)(Qs, +Qu +1)
2/\

AdviPEI (V) < 2Advg PO + .
Proof. The flow of the proof is similar to that of [44, Theorem 5], but we do not
reduce to any ROS problem, instead we will evaluate directly the probability.
As similar to [44] Theorem 5|, we fix an adversary A that makes at most Qg,
queries to BS.Sign; and Qg queries to the random oracle H. Without loss of
generality, we assume that A makes exactly Q)s, queries to BS.Sign; and exactly
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one query (i,c1) to BS.Sign, for each i € [Qg,]. Then after A returns we know
that | = Qg, .

In addition to the original sOMUFJB‘lS game, for each query (A,C,m) to H,
since A is algebraic, it also outputs the representation of A and C recorded as
a and 3 respectively. Here a = (za,ea,Mat) with z4 € Z}, ea € {—1,1}}
and Mata € {0,1}**2* and similar to 3. To be more precise, we denote by
A,,Cy,...,A;,C; are the answers to [ queries of A to BS.Sign,. We arrange
them concatenately into a column vector (A|Cy]|...[A;]|C;)T of length 21\
and denote it by (‘é) We also denote by Mata (resp. Matc) a A x 2I\ matrix
with exactly one non-zero (e.g., number 1) in each row and L otherwise. Hence
Mata - (5) will be a vector of length A whose each component is either A, ;
or C;; for i € [I] and j € [A]. Furthermore, we denote Mata a (resp. Mata c)
to be the A x I\ matrix obtained from the odd block-of-size-A-columns (resp.
even block-of-size- \-columns) of Mata, i.e., Mata a will correspond to the A, ;
entries in (§). For convenience, we also include in « (resp. 3) a set Ia (resp. Ic)
of pairs (z,7), with ¢ € [I],j € [\], of size |[Iao] = A that corresponding to Mata
(resp. Matc) indexing which A, ; or C; ; appears in the representation.

We denote by WIN the event that A wins the sSOMUF 4 game, i.e., A outputs
message-signature pairs (mj, oy )kep+1] are distinct and valid. Furthermore, we

also denote strj, := sZ*Ef’“Gy’“ [t;%ZY%|/mk. We note that when the validity of the
signature (mj,o}) is checked, then strj is made to H, and there should be o =

(zf:), egf), Matgf), IXC)) and 8, = (z(clf), e(ck), Mat(ck), Iék)) representing SZ*EfZQy’z
and t,’Z*ZyZ respectively in terms of the known commitments A1, Cq, ..., A;, Cy,

ie.,
AN\ A
spox EOVE = g0 o (Matgf) . (C))

(k)
. A\ e
tZ*Zykzg)*(Matg)~(C)> .

Let E be the event in the SOMUF53()\) game for which, after the validity of the
output is checked, for each k € [l + 1], the following conditions hold.

and

Clt,v © y;::,u = Cyu,v OYup © e%?ﬂ V(u’ ’U) c IX") (4)
Matgi)A =0 )

Then
AdvIMUF(\) = Pr[WIN A E] + Pr[WIN A (-E)].

We provide upper bounds for the above two probabilities in the following
lemmas. The Theorem @ hence follows.

Lemma 1.
Qu+Qs, +1+ (QQH)

Pr[WIN A E] < o
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Lemma 2. There exists an algorithm B for the GA-DLOG problem running in
a similar running time as A such that

PrWIN A (-E)] < 2 AdvE*PHO%(\).

Proof of Lemma 1

Proof. Tt is clear that Pr[WIN A E] is less than the probability that holds
which we will prove to be negligible. We follow the proof techniques as in [28/31]
to consider the following three cases.

1. There exists k € [l + 1] such that strj has never been queried to H by A. In
this case cj, ,, is uniformly in {—1,1} for each (u,v) € Ia. Hence (3) holds for
each k£ with probability 2% By the union bound, the probability is bounded

above by nglfl .

2. There exists k € [l + 1] such that str} is queried to H during the gap when
no sessions are open, say before the start of the j-th session. In this case, the
corresponding cj, , values have been determined for all k € [j — 1],v € [A].
Therefore the probability that such a query resulting in a forgery such that
(3) holds is less than 2% It is also the same if the query is made after the
last session. By the union bound, the probability is bounded above by g—f

3. There exists k € [l + 1] such that strj is made after the beginning of a
session, say j-th, and before its closure, i.e., during a session. since there are
l sessions and [ + 1 queries, there should be another query also being made
during the j-th session. Note that the values cj , have been determined for

k € [j —1],v € [\]. It follows that such 2 queries result in 2* vectors over
{—1,1}** came from the undetermined c;, for i € [A]. Hence (3) holds with
probability less than 222% By the union bound, the probability is bounded
(“4)

above by 3%

As a summary, the probability that holds, and hence WIN A E holds, is
bounded by
Qu +Qs, +1+ (%)
A
which completes the proof. O

Proof of Lemma [2]

Proof. We first partition the event WIN A (=E) into two cases Fy as the event
in the sOMUF 4 game that there exists k € [Qg, + 1] such that (4) does not
hold, and F» as the event that there exists k € [Qg, + 1] such that does not
hold. If E does not occur, then either Fy or F» occurs. Therefore WIN A (—F) =
(WIN A Fy) V (WIN A Fy). We prove the following two claims.
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Claim 1. There exists By for the GA-DLOG problem running in a similar run-
ning time as A such that

Pr[WIN A Fi] < AdvEiPro%(\)

Claim 2. There exists By for the GA-DLOG problem running in a similar run-
ning time as A such that

Pr[WIN A F5] < AdvErPro%(\)

From the above claims, we can construct an algorithm B for the GA-DLOG prob-
lem that runs either B; or Bs with 1/2 probability, the Lemma follows. O

Proof of Claim|[1] Initially, B; initializes as described in the sOMUFiS()\) game.
After By receives (Zn, X, *, Eg, W) from the GA-DLOG game, B; samples z <%
Zy and set Z := zxFEg and Ey := W. Then B runs A on input (Zy, X, *, Eo, E1, Z)
and with access to the oracles S;, So and H which work follows.
Oracle S;: B; samples sqq, t/;y <3 Z), yiy < {—1,1}* and sets Agg := Sqa *
Ef‘i‘* and Cgq =t * Ey. Then By returns (sid, Agq, Csd) to the adversary
A.
Oracle S;: When A queries (i,c;), By sets y; :=¢; Oy}, t; :=t, —y; ©z;, and
returns (si,yi, ti) to A.
Oracle H: Tt works the same as in the SOMUF5?()\) game.
When the adversary returns (my, 0%)ke(q@s, +1), B1 aborts if WIN A Fy does not
occur. It is clear that By simulates the SOMUF 4 game perfectly.
We now show that if WIN A F; occurs within the simulation, then B; can find
a solution for the GA-DLOG problem, i.e., find = such that W = E; = x x Fj.
Now, if WIN A F} occurs, there exist k € [Qs, + 1] and j = Hid(str*) such
that () does not hold. Note that

*
- A\ €A
spx ECOVE = 00 o (Matff) : <C)) .

If MatXi)A =0, then for every ¢ € [)], there exists k; € [@Qs, + 1] and h; € [A]
such that
Sk * Ef;”oyz’i = zxf,)i * (b, py * ZYkih )effi
— (in)i +ea;i Oty n, +ea,i©z)*Ey
which implies that we can obtain the discrete log of £1 = W which is equal to

* k *
CLiOYri© (ZS&,)i +ea; i Oty n +ea;i®z—sp;).

If Matgf)A # 0, then there exists (u,v) € Ij(f) such that
PO Q)
Szﬂ) *Efk‘Uka,’U _ ZX“),L * (Su,v *E;:u,UQYu,v)eAm

*)
k) (k) CurvOYu @)
= (25 T €n, OSuw) x By

K2
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Since does not hold, we can obtain the discrete log = by

k k *
ZA(A)z + e( ) @ Su,v Sk,v
ARk
ck,'u © yk,'u — Cu,v © Yu,v © eEA,)U

O

Proof of Claim[2 Initially, B, initializes as described in the sOMUFiS()\) game.
After By receives (Zy, X, %, Eo, W) from the GA-DLOG game, By samples = <%
Zy and sets By := axFy and Z = W. Then B runs A with input (Zy, X, x, Eg, F1, Z)
and with access to the oracles Sh Sg and H. Since B knows the secret x, it can
simulate al the oracles S1,S, and H in the same way as in the sOMUFA game.
After receiving the output {(mj,o})}reps1], B2 aborts if the event WIN A Fy
does not hold.

It is clear that By simulates the sSOMUF5S(\) game perfectly. We will show
that if WIN A I3 occurs then By can compute the discrete logarithm of Z = W.

Now asssume that WIN A F, holds, there exists k € [@s, + 1] such that
does not hold. Note that

)

" AN\ €c
tZ*Zyk:z(g)*(Matg)-(C)) .

Since does not hold, there exists (u,v) € Igc) such that

£ w2V — g0 A° (c)v
k,v * v= ZC v *

(i)
C Ly
= zg)v * (Sy,* BT vOVuvyec,

(z&)+e§3)ﬂ@(sw+cw@yuv@x))*30

which implies that we can compute the discrete logarithm of Z = W equal to

y;; *(ZE:)U +e(k) O] (Suv +Cuv QYu’U @Z‘) _tz7v)'

E Proof of Theorem [

We separate the proof of Theorem [I]into several separate proofs below.

E.1 Correctness and Blindness

The correctness is easy to check, as similar to that of the blind signature BS in
Section [D.21

Since the algorithm PBS.User; and PBS.Users are almost the same as BS.User;
and BS.Users, the proof for blindness of the PBS scheme can be done as similar
to that of BS in Theorem [3| The only difference is that in BS, Z is given in the
public key whereas in PBS, Z is given as G(info) x Ey. We summary the result
as the following.
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Theorem 5 (Blindness). The partially blind signature in Fig. @ is perfectly
blind.

E.2 One-more Unforgeability

The one-more unforgeability of the partially blind signature PBS is proved in
the same manner with that of BS in Theorem [4] but with some modifications
because of the difference between two schemes. To be more precise, in the proof
for PBS , we need to additionally perform argument over the queries to G,
guessing which info will lead to a one-more forgery. In addition, we need to
also base on the hardness of the MT-GA-DLOG problem.

Theorem 6 (One-more Unforgeability). Let A be an algebraic adversary
for the game sOMUF such that for each public information info, makes at most
Qs, queries to PBS.Sign,, and Qg queries to the random oracle H that start
with info. Also let the total number of distinct public information info’s queries
by A to BS.Sign, to be bounded by Qins,. Then there exist an adversary By for
the discrete logarithm GA-DLOG and and adversary Bs for the MT-GA-DLOG
running in similar running time as A such that

1
AdvPPEE(N) < <1 + ) AdvPrO% () + AdvyeAPROe())
info
Qinfo (QH + QS1 +1+ (QQH))
2X '

Proof. Let A be the adversary described in the Theorem. Without loss of gen-
erality, we assume that if A outputs the public information info* then A makes
exactly s, queries to PBS.Sign; and )1 queries to PBS.Sign, that do not return
1 for info*. Then when A returns outputs, we know that [(info*) = Qg, .

In addition to the original SOMUFZBS(/\) game, for each query (info, A, C,m)
to H, since A is algebraic, it also outputs the representation of A and C recorded
as o and f3 respectively. Here o = (za, ea, Mata) with z4 € Z),, ea € {—1,1}}
and Mata € {1, 1}**#* and similar to 3, as in the proof of Theorem

Note that, since in our PBS, in contrast to BS, Z is not the public key, so the
representations of A and C also need to involve the requested Z’s correspond-
ing to the requested info’s. To be more precise, we denote by A1,Cy,..., A}, C;
are the answers to [ queries of A to BS.Sign; and Zi,...,Zg,, are the an-
swers to Qinfo queries of A to BS.Sign;. We concatenate them into a column
vector (A1]|Cqll ... |ACIZ1]l .. 11 Z0,.)T of length 20\ + Qinfo and denote it

A
by | C|. We also denote by Mata (resp. Matc) a A x (2IA + Qinfo) matrix
Z
with exactly one non-zero (e.g., number 1) in each row and L otherwise. Hence
A
Mata - [ C | will be a vector of length A whose each component is either A; ;
Z

+
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or C;; for i € [[] and j € [A] or Z; for i € [Qinfo]- Furthermore, we denote
Mata a (resp. Mata ¢, Mata z) to be the A x I (resp. A X I\, A X Qinfo matrix
obtained from the odd columns (resp. even columns) of Maty, i.e., Mata o will
A
correspond to the A; ; entries in | C
Z
We denote by WIN the event that A wins the sOMUFiBS()\) game, i.e., A
outputs message-signature pairs (mj, o} )ke41) are distinct and valid for info™.
Furthermore, we also denote str}, := info* ||sZ*Efz®y’*c ”tlt*ZgiE(info*)
that when the validity of the signature (mj,o}) is checked, then str} is made
to H, and there should be aj = (zg),ef), Matgf)) and £ = (zg)7egc), Matg))
representing sy * Ef"oy"' and t} x ZYk respectively in terms of the known com-
mitments A1, Cq,...,A,Cy, 24, ..., Zg,,, ie.,

mj. We note

A\ A
T LE Wl ke
VA
and
A\
t};*Ziyf:zgc)* Matg)- C . (6)
Z

Let E be the event in the SOMUF"2°()\) game for which, after the validity of
the output is checked, for each k € [l + 1], the following conditions hold.

(1) Cho OYViw = Cup O Vuw © eXi)U for all (u,v) € Iff); and

(ii) All the C; appearing in Eq. (6) correspond to info", i.e., C; (305) t; « Z)" for

such i € [@Qg, + 1] that the corresponding column in Matc is not L.

Then
AdvPEEE (N) = Pr[WIN A E] + Pr[WIN A (—E)].

We provide upper bounds for the above two probabilities in the following
lemmas. The Theorem [6] hence follows.

Lemma 3.
Qinfo (QH + QS1 +1+ (QQH)>
27 ’

Lemma 4. There exists an algorithm By, for the GA-DLOG problem and By for
MT-GA-DLOG problem running in a similar running time as A such that

) Advg?—DLOG()\)

Pr[WIN A E] <

Pr[WIN A (—E)] < (1 +

info
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Proof of Lemma [3]

Proof. Tt is clear that Pr[WIN A E] is less than the probability that (i) holds.
The proof is similar to that of Lemma [I] with a difference that A4 first needs to
samples a label 7, uniformly random from [Qiqs] and we then proceed as in the
proof of Lemma [1] resulting in the factor Qjnf, in the nominator. O

Proof of Lemma [l

Proof. We first partition the event WIN A (—E) into two cases F as the event
in the sSOMUFF2® game that there exists k € [Qs, + 1] such that either (i) does
not hold, and F; as the event that (ii) does not hold. If E' does not occur, then
either Fy or Fy occurs. Therefore WIN A (=E) = (WIN A Fy) V (WIN A Fy). We
prove the following two claims.

Claim 3. There exists Cy for the GA-DLOG problem running in a similar running
time as A such that

Pr[WIN A Fi] < AdvETPRO6())

Claim 4. There exist By for the MT-GA-DLOG problem and Cs for the GA-DLOG prob-
lem running in a similar running time as A such that

Pr[WIN A F5] < Advg’QT'GA'DLOG()\) n Advgf'moc(}\),

1
Qinfo

From the above claims, we can construct an algorithm 5; for the GA-DLOG prob-
lem that runs either C; or C5 with 1/2 probability, the Lemma [ follows. O

The proof of Claim [3]is similar to that of Claim [I} and hence we omit it.
The proof of Claim [4 also follows the same manner as that of Claim [2] with some

differences, and hence we will provide a sketch of the differences and reduction
to MT-GA-DLOG instead.

Proof of Claim[]} Initially, By initializes as described in the sOMUFJPL‘BS (M) game.
After B receives (Zy, X, x, By, Wh, ..., Wq,,,) from the MT-GA-DLOG game, B
samples x < Zx and sets Fy := zx Ey and Z; = W, for i € [Qinfo]. Then B runs
A with input (Zy, X, *, Ep, E1) and with access to the oracles G,S1,S, and H.
Since B knows the secret x, it can simulate all the oracles Sl, S, and H in the
same way as in the sOMUFf:tBS game. For any query of A to G regarding the
information info;, By will answer with the next available Z; (for i € [Qinso]. After
receiving the output {info*, (mj, o} )keps1)}, B2 aborts if the event WIN A F,
does not hold.

It is clear that B, simulates the SOMUF 2% ()\) game perfectly. We will show
that if WIN A F5 occurs then B, can solve the MT-GA-DLOG problem with

instances Z1, ..., ZQ.-
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Now asssume that WIN A F» holds, there exists k € [Qgs, + 1] such that
does not hold. Note that

(k)

€ec
t};*Ziyf = zg) * Matg) -1 C
Z

Since (ii) does not hold, we will consider two sub-events: F» 1 : Matc, o = 0 and
F272 : MatQA 75 0.
If 51 holds, i.e.,, Matc,a = 0, there exists u € [Qinfo] With u # i. and

: * Yiw _ (k) egc,)v * Yio
v € [A] such that either (a) t; , x Z;"" = 25, x Z,°" or (b) t; , x Z; " =

(k)
z(cli)v *CoSY for some u € [Qs, + 1], vy € [A]. Since (ii) does not hold, either (a)
or (b) happens, and hence we can solve the MT-GA-DLOG problem. Therefore
Pr[Fy ;] < Advi ¢APHO%()).

If F5 2 holds, then there exists (u,v) € Iék) such that

« (*)
* Yieow _ (k) ecv
th ., * VAR Zg, * Ay

k w0 OYu,v el
= 28, ($u % EY )

= (28, + €&, © (Suw + Cup O Yuw O 1)) * Eg

which implies that we can compute the discrete logarithm of Z;, = W, equal to

k k
Vi * (280 + €y @ (Suw + Cuw O Yuw @) — 7, ,).
In this case, then we can construct an algorithm Cs against GA-DLOG problem
to embed the challenge W into one of the Z1,..., Zg, . Hence

1

Pr[Fy 5] < AdvEiPros ().

info

F Optimization

In this section, we adapt the techniques from [33] used to optimizing CSI-Otter to
optimizing our (paritally) blind signatures. We sketch our the interactions be-
tween signer and user and leave the full description and security proofs to the
full version of the paper.

Here we use Z4 to denote the set {0,...,d — 1}. For any positive integer d
and a € Z, we write [a]q for (¢ mod d) € Z4. We will write ¢ (instead of (g)
for the d-root of unity and denote by (¢) to be the group {1,¢,¢?,...,¢% 1} the
group of d-th primitive roots of unity over Zy, i.e.,  satisfies (*=1and (7 #1
for all j € [d — 1]. The action of (r,¢) € Zn X Zq on a curve Ey € X is defined
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to be g"<" x Eq or (r(¢) x Ey for simplicity. Note that when d = 2 then ¢ = —1
and this is identical to previous sections. Note that unlike the case d = 2 where
we can easily compute quadratic twist, for d > 3, the signer needs to perform
extra calculations to support the user’s computation. The descriptions of the
interactions between signer and user in our optimized blind signature BS¢, and
partially blind signature PBS, are given in Fig. [5 and Fig. [| respectively. Here
we will use E to replace for Ey as in BS and PBS, i.e., CEGAT = (Zn, X, %, E).
For simplicity, we just describe the schemes with challenge space Z4. For the real
instantiations, one need to ‘“repeat" k times to attain the required security level.
For our instantiation, as in [33], d = 4 and k = 64. Note that the hash function
H in these two basic schemes is now H: {0,1}* — Z,.

Signer(sk =z, pk = ((E})e[a), Z)) User(pk = ((Ej)je(a), Z),m)
with E; = (x¢’) x E for j € [d]

a,t <$Zn;y <3 Zq

C—txzY
Ay BY el (Asera ©)
r1,72 <$ZN
V1,72 <% Za
c’ erg*C’Ol
Ay (n¢)» AT e )
¢ H((A}) ea, C',m)
; c+ [ —2a
seen Gy _bwt

s« ([’Vl"md Cs+ 7

y ey

¢t

If ¢ = H(((s'¢C) x BS ) it % 2¥  m)

Return o = (s',t',9/,¢)

Fig.5: Our optimized blind signature BS¢,

The security of BS¢, and PBS¢, now also reply on the so-called (4-Group
Action Discrete Logarithm Problem, denoted by (; — GA-DLOG defined as the
following [33].
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Definition 12 (({s-Ring Group Action Discrete Logarithm Problem (rGA-DLOG)).
Given (E,S) € X4 where S = (((s¢}) * Eo)jeja), s <5 Zn and d]A(N)) (here A

is the Carmichael function), the (4-ring group action discrete logarithm problem
(C4-rGA-DLOG) is to recover s.

Here the Carmichael function A(N) of a positive integer N is the smallest
positive integer m such that ¢™ = 1 mod N holds for every a coprime to V.
Katsumata et al. [33] provided a structural analysis on (4-rGA-DLOG for CSIDH-
512 [16] and display a few weak and hard instances depending on (4. They also
showed that for some carefully-chosen d (depending on N), (4-rGA-DLOG is
essentially as hard as the original GA-DLOG.

Here we show the correctness of BS¢,. The correctness for PBS,, can be done
similarly. First of all, for each j € [d] we have

(s¢7) BV = (a¢? = ¢y ) (aT)  B)V
= (al%)x B = 4; (™)

Hence
. 1 ! . . lvitsla. e
(5'C) % B = (ra¢? 4 sQ7 - (sl €S
, (1 +72]
= (m¢h)x A5
where the last equation follows from Eq. (7)); and
t/ *Zy/ _ (Cw -t+ 7.2) *Zy(’n

= T2 x C’C{'Y1 ="

Therefore ¢ = H(((s'¢?) *Efc 'y/)je[d], t'% 7Y, m) and the verifier will output 1.
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Signer(sk = x, pk = ((£}) j¢[q), info)) User(pk = ((Ej);e[q), info), m)
with E; = («¢’) « E for j € [d]

a,t,2 <$ LNy <$ ZLa
Z < G(info) x E

C+—tx2z"
Ay laC) BV el (Aseta ©)
r1,T2 <$ ZN
Y1,7Y2 8 Zd
Cl <_7.2*ch1
Ay (n¢)y« AT e g
¢ H((4)) e, C',m)
; C < [CI _VQ}d
s+—a—Cy-x % Z + G(info)x E

s« C[’Yl"YZ]d Ss4+1
Y ="y
t/<—c,71 t4+ 12

If ¢ = H(((s'C) « BS Y )jeap t + 2¥,m)

Return o = (s',t',%/, )

Fig.6: Our optimized partially blind signature PBS,,
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