Updatable Public-Key Encryption from Class
Groups: New Constructions with Better
Efficiency

Harish Karthikeyan® and Antigoni Polychroniadou

JPMorgan AI Research, JPMorgan AlgoCRYPT CoE
New York, NY, USA

Abstract. Updatable Public-Key Encryption (UPKE) enables forward-
secure key evolution, protecting past messages in case of key compromise.
We present efficient UPKE schemes, including a standard-model con-
struction that can replace RTreeKEM (Alwen et al., CRYPTO 2020)
for secure group messaging. Our CPA-secure scheme under the Hard
Subgroup Membership (HSM) assumption, requiring no trusted setup,
achieves 1.9x smaller key and ciphertext sizes than the most efficient
standard-model construction of Haidar et al. (CCS 2022, HLP). Encryp-
tion, decryption, and key-update operations are faster, with at least 2x
improvement at 192-bit security. For CCA-like security in the random-
oracle model, our construction is 2x faster than HLP at 128-bit security
and has ciphertexts 4x smaller than LWE-based alternatives (Haidar et
al., ASTACRYPT 2023). We further propose an IND-CU-CCA UPKE
scheme with one-round verifiable encryption, improving on prior multi-
round approaches (Camenisch and Damgéard, ASTACRYPT 2000). Our
constructions combine practical efficiency, minimal trust assumptions,
and strong forward- and post-compromise security, making them directly
applicable to real-world secure group messaging systems.

1 Introduction

Forward security is essential in long-term communication, ensuring that past
secrets remain protected even if current state is compromised. In symmetric
cryptography, this is efficiently achieved via pseudorandom generators (PRGs)
that evolve key states while hiding past outputs. Extending this property to
public-key encryption (PKE), however, has proven significantly more challeng-
ing. Canetti et al. [I3] formalized forward-secure PKE (FS-PKE), requiring syn-
chronized evolution of public and secret keys across epochs. While realizations
based on hierarchical IBE [26]22] exist, they remain complex and inefficient com-
pared to standard PKE. To address these challenges, Jost et al. [27] introduced
updatable PKE (UPKE), a relaxation of FS-PKE where senders assist receivers
in evolving their secret keys using compact update ciphertexts.

UPKE and Levels of Security. Since its introduction by Jost et al. [27], both
the syntax and the security definitions have evolved. In this work, we use the syn-
tax formalized by Dodis et al. [20] (hereafter, DKW21) with five algorithms: key
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Table 1: Taxonomy of UPKE Security Levels. An adversary is given access to
the update oracle Oy and in some cases to the decryption oracle.

Notion Input to Oy Oracle action Dec. oracle
CR~CPA randomness r; Upd-Pk(; ;) then Upd-Sk X
CR~CCA randomness r; Upd-Pk(; r;) then Upd-Sk

CU-CPA  (pk;,up,) Upd-Sk(up;) X
CU-CCA  (pk;,up;) Upd-Sk(up;)

generation (U-Gen), encryption (U-Enc), decryption (U-Dec), public key update
(Upd-Pk), and secret key update (Upd-Sk). Here, Upd-Pk uses randomness to pro-
duce an update ciphertext upct and new public key, while Upd-Sk consumes upct
to evolve the secret key. We also focus on the four security levels they formalized.
IND-CR-CPA (Chosen Randomness CPA) is the base level where the adversary
selects the randomness used by the sender to generate update ciphertexts. IND-
CR-CCA strengthens this by adding resilience against chosen-ciphertext attacks,
allowing the adversary access to a decryption oracle. IND-CU-CPA (Chosen Up-
date CPA) is a significantly stronger model where the adversary is not limited
to choosing randomness but can maliciously craft their own update ciphertexts
and public key pairs. Finally, IND-CU-CCA represents the most robust security
level, combining the adversary’s ability to provide malicious updates with access
to a decryption oracle, requiring the scheme to remain secure even under active,
malicious state evolution. The taxonomy is summarized in Table [T}

Applications of UPKE. UPKE has emerged as a central primitive in modern
secure messaging and financial cryptography: it underlies the Signal protocol [28],
enables post-compromise forward security in group messaging [I], and has re-
cently been used to obtain forward-secure private blockchain transactions [23].
It is also a core component of the IETF Messaging Layer Security (MLS) stan-
dard [67]. While TreeKEM evolves group keys via a ratcheted tree, its security
analysis [I2] revealed gaps in forward secrecy and post-compromise security;
integrating UPKE, as in RTreeKEM, yields stronger guarantees and motivates
more efficient UPKE designs. Recent work has further expanded adversarial
models to include insider attacks [3J19], highlighting the need for publicly verifi-
able update mechanisms. Devigne et al. [I9] proposed a robust CGKA protocol
that detects cheating updaters, resolving an open MLS question, but relies on
generic verifiable encryption [11] and requires 136 rounds to reach 278° sound-
ness. We summarize the comparison with relevant related work on UPKE in
Table [2] while differing an expansive comparison with all related work to the full
version of the paper. We emphasize that public verifiability is essential for update
security: without it, receivers alone validate updates, enabling denial-of-service
via inconsistent public keys. The scheme of [4] (based on Fujisaki-Okamoto [21])
lacks public verifiability, while [25] only sketches chosen-update security without
a full construction.
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Table 2: Comparison of UPKE constructions. Our scheme achieves strong secu-
rity with public verifiability and efficient parameters.

Work Assumptions Public Setup CR-CPA CR-CCA CU-CCA Impl.
P71 CDH ROM X X

[20] DDH, LWE SM SM SM X
[24] DCR X SM ROM ROM

[25] LWE SM ROM X X
[] CDH ROM ROM X X
Our Work HSM SM ROM ROM

Our Motivation. The research is motivated by the critical need for efficient
forward security and post-compromise security in long-term communication sys-
tems, such as the Messaging Layer Security (MLS) standard and the Signal
protocol. While symmetric cryptography achieves key evolution efficiently, ex-
tending these properties to public-key encryption has historically resulted in
complex and inefficient constructions. Prior UPKE schemes often relied on heavy
trust assumptions or resulted in unwieldy parameter sizes that made them im-
practical for real-world use. To this end, we design UPKE schemes under new
assumptions, working over class groups that have been extensively used in cryp-
tography, which improve efficiency and achieve strong security. Motivated by
Devigne et al. [T9], we further present an encryption scheme with efficient verifi-
cation that avoids the repetitions inherent in the generic verifiable encryption of
Camenisch-Damgard [IT]. This work seeks to bridge the gap between theoretical
security and practical performance by proposing new constructions from class
groups that achieve up to 4x smaller ciphertexts and 2x faster operations while
removing the requirement for a trusted setup.

Our Contributions. We now summarize our contributions:

1. IND-CR-CPA from class groups. We extend the Castagnos—Laguillaumie
homomorphic encryption [I7] and its variants [I8IT4IT5I32I9] to obtain an
IND-CR-CPA secure UPKE in the standard model. At 128-bit security, our
parameters (Table [3]) outperform all prior standard-model schemes. Notably,
the underlying HSM assumption requires no trusted setup, unlike DCR.

2. IND-CR-CCA in the ROM. Applying the Naor—Yung transformation [30]
with the generalized X-protocol of Braun et al. [I0], we achieve IND-CR-~
CCA security in the random oracle model under the Strong Root and Rough
Order assumptions. Our parameters (Table [3)) significantly improve over
DCR- and LWE-based schemes, though remain larger than the FO-based
construction of Asano—Watanabe [4].

3. IND-CU-CCA with verifiable updates. We further obtain IND-CU-
CCA security by augmenting the IND-CR-CCA scheme with a X-protocol
proving update well-formedness. Unlike [4], which lacks verifiable updates,
and [25], which omits a full construction, our scheme is complete and fully
specified. Table [3| compares parameters with [24].
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4. Implementation and performance. We implement all three schemes and
empirically demonstrate substantial improvements in parameter sizes and
running times over prior work (Section @

5. Applications to secure group messaging. Our IND-CR-CPA scheme can
directly replace the UPKE used in forward-secure secure group messaging [1],
enabling public setup, efficient key-update decryption, and natural support
for verifiable encryption.

6. Efficient verifiable encryption. Finally, our IND-CU-CCA (or IND-CU-
CPA) construction yields an efficient verifiable encryption protocol [TITJ12],
ensuring consistency between update ciphertexts and public keys. This re-
solves an open problem of Devigne et al. [19], whose CGKA protocol relied
on inefficient generic techniques. Further details appear in the full version.

2 Technical Overview

Our construction builds on the linear homomorphic encryption of Castagnos
and Laguillaumie [I7], whose security relies on the DDH assumption in a group
with an easy DL subgroup. Castagnos et al. [I8] later formalized this under
the weaker Hard Subgroup Membership (HSM) assumption. Formally defined in
Section we consider a group G that factors as G” (generated by g¢,) and F
(generated by f), where F has prime order p and efficient discrete logs, while GP
has unknown order bounded by 5. Informally, HSM states that elements from
G and GP are computationally indistinguishable. To sample from the exponent
space of GP, we use distributions D,, (resp. D) such that h «s G is 2~ #-close to
gy for x s D), (vesp. h s G and g* for x <—s D). For concreteness, we set D,
to be uniform over [5 - 24°] (Section [3.2).
Circular Secure + Leakage Resilient (CS+LR) PKE. The key generation
samples sk «<—s D, and sets pk = g;k. Messages m € Z/pZ are encrypted in an
ElGamal-style encryption as f™: the ciphertext is (g, pk” - f™) for r «sD,.
Decryption computes M = w/c*™ and recovers m using the efficient DL solver in
F.

We prove CS+LR security for leakage £ = sk + 6* with challenge ciphertexts
C = (g;,pk" - f™) and C" = (g}, pk® - £9%) via a hybrid argument:

1. Replace sk «<—s D,, with D; distributions are 2 - 27#-close.

2. Set sk = —0*, pk’ = g;‘s*, and adjust ciphertexts (¢, w) — (¢, w - (g;)’f).

3. Apply the Smudging Lemma to make £ uniform, exploiting the large support
of D.

4. Use circular security under HSM: replace C" with D’ = (gf, (pk’)" - 7,
which is indistinguishable from (f - g}, (pk')?).

The final step reduces to standard IND-CPA security of the PKE.
CS+LR Secure PKE to IND-CR-CPA Secure UPKE in Standard
Model. We have described the key generation, encryption, and decryption al-
gorithms. The Upd-Pk algorithm samples ¢ «s [p] and r «<s D,, to compute the
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Table 3: Comparison of parameter sizes (at 128-bit security) for UPKE con-
structions. Numbers for [25] are estimated assuming zero-correctness error and
support for 210 updates.

Security Level Work [sk| |pk| et| |upct| Assumption
2711 256b 512b 512b  512b CDH
[20] 1.3kb 328kb 328kb 419Mb DDH
IND-CR-CPA [24] 4.6kb 6.1kb 12kb  12kb  DCR
[25] 3kb 106kb 24kb  24kb LWE

This Work 953b 3.1kb 6.2kb 6.2kb HSM

[] (with [27]) 256b 640b 768b  512b  DDH
[24] 4.6kb 6.1kb 66kb  12kb  DCR
IND-CR-CCA [25) 3kb 106kb 24kb  96kb LWE
This Work 953b 3.1kb 14.6kb 6.2kb HSM

[24] 4.6kb 9.2kb 91kb  105kb DCR
IND-CU-CCA i Work  953b 6.2kb 14.6kb 14.6kb HSM

update ciphertext (g5, pk” - f%), and updates the public key as pk’ = pk- gg. The
update secret key algorithm decrypts the update ciphertext to recover § and
updates the secret key consistently.

Our security proof adopts a simplified approach, bypassing earlier bit-by-bit
offset encryption restrictions, which yields significantly better parameters (Ta~
ble[3). For 128-bit security, Biasse et al. [§] conjectured a class group discriminant
size Ay of 1872 bits, and RSA requires 3072 bits. In our scheme, 5 is 914 bits
and the prime p is 128 bits. Parameter sizes for related work are taken from
HLP22.

IND-CR-CPA to IND-CR-CCA Secure UPKE in the ROM. We strengthen
our construction to achieve IND-CR-CCA security via the Naor-Yung (NY)
transform using suitable NIZKs. Note that ROM-based IND-CR-~-CPA schemes
(e.g., hashed ElGamal) do not admit efficient NIZKs for NY.

To enable NY, we augment the IND-CR-CPA scheme with a second gener-
ator h'. Key generation remains unchanged, while encryption of a message m
under public key pk now outputs (C, D, mny), where C encrypts m under pk,
D encrypts m under i/, and mny is a NIZK proving equality of the underlying
plaintexts. The update algorithms Upd-Pk and Upd-Sk remain unchanged. The
generator i/ enables simulation of decryption queries and ensures simulation
soundness against malicious ciphertexts.

We instantiate myy using a standard X-protocol for plaintext equality, follow-
ing Braun et al. [I0], achieving statistical soundness, SHVZK, and quasi-unique
responses under the Strong Root Assumption. Applying the Fiat—Shamir trans-
form yields a simulation-sound NIZK in the ROM. Together, these components
yield an efficient IND-CR-CCA-secure UPKE scheme based on the underlying
IND-CR-CPA construction.

IND-CR-CCA Secure to IND-CU-CCA Secure UPKE in ROM. Fi-
nally, we build our IND-CU-CCA secure UPKE from the previous IND-CR-CCA
UPKE using the Naor-Yung transformation. We employ two generators, h,, for
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double encryption in the encryption algorithm and h;, for the update public key.
To ensure update ciphertext well-formedness, we prove that the sampled ¢ is
correctly used in both upct and pk’ = pk - gg, using the generic X-protocol from
[10] to construct mypct.

Our security proof leverages several observations: (1) the challenger generates
updates only at the end of the game, so simulated NIZKs cannot be exploited for
ill-formed updates, requiring only computational soundness; (2) the third pub-
lic key h;, for update encryption prevents adversaries from using the challenge
ciphertext in update queries and acts as a trapdoor to recover update random-
ness, reducing IND-CU-CCA security to IND-CR-CCA. The remainder of the
proof follows standard techniques, with these insights being key to achieving full
security.

Implementation and Performance. We provide a proof-of-concept imple-
mentation of our three constructions, focusing on demonstrating practicality
rather than optimization. Benchmarks are reported for IND-CR-CPA, IND-CR-
CCA, and IND-CU-CCA security across four security levels (112, 128, 192, 256
bits) and four operations (encryption, decryption, public key update, secret key
update). We also compare our IND-CR-CPA and IND-CR-CCA counstructions
against Haidar et al. [24]. At 128-bit security, our IND-CR~-CCA scheme is at
least twice as fast, while our IND-CR-CPA scheme is at least twice as fast at 192
bits and outperforms three out of four operations at 128 bits. Table [p| summa-
rizes these comparisons. For completeness, we also benchmark our IND-CU-CCA
construction.

Applications to Secure Messaging. Prior work [I] showed that UPKE en-
ables secure TreeKEM, a core component of SGM, allowing our IND-CR-CPA
scheme to instantiate SGM in a black-box manner. Existing approaches based
on hashed ElGamal are inefficient for proving update well-formedness, enabling
denial-of-service attacks by malicious members. Devigne et al. [19] addressed this
via NIZKs and verifiable encryption [I1], but at the cost of many repetitions to
reduce soundness error and additional checks for public key evolution when us-
ing UPKE. In contrast, our IND-CU-CCA secure UPKE (or IND-CU-CPA with
proofs of well-formedness) yields an efficient, publicly verifiable instantiation of
verifiable encryption without these overheads.

3 Preliminaries

We denote by [x] for integer x the following set: {0,...,2 — 1}. Further, for a
distribution X, we denote by x «<s X that z is a random sample drawn from the
distribution X, and similarly for z «s.S that = is randomly sampled from the
set S. We denote by U, the uniform distribution over {0,1}¢. For an element g
of a group G, we denote by {(g) the subgroup generated by g.

Lemma 1 (Smudging Lemma [5]). Let By = By(x) and By = By(k) be pos-
itive integers and let e; € [— By, B1] be a fized integer. Let e «—s [—Bay, B be
chosen uniformly at random. Then the distribution of e is statistically indistin-
guishable from e + es as long as B1/Bs = negl(k).
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3.1 CL Framework for Groups of Unknown Order

Before we present the CL framework, we look at the elements of the framework
to better understand the variables involved. The elements of this framework are
the following:

— Input Parameters: Computational parameter x, statistical parameter A, a
prime p > 2% and public randomness p used by CLGen.

— Groups: G is a finite abelian group; G < G is cyclic; F < G with order p;
GP = {aP : x € G} with order s. Thus, G =F x G?.

— Orders: \@\ =p-5 |G| =p-s, with s |5, ged(p,s) = ged(p, s) = 1.

— Generators: f generates F, g generates G, g, generates G, with g = f - g,.

— Bounds: Only an upper bound 5 of § (and s) is known.

— Encodings: Only encodings of G are recognizable as valid; s,5 remain un-
known.

— Distributions: D (resp. D)) are integer distributions such that {¢” : z «s D}
(resp. {g2 : © s D,}) is within distance 27* of uniform over G (resp. GP).

Definition 1 (CL Framework). The framework consists of (CLGen, CLSolve):

— pp = (0K, A5, £, gp, G, F, D, Dy, p) s CLGen (1%, 1%, p; p)
— CLSolve efficiently solves discrete logarithms in F, i.e.,

pp s CLGen(17, 1%, p; p),
Prlz=21"| 2<sZ/pZ, X = f=, =1.
a’ «— CLSolve(pp, X)

We also have the following lemma from Castagnos, Imbert, and Laguillau-
mie [I6] which defines how to sample from a discrete Gaussian distribution.

Lemma 2. Let G be a cyclic group of order n, generated by g. Consider the
random variable X sampled uniformly from G; as such it satisfies Pr[X = h] = %
for all h € G. Now consider the random variable Y with values in G as follows:

In(2(1+1/€)) and

draw y from the discrete Gaussian distribution Dz , witho > n -

set Y := g¥. Then, it holds that: A(X,Y) < 2¢

3.2 Hardness Assumptions

Note that the framework is parameterized by additional distributions D, D,. In
groups of known order, elements can be sampled by choosing exponents modulo
the order. Here, however, neither |G| = ps nor |G?| = s is known. Instead, we
rely on the upper bound 5 of s to define D and D,, which provides flexibility
in proofs. Specifically, we later set D, to the uniform distribution over [B] with

! The randomness p is part of pp, so no trusted setup is required.
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B =2". § By Lemma [2| these distributions are within 27* of uniform in G?.
We will later optimize this sampling, and refer readers to [32, §3.1.3,§3.7] for
further discussion. We will now introduce the various assumptions that we rely
on for the security of our constructions.

Definition 2 (Hard Subgroup Membership Assumption (HSM) Assump-
tion [18]). Let x be a the security parameter with prime p such that |p| = k. Let
(CLGen, CLSolve) be the group generator algorithms as defined in Definition
then the HSM assumption requires that that HSM problem be hard in G even with ac-
cess to the Solve algorithm. More formally, let D (resp. D) be a distribution over
the set of integers such that the distribution {g® : x <s D} (resp. {gy : © <sDy})
is at most distance 27" from the uniform distribution over G (resp. GP). Then,
we say that the HSM problem is hard if for all PPT adversaries A, there exists a
negligible function negl(x) such that:

pp s CLGen(1%,1%, p; p)
x «s D, x’ s Dp
b—s{0,1}; Zo = ¢°; Z1 = g;/
b s ACLSoIve(va')(pp, Zb)

1
Pr{b=1V <gz+ negl(k)

Definition 3 (Strong Root Assumption [I5]). Let k be a the security pa-
rameter with prime p such that |p| = k. Let (CLGen, CLSolve) be the group gen-
erator algorithms as defined in Definition[d. Then, the Strong Root Assumption
(SR) states that it is not possible to produce value X, e such that Y = X°¢ for a
randomly chosen Y from GP. More formally, for all PPT adversaries A there
exists a negligible function such that:

Y = X° A X eG| ppsCLGen(1%,1* p; p)
Pr eeZ re>0 Y s (gp) < negl(/{)
e # 2% Vk|(X, ) «s A5 (pp, V')

Definition 4 (Rough Order (ROc) Assumption [10]). Let k be a the se-
curity parameter with prime p such that |p| > k. Let (CLGen, CLSolve) be the
group generator algorithms as defined in Definition [1 Then, the Rough Order
Assumption (ROc) states that the class groups with with no small prime factors
in their order are indistinguishable from class groups in general. More formally,
define DE to be the uniform distribution of the following set: {p € {0, 1}"|pp «s
CLGen(1%,1*,p; p) A Vprime < € : prime { (p - 8)}. Then,we say that the ROc
problem is hard if for all PPT adversaries A, there exists a negligible function
negl(x) such that:

po <3 {07 1}K7p1 8 Dg}”

Pr|b=10 |b<s{0,1}; < = + negl(k)
b s ACLSOIVE(pp">(1K,pb) 2
2 By definition, {¢” : x<«sD} is statistically indistinguishable from {g¥
y<«s${0,...,ps —1}}, so {x mod ps : z «s D} is indistinguishable from uniform over
{0,...,ps—1}. Similarly, {x mod s : z < D, } is indistinguishable from uniform over
{0,...,s — 1}. Since s | ps, sampling x <s D is also indistinguishable from uniform

over {0,...,s —1}.
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Consider the relation

OV

R={(VX)iw | Vi= [[ X7, ie G, X, e @™, wezm},
j=1

Theorem 1 (Theorem 9, [10]). For R, there exists a canonical X-protocol
with parameters A,C € N that is:

— Sound with error 1/C + negl(k) in C-rough class groups.
— Complete for w e [—=S, +S]™.
— Statistical special honest-verifier zero-knowledge if SC/A is negligible.

4 Key-Dependent-Message-Secure Encryption Scheme

4.1 Constructions from CL Framework

We begin by presenting the construction of Castagnos et al. [I8]. This gen-
eralizes the original construction of Castagnos and Laguillaumie [I7], offering
improved parameter choices for the underlying distributions and relying on the
HSM assumption rather than DDH. We refer the reader to [I8] for a detailed
comparison between the two constructionsﬂ

Theorem 2. The PKE Scheme £ = (U-Setup, U-Gen, U-Enc, U-Dec) with the
algorithms defined in Figure[1) is CS+LR Secure, under the HSM assumption.

A Dbrief summary of the proof technique was provided in Section [2l Due to
space constraints the complete proof can be found in the full version of the paper.

5 Constructions of Efficient UPKE

This section presents our UPKE constructions; formal syntax and security defini-
tions are deferred to the full version of the paper. We first give an IND-CR-CPA
secure scheme in Section followed by the NIZK tools underlying our CCA
constructions. Section develops a Naor—Yung-based argument of knowledge
for class groups, and Section [5.3] proves update ciphertext well-formedness and
consistent public key evolution. The complete constructions appear in the full
version of the paper. Our approach upgrades security in two steps: (i) applying
Naor—Yung with Fiat—Shamir to obtain IND-CR-CCA from IND-CR-CPA, and
and (ii) combining this with well-formedness proofs to achieve IND-CU-CCA
security.

3 Bouvier et al. [9] propose a generic framework supporting arbitrary message spaces
7Z/M7Z (including prime, prime-power, and power-of-two moduli), subsuming the
Camenisch—Shoup construction [I2]. In the RSA setting N = pq, the HSM assumption
coincides with Paillier’s DCR assumption [31]. Haidar et al. [24] further build on this
line of work with additional modifications.
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Protocol IND-CR-CPA Secure UPKE }

U-Setup(17): pp « CLGen(1%,1*,p; p); return pp.
U-Gen(pp): Sample sk « [B]; set sko = (0, sk); pk — gf,’“; pko = (0, pk); return

(pkg, sko).

U-Enc(pk,m): Sample r « [B]; parse pk = (ep, pk); set ct = (g,,pk" - f™); re-
turn ct.

U-Dec(sk, ct): Parse ct = (c1,ca); compute M «— c2/c5; m < Solve(pp, M); re-
turn m.

Upd-Pk(pk): Sample § < [p]; parse pk = (ep, pk); set pk’ = pk - gg; sample t <
[B]; upct = (g5, pk” - f°); pk’ = (ep + 1, pk'); return (upct, pk’).

Upd-Sk(sk, upct): Parse upct = (uo,u1), sk = (ep, sk); compute M «— w1 /ui";
§ < Solve(pp, M); sk’ « sk + J; sk’ = (ep + 1, sk’); return sk’.

Fig.1: IND-CR-CPA  Secure UPKE Construction. Here, pp =
(pa K‘a )‘7 ga f7 gpa Ga ]F7 D7DP7 p) Here DP = [B]

5.1 IND-CR-CPA Secure Construction

Construction 1. Consider UPKE;nyp.cr-cpa = (U-Setup, U-Gen, U-Enc, U-Dec,
Upd-Pk, Upd-Sk) with the algorithms defined in Figure .

Theorem 3. If £ = (U-Setup, U-Gen, U-Enc,U-Dec) is CS+LR Secure, then
Construction[d is IND-CR-CPA Secure UPKE.

Proof Sketch. We defer the complete proofs to the full version of the paper.

Let A be an adversary that can win, with non-negligible advantage, against
the IND-CR-CPA challenger. Then, we use A to build an adversary B that can
win the CS+LR security game. Implicitly, B sets the 6* chosen by the CS+LR
challenger as the value for the eventual update that A expects. Meanwhile, B
buffers all the updates it receives from A. B also uses A’s challenge messages as
its own. However, note that B receives an encryption of the challenge message,
under the first public key pk,. Therefore, it relies on the key homomorphism
property of the PKE scheme to transform the ciphertext so that it is consistent
with the updated key. To do this, it simply uses A’s inputs to Opy. It does a
similar argument to generate the final update ciphertext, using the encryption
of §* (under pky) that B receives from the CS+LR challenger. We present the
reduction in Figure [2]

5.2 Proofs of Plaintext Equality

We rely on the classical Naor—Yung transformation [30] to upgrade IND-CPA
security to IND-CCA security. While achieving IND-CCA2 typically requires
simulation-sound proofs, our setting necessitates additional care due to the
unknown group order. We therefore parameterize the challenge space size by
C = || and control soundness via parameter selection rather than repetition.
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Security Game Reduction

Challenger B A
CS+LR Security Game IND-CR-CPA Game

pko, sko «s U-Gen(1")
b s {0,1},8% <= [p]

pko t:=0 pko
L al
"Ou(r) 9
I I
W=t + 1 !
L(“p(:tul’ pky 1) < Upd-Pk(pk,; d:) J
mo,m1 mo, M1

(1, c2) «s U-Enc(pkgy, ms) (e1,e2)

A= 35
i=0
cF=cycd (c1,¢3)
_
I a
L 0u(r) L
I I
Wpi=mriti=t+1 |
L(“PCHH, Pkyyr) — Upd—Pk(pkL;MJ
(¢1,¢) s U-Enc(pk, %)
£ = sko + 6% (ch,ch), ¢
_—
q—1
A= >05
i=0
& =y
sk =L+ A
pk* 1= gSk* (ch, ¢5%),sk™, pk*
_
v 4
D — D —

Fig. 2: The security game reduction, reducing the IND-CR-CPA security to the
CS+LR security.

Specifically, secret keys and exponents are sampled from D, = [B] with
B = 5-2%0 To apply Theorem we define A = 240. B. O, ensuring that CB/A
is negligible; A is fixed during setup. The setup is further modified by defining
the generator g, as a random exponentiation of the generator g, output by CL
Gen.

Construction 2 (Interactive Proof of Plaintext Equality). We define an
interactive proof for the relation Rny consisting of

pke, pkpy, C = (Co,C1), D = (Do, Dy) € G
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such that there exist ro,rp € Z and m € [p] with

CO=g;ca Clzpkrc’c'fnl7 DOZQ;D7 DlzkaDDfm

Setup Setup,.(17): Run pp <s CLGen (1%, 1%, p; p), where D,, is uniform over
[B] with B = 5-2%°. Sample T s [B] and set g, = gr. Let A:==2* - B-C
and output crs = (pp, A, B, C).

— Commit P(crs;rc,rp,m): Sample ko, kp «<s [A] and k,, <s [p], and com-
pute

Ch=ghc, Cp=pkic - f, Dy =gkr, Dj=pklp - fhr.

Send (C§, Cy, Djy, D}) to V.

— Challenge V: Sample ¢ s [C].

— Response P: Compute: sc = ko + cre, sp = kp + crp, Sm =
km + cm mod p, and send (s¢, Sp, Sm,)-

— Verify V: Check sc, sp € [BC(2%° +1)] and s, € [p], and verify

Co=Co®-g3°, Dy=Dy®-gp”, Cf =Cre-pki - f*, Dy = Dy®-pkif - fr.
We can apply Theorem [I] to get the following corollary:

Corollary 1. Assuming that ROg assumption is true, Construction[d is sound
with soundness error 1/C + negl(k). Furthermore, the construction achieves
completeness and has statistical special honest-verifier zero-knowledge because
m € [p|,rc,rp € [B], C - B/A is negligible (by choice of A), and s, € [p].

Lemma 3. Under SR assumption, C’onstruction@ has quasi-unique responses.

Proof. Let us assume that it does not have quasi-unique responses. Then, an ad-
versary can find two valid transcripts: (CY), C1, D{, D}, ¢, $m, s¢, sp) and (C{, C1,
Dg, D}, c¢,s,,, s¢, ) for some statement (pk, hy,, Co, C1, Do, D1) where (s,,, ¢, sp) #
(81,805 5D)-

Let us assume that s¢ # si. Then, from the verification equation for Cy,
we get that: Gy = Cy - gs¢ = Cy“ - g,?slc. This gives us gf,cfslc = 1. Indeed,

it follows that gg(sc_s/C) = 1 In other words, gg(sc_S/C)H = gp. Therefore, for

X =gpand e =2-|s¢c —sp| + 1, we have Y = g, = X°. Note that 2|sc — s
is always even, therefore e is odd and is therefore not a power of 2. One can
perform a similar analysis if sp # s/,.

If s,, # s, while s¢ = si, then we get from the verification for C7 that
f*m~%m = 1. However, note that the order of this subgroup is known, which is p.
So, we get s, —s), = 0 mod p. Recall that s,,, s}, are such that 0 < s,,, s), < p.
It follows that it is impossible to have s,, # s, while satisfying s, — s/, = 0
mod p and 0 < S, S}, < P.
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5.3 Well-Formedness of Update Ciphertext

As before, let C' = |C| denote the size of the challenge space. We compute the
values A and B analogously to the previous section and again use a random
exponent of the generator output by CLGen as the group generator. Finally, we
set A’ = 240.C . p to ensure that the value us is generated with ro < A’, so that
C - p/A’ remains negligible.

Construction 3 (IP of Well-Formedness of Update Ciphertext). We define
an interactive proof for

Rupct = {pka pk/> UPCt§ 57t | pk/ = pkgzv LIpCt = (g;w pkt'fé)a pka pk/, UpCt € @7 57t €z }

— Setup Setup,,;(17): Run pp —s CLGen(1%,1°, p; p) with D), uniform over
[B], B = 5-2%9. Sample T s [B], set g, = g,", and compute A := 2. B-C,
A" :=2%.C . p. Output crs = (pp, A, A', B,C).

— Commit P(crs, (pk, pk’, upct), (8,t)): Sample 11 s [A], o <s [A’] and com-
pute

t = g;17 to = pk™ - fT2 mod - g;fz.

Send (t1,ta,t') to V.
— Challenge V: Sample k s [C].
— Response P: Compute: uy =11 +k-t, us=ro+k-0 and send (uy,uz).
— Verify V: Check

upct € G, pk,pk' € G, € [BC(2 +1)], uge [C-p- (22 +1)],
and verify

= G g, bz = OpF - pkt e fremede g < g (pk!fpk) .
We can apply Theorem EI to get the following corollary:

Corollary 2. Construction@ is sound with soundness error 1/C + negl(k). Fur-
ther, note that 6 € [p],t € [B] is complete if 6 € [p],t € [B], and by choice of
A A" C-B/A and C-p/A’ are negligible, the protocol also achieves completeness
and has statistical special honest-verifier zero-knowledge.

In the full version of the paper, we further augment this to build a verifiable
encryption scheme to replace the one from [19].

4 QOur security proofs does not require witness extraction but only soundness. There-
fore, we use the results from Braun et al. [I0] rather than using the proof from
Castagnos et al. [15]. The computational soundness unfortunately means that we
cannot create an efficient IND-CU-CPA scheme. Further, we do not need the prop-
erty of simulation-soundness.
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Table 4: Running times (ms) of our IND-CU-CCA construction across security
levels. Prior works do not report timings for IND-CU-CCA protocols. Note that
the encryption and decryption times are the same as CR-CCA constructions.

Operation 112 Bits 128 Bits 192 Bits 256 Bits

Upd-Pk 98.7 171.1 570.9 1544.0
Upd-Sk 94.6 152.5 461.7 1142.9

Table 5: Comparison of running times (ms) of our constructions vs. Haidar et
al.|24] for IND-CR-CPA and IND-CR-CCA security. For CR-CPA, we show en-
cryption, decryption, and update times; for CR-CCA, encryption and decryp-
tion. Security levels: 112, 128, 192, and 256 bits.

. . 112 Bits 128 Bits 192 Bits 256 Bits
Security Operation
Ours HLP22 [24] Ours HLP22 [24] Ours HLP22 [24] Ours HLP22 |24]

U-Enc 7.1 5.7 13.3 16.5 47.4 166.5 136.6  920.7
CR-CPA Upd-Pk 23.3 11.3 43.1 33.1 153.5 330.1 414.4 1830.6

Upd-Sk 15.8 12.5 29.8 36.4 114.1  364.3 334.5 1999.9
CR-CCA U-Enc 37.0 66.4 64.2 187.7 215.4 1825.6 587.8 9815.1

U-Dec 51.9 69.9 86.7  200.7 271.6 1823.1 724.3 10097.6

6 Implementation and Benchmarks

We implemented our constructions in C/C++ as a proof-of-concept on top of the
BICYCL library [9], which in turn uses GMP. The implementation is artifact-
attached, publicly available, and unoptimized (no parallelization). Experiments
were run on an Apple M1 Pro (16 GB, macOS 13) using CMake 3.25.2 and
AppleClang 14.0. Reported times (ms) are averages over 1000 trials.
Performance Comparison. Our constructions outperform prior work [24]
across all relevant operations and security levels. For IND-CU-CCA, encryption
and decryption are faster than even HLP22’s CR-CCA counterparts at 128-bit se-
curity, and key-update operations (Upd-Pk and Upd-Sk) are at most as costly as
CR-CCA encryption/decryption, with Upd-Pk and Upd-Sk actually faster than
HLP22’s respective operations. Similarly, our IND-CR-CPA algorithms consis-
tently outperform the DCR-based scheme of [24], except at 112-bit security and
Upd-Pk at 128 bits. IND-CR-CCA encryption and decryption are also faster at
all levels. Table [f] summarizes these comparisons, while Table [] reports running
times of our IND-CU-CCA construction, adapted from the Camenisch—Shoup
class [12/29].

Disclaimer. This paper was prepared for informational purposes by the Artifi-
cial Intelligence Research group of JPMorgan Chase & Co and its affiliates (“J.P.
Morgan”) and is not a product of the Research Department of J.P. Morgan. J.P.
Morgan makes no representation and warranty whatsoever and disclaims all li-
ability for the completeness, accuracy or reliability of the information contained
herein. This document is not intended as investment research or investment ad-
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vice, or a recommendation, offer or solicitation for the purchase or sale of any
security, financial instrument, financial product or service, or to be used in any
way for evaluating the merits of participating in any transaction, and shall not
constitute a solicitation under any jurisdiction or to any person, if such solicita-
tion would be unlawful.
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