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Abstract. In this work, we revisit cryptographic cheap talk, i.e., pre-
play protocols for implementing correlated strategies in strategic games,
and study its power in a new setting where we allow the players to ad-
ditionally interact with smart contracts. As our main result, we present
a protocol that uses a smart contract as a correlation device to publicly
sample and publish an action profile from any distribution over the set
of Pareto optimal action profiles. We show that players are not only in-
centivised to follow this public advice, but are also incentivised not to
renegotiate to any other strategy when the sampling distribution is ad-
ditionally Pareto optimal. We also propose a novel model for analysing
smart contract extortion attacks in this setting. We analyse these ex-
tortion attacks in our protocol and show that, when action profiles are
further restricted to give both players the same payoff, our protocol is
safe from smart contract extortion attacks. Our ideal protocol uses simul-
taneous broadcast channels, which are difficult to implement in practice.
We propose a method to bypass the need for simultaneous broadcast
using symmetric key encryption and time-lock puzzles.

Keywords: Cheap talk - Smart contracts - Blockchains - Nash Equilib-
rium - Renegotiation-safety

1 Introduction

A correlated equilibrium [7] in an n-player normal-form strategic game is a joint
strategy p for the players, i.e., a probability distribution on action profiles, with
the stability property that, upon privately receiving its action a; in an action
profile (a1, ...,a,) sampled from p, no player has an incentive to deviate from
playing a; to some other action assuming that the others will play according to
the sampled action profile. The common interpretation of correlated equilibrium
is that the players have access to some correlation device sampling action profiles
according to p and delivering the respective action a; privately to each player i
as a suggested advice for their play. From the computational perspective, corre-
lated equilibrium has the advantage that it is efficiently computable via linear
programming [41]. However, the necessity of a trusted correlation device makes it



2 P. Hubéacek and M. Yeo

rather cumbersome from the practical implementation perspective. In principle,
one can restrict the possible strategies to product distributions, i.e., avoiding the
need for the correlation device as each player could then sample its component
of the action profile independently. However, the solution concept would then
lose its computational appeal as, for product distributions, correlated equilib-
ria collapse to the set of Nash equilibria, which are not known to be efficiently
computable in general and, in fact, are PPAD-hard even to approximate [I8].

The question of equilibrium implementation has been studied by various
communities. In the game-theoretic literature, many works studied preplay pro-
tocols for correlating player’s strategies prior to play in normal-form games (see,
e.g., [8] and the references therein). A particular flavour of such extensions of
simultaneous-move games is the so-called cheap talk, i.e., a version of the game
where, before taking an action, the players can exchange an unbounded num-
ber of messages that are unmediated, nonbinding, and payoff-irrelevant. It was
shown by Béarany [II] that any set of at least four players can implement an
arbitrary correlated equilibrium via cheap talk. Later, cryptographic techniques
from secure multiparty computation were leveraged to implement any correlated
equilibrium of an arbitrary normal-form game (i.e., without the restriction on
the number of players) assuming computationally bounded players [19]. Though,
all these feasibility results are arguably far from the inception of cheap talk con-
sisting of “plain face-to-face conversations”.

In more detail, when implementing a correlated equilibrium via (crypto-
graphic) cheap talk, the players need to devise a method for sampling a cor-
related action profile and distributing the respective parts of the action profile
to the parties privately so that none of them sees the opponents’ advice. Clearly,
a trusted mediator can easily perform both the sampling of the correlated ac-
tion profile and, assuming the existence of private channels, the distribution
of the private advice. On the other hand, a preplay protocol run solely among
the players must resolve both of these non-trivial issues at once, resulting in
constructions employing the full power of secure multi-party computation. In
fact, as shown in [26], such preplay protocols implementing interesting classes of
correlated equilibria imply secure protocols for “complete” primitives for secure
computation such as oblivious transfer and, thus, are necessary. In this work,
we revisit the problem of implementing correlated strategies via simple preplay
protocols and ask the following question:

Is there a realistic model without trusted mediation that allows implementing
or extending some non-trivial class of correlated equilibria without relying on the
Sfull power of secure computation?

Our approach to the above question is to leverage the power of smart con-
tracts on some blockchain. Importantly, smart contracts are stored in a dis-
tributed manner on some blockchain and their code is publicly observable. The
introduction of smart contracts shifts the core considerations when designing a
preplay protocol. In particular, a smart contract allows the parties to deposit a
collateral prior to play that can be governed algorithmically. Consider, for exam-
ple, the following simple protocol for implementing a correlated equilibrium g
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of some two-player normal-form game I'. First, each player deposits a collateral
into the smart contract. Then, both players observe a complete action profile
sampled from p upon which they can place their actions in I'. After the game-
play in I', the players get their collateral back only if they played according to
the sampled advice from . On a high level, each player deposits the collateral
to “self-incentivize” to play according to the public advice. Clearly, it might be
beneficial for a player to deviate upon learning the whole action profile, yet the
possibility of losing the collateral deposited earlier allows to enforce the sampled
action profile.

Public sampling of action profiles. An important difference to classical cor-
relation devices for implementing correlated equilibria from the game-theoretic
literature is that the above approach using a smart contract sidesteps the need
for private sampling of the advice. In principle, we limit the set of correlated
equilibria that can be implemented in this manner as the stability of the solu-
tion concept assumes that the advice for each player is private and does not give
any guarantees otherwise. Though, it is a priori not clear how much the set of
attainable distributions shrinks because of the effects of the collateral deposits.
Most importantly, the main advantage of public sampling of the whole action
profile is that it opens up new means of sampling the correlated advice for the
players and is significantly easier to implement, e.g., via the smart contract itself
or by leveraging public randomness beacons (see also Section .

Non-observable gameplay. On the other hand, a central assumption in the
above simple protocol is that the gameplay is publicly observable and the settle-
ment of collateral can be performed by the smart contract instead of a trusted
third party. Clearly, assuming that a smart contract has a way of learning the
outcomes of an arbitrary game in the real world is unrealistic. In fact, this is
a fundamental issue hindering meaningful applicability of smart contracts when
interfacing with the physical world or, more broadly, information from outside
their native blockchain. For example in the context of systems for e-commerce
using cryptocurrencies (e.g., BitHalo [54]), this is referred to as the fair exchange
problem. Interestingly, a game-theoretic analysis of the fair exchange problem was
given in [22] who showed that it cannot be resolved solely via smart contracts
without trusted attestation of actions of the buyer and seller.

Given the importance of the scenario where the smart contract is completely
oblivious to the outcomes of the game, we insist on mechanisms where any
resolution of the collateral must be done solely based on inputs submitted to the
smart contract by the players. Nevertheless, a protocol that necessitates both
players to agree on the history of the play in I" might easily run into an unsolvable
deadlock. Our crucial observation, however, is that there is an important subset
of correlated distributions the players can meaningfully implement in this setting,
as we discuss next.

Pareto optimal action profiles. In a setting where communication between
players is allowed and the sampled action profile is public, it will be played by
the players only if it is Pareto optimal (i.e., when neither party can improve their
utility without making the other worse off) — otherwise, the players could rene-
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gotiate and jointly switch to some action profile that makes at least one of them
better off. Thus, our proposed protocol restricts the distribution p to distribu-
tions that sample from the subset of Pareto optimal action profiles. An example
of Pareto optimal action profiles in the game of Chicken with payoff matrix de-
picted in Table [1| are the profiles (C,C), (D,C), and (C, D) (corresponding to
utility profiles (6,6),(7,2), and (2,7) respectively). Note that the restriction to
Pareto optimal strategies is also useful from the perspective of social welfare as
the Pareto optimal frontier of these strategies can never be dominated by the
Pareto optimal frontier of correlated equilibria, as depicted in the Chicken ex-
ample in Figure[l] The dark grey triangle in Figure [1f depicts the utility profiles
achievable in the convex hull of the Nash equilibria, and the light grey extension
of the dark grey triangle depicts the extended utility profiles that correspond to
the convex hull of the correlated equilibria. All utility profiles on the lines AC
and C'B in Figure [I] correspond to Pareto optimal strategies. See Section [2.3
for additional discussion on the relationship of (coarse) correlated equilibria and
distributions supported on Pareto optimal action profiles.

1.1 Owur results

Our protocols. The protocols we propose in our work are extremely simple. First,
we propose a protocol that works in an ideal setting with simultaneous broad-
cast channels. In this ideal protocol, the players and the smart contract only
exchange four messages. All computations are done by the smart contract and
only involve additions and comparisons. The only potential drawback is that
we rely on simultaneous broadcast channels to send one of the messages from
the players to the contract, and these channels are notoriously problematic to
implement in practice. We therefore propose an alternative protocol that uses
symmetric key encryption and time-lock puzzles to replace simultaneous broad-
cast channels, at the cost of some computational burden to the smart contract.
We also stress that none of our protocols involve any trusted external party.
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This gives our protocol the advantage of being actually practical and deployable
in untrusted and distributed settings. Finally, we also show that all our results
from our ideal protocol transfer computationally to our protocol with time-lock
encryption. Specifically, we establish the following:

1. Our main theorem (Theorem (1)) establishes that, for any two-player normal
form game, any distribution from the set of distributions supported on Pareto
optimal action profiles can be implemented as a renegotiation-safe subgame
perfect equilibrium of the corresponding cheap talk extension with smart
contracts. Our approach (detailed in Section eliminates the need to send
private advice to each player individually when implementing correlated equi-
libria and, hence, the need for private communication channels.

2. We propose a protocol using symmetric key encryption and time-lock puzzles
to replace simultaneous broadcast in our ideal protocol. We show in Theo-
rem [2| that our results in the ideal setting also transfer to this setting if we
adopt the computational variants of Nash Equilibria and renegotiation-safety.

Comparing to MPC-based protocols. While MPC can theoretically implement
any correlated equilibrium, it introduces significant practical and theoretical lim-
itations compared to our smart contract approach. First, regarding trust mod-
els: MPC protocols typically require strict assumptions about the adversary,
such as a semi-honest model or an honest majority threshold (e.g., assuming
less than half or third of players are corrupt). In the anonymous, permissionless
setting of blockchains, these assumptions are often unrealistic. In contrast, our
smart-contract-based protocol operates under a full rationality model. We do not
require players to be “honest”; we only require them to be rational agents max-
imizing their financial utility, a more robust assumption for DeFi environments.
Second, regarding efficiency: MPC imposes a heavy communication and com-
putational overhead. Implementing the complex circuit logic required to sample
from arbitrary probability distributions via MPC requires multiple rounds of
communication between all parties. This overhead becomes prohibitively expen-
sive on-chain or even off-chain when latency is critical. Our approach offloads the
coordination complexity to a simple, publicly verifiable smart contract, acting
effectively as a “fire-and-forget” correlation device with minimal gas costs and
zero interactive communication rounds during the sampling phase.

A model for analysing extortions. A key advantage when using smart con-
tracts for arbitration is that not only can one design a smart contract to respond
in any way given some input, one can also ensure that the response is binding.
In the context of games with deposit schemes, this implies that players can be
assured that any misbehaviour, if reported to the contract, will be punished.
This feature of smart contracts can be, however, a double edged sword as play-
ers can employ their own smart contracts to launch binding extortion threats
on the other player, especially if they control the other player’s collateral. This
potentially exposes our protocol to new avenues of attacks, and thus in our
work we also consider a particular model of extortion threats using smart con-
tracts and discuss mitigations to these threats. We show that if we firstly assume
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strong identities, any extortion attempt using smart contracts leaves a trail of
undeniable digital evidence due to the public and binding nature of these smart
contracts. Additionally, if we assume an external legal system with correspond-
ing legal fees and penalties, the extortion amount is upper bounded by the legal
fees. We also highlight a particular counter extortion attack that any smart con-
tract extortion attempt is vulnerable to: if the extortioner and their victim begin
with the same amount of funds, the victim can always successfully counter the
extortion threat. An important implication of these results is that in the one-
shot setting, our protocol is additionally safe from smart contract extortions if
we further restrict the distribution u to only sample from action profiles which
give players the same payoff. Specifically, we establish the following:

1. In Section [3:2] we present a novel model and analysis of extortion attacks in
games with deposit schemes using smart contracts. We use the results in this
section to additionally show in Proposition [1| that our protocol is safe from
smart contract extortion attacks in the one-shot setting if we only sample
action profiles which give both players the same payoff.

Assumptions and limitations. Below, we highlight the main assumptions in
our model and limitations of our protocols.

1. Our protocols implement only distributions supported over Pareto optimal
action profiles. Looking ahead, we use this to prove Lemma 2] that following
the sampled advice is renegotiation-safe.

2. Our model and analysis of extortions using smart contracts assume strong
identities to ensure that the extortions are undeniable. We also assume the
existence of an external judicial system together with extortion penalties and
legal fees to analyse the counter extortion attacks in Lemmal[5 and Lemma [6]
We note that a similar assumption on the existence of an external judicial
system was explored in the cryptographic line of work on security against
covert adversaries [923/17].

1.2 Related work

Cheap talk. An introductory motivation of cheap talk is given in [20], see also [§]
for an extensive discussion of related work in this area. Trusted mediation to im-
prove the utility of agents in multiagents systems have been studied in [7I5/30].
Besides the independent work of [I1], several works drew explicitly on tech-
niques from cryptography to eliminate the trusted third party as a mediator
when implementing correlated equilibria. [I9] proposed a two-party protocol
that implements the correlated element selection problem using blindable en-
cryption. Subsequently, [48] and [6] built on this line of work and improved its
efficiency. [24] and [26] considered sequential rationality of such cryptographic
implementations and [27] extended these techniques to implement coarse corre-
lated equilibria. In the blockchain setting, [25] implements correlated equilibria
transaction pricing mechanisms to optimise transaction fees for users. Similar to



On Cryptographic Cheap Talk with Smart Contracts 7

our goal, [I0] replaces trusted mediation with smart contracts, but relies on heav-
ier cryptographic tools like oblivious transfer to ensure that the sampled advice
remains private. Finally, the line of work in [37I2829] studied a strong notion of
implementation achievable by physical devices such as secure ballot-boxes.

Incentivising behaviour via cryptocurrency deposits. Most related to our re-
sults are the works of [44/45] who studied the power and computational aspects
of “payment schemes” for incentivising behaviour of players in strategic games.
The crucial difference is that, in his model, there is a way of inferring the out-
come of the game probabilistically, and this can be used by a smart contract in
order to fairly dole out punishments and rewards to the players. Note that [45]
explicitly studied only implementation of deterministic strategies but his work is
in principle applicable also to randomised strategies under the assumption that
there is some means of inferring the outcome of the game play. Crucially, in this
work, we study the challenging case not covered by [45] when the smart contract
(or payment scheme) cannot infer anything about the outcome of the game and
present a protocol where the punishment mechanism is simply a consequence of
players observing each other and responding accordingly.

Prior to [45], various works in the cryptographic literature explored the idea
of using cryptocurrency collateral deposits for incentivizing honest behaviour
in protocols for secure computation, e.g., for implementing secure distributed
lotteries or poker [I3I3614], achieving fairness in secure computation [3], and,
more recently, for covert security [9] in general secure computation [53U2T].

Blockchain fraud proof systems. Fraud proof systems [49/47I322] operate on
the principle of verifying computational correctness, ensuring that state transi-
tions adhere strictly to the deterministic rules of the protocol. In such systems,
a dispute is resolved by proving that a specific sequence of operations yields a
state different from what was published. However, this framework is insufficient
for resolving the smart contract extortion attacks we analyze. The verification
required in our setting is not whether a computation was executed correctly, but
whether an extortion took place. An extortion attempt relies on an auxiliary
smart contract that commits to a strategy (e.g., burning funds if a demand is
not met). Crucially, this auxiliary contract executes valid code and produces a
valid blockchain state; there is no “incorrect computation” for a fraud proof to
challenge. Furthermore, such contracts can be disguised as legitimate financial
instruments, making algorithmic detection impossible without context. Conse-
quently, mitigating these threats requires an external judicial system capable of
establishing mens rea (intent) and analyzing the sequence of events to judge
the counterparty’s behavior, a task that lies beyond the scope of deterministic,
state-based fraud proofs.

Timed-encryption. Further upfield but also related are works that utilise
timed-encryption [43] to bypass simultaneous broadcast, in the general setting [4]
as well as specific settings like auctions [52] and front-running prevention [51].
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ap, a1 sample action
a = (ap,a1) + p

play a
settle deposits:
. bo, b1 if bg = b1 = 0: burn do,d;
confirmation —— P if by = by = 1: return do, d;

if b =1 and by—; = 0, burn d; and return d; —;

Fig. 2: Timeline depicting the sequence of events in ITF-O-.

2 Our protocol

In this section, we present our protocol I13©-. IT3©" involves two players who

wish to play an underlying strategic game I" with a deposit scheme and a smart
contract. After playing the underlying game I', both players additionally si-
multaneously input a confirmation bit. As our protocol induces a two round
extensive-form game, i.e., a game that is played over two rounds, the solution
concept we are interested in is the subgame perfect equilibrium. We defer all
formal game theoretic definitions and solution concepts to Appendix

2.1 Protocol description

Notation. For N € N, we denote by [N] the set {1,...,N}. For a set S, we
denote the set of all probability distributions on S by A(S). For a probability
distribution pu € A(S), we denote by = < p sampling = from S according to p.
By =z + S, we denote sampling an x € S uniformly at random. We denote the
support of p by supp(p).

Let Py and P; denote two players who wish to play a two-player normal-form
game I' = (A = (A1, Az), u1,uz). Let SC denote a smart contract. For ¢ € {0,1},
we define d; = maxgea (ui(a)) —minaesupp(lg (ui(a))+1 to be the collateral that
P; has to deposit into SC. Our protocol I15-C- consists of two phases: a setup and
a game phase, described in Figure 3| in Appendix and depicted in Figure

Setup phase. The purpose of the setup phase is for both players to deposit
their collateral into the smart contract SC and, additionally, to agree on three
times, tg < t; < t9 in the next phase of the protocol with the following signifi-
cance. The time ¢y is when the smart contract publicly samples an advice action
profile a <— p. The time ¢; is the time of play in the game I'. The final time ¢,
is when the deposited collateral gets settled.

Game phase. The game phase of the protocol begins at time t;, where an ac-
tion profile is publicly sampled, i.e., a < p. After observing the public signal a,
the two players actually play the game I they intend to play. We stress that the
play in I' is, in principle, unrelated to the protocol and the protocol is oblivious
to whether the play occurs on the blockchain or in the real world. Finally, the
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game phase concludes with a resolution of the collateral. Both players simultane-
ously send a confirmation bit to the smart contract that will determine whether
the other player will get back their collateral. We note that simultaneity of
confirmation is necessary to prevent a player from incurring any potential disad-
vantage from sending their confirmation message first. This is especially crucial
when we analyse IT2©- in the context of smart contract extortion attacks in Sec-
tion to ensure the extortioner cannot use the victim’s confirmation action to
threaten the victim (which can happen if the confirmations were sequential with
the victim confirming first).

If both players confirm that the other player played according to the pro-
posed action profile a at time ¢;, both players will get back their deposit. If any
player reports misbehaviour from the other player, the entire deposit of the other
player is burnt. Here, we stress that a common slashing mechanism whereby both
players’ deposits are slashed when a player reports misbehaviour does not make
sense in our setting as this would simply give players a free pass to misbehave.
This is because they know the other player would not report their misbehaviour
as it would result in the reporting player losing their deposit.

2.2 Analysing Hf “O- as a sequential game

In this section, we analyse the properties of I1£-C-. In our modeling, we use the
following simplifying assumptions, which we address and discuss in Section [}

1. Perfect and trusted sampling of the action profile from pu.
2. Simultaneous confirmations at time ¢ from the players to the smart contract.

At first, we also additionally assume that the players cannot communicate
but we lift this assumption later in this section. Under the above three assump-
tions, given a two-player normal-form game I' = (A = (A1, A3),u1,us) and a
distribution y € A(A) over the set of action profiles A in I", our protocol I74-
induces a two-player, two-round extensive form game I"” defined by the game-
tree in Figure [4 in Appendix At the start of the game, both players receive
an action profile a = (ag,a1) < p sampled from p. In the first round of I,
the players take a simultaneous move corresponding to playing the underlying
normal-form game I'. In the second round of I, both players simultaneously
play their respective confirmation bits given the history h after the first round.

We proceed to demonstrate that it is rational for the players to follow the
protocol. Let v denote the strategy in I corresponding to following I7-©".

Definition 1. Let I'' be the game in Figure |Z| We define v to be the following
strategy profile:

First round: Both players play according to the received action profile a.
Second round: Given the history h = (ho, h1) after the first round, each player
P; plays confirmation bit 1 if hy_; = a1—; and 0 otherwise.

We first establish in the following lemma that players have no incentive to
make private, unilateral deviations from the prescribed strategy v. The proof
of Lemma [I] is presented in Appendix [E-1]
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Lemma 1. Let I' = (A1, Ao, ui,u2) be a normal-form game and p € A(A)
a distribution of action profiles. The strategy profile v from Definition [1] is a
subgame perfect equilibrium in I".

FEquilibria in the presence of communication — renegotiation-safe strategies.
Importantly, the statement of Lemmal[]is rather strong as it makes no restriction
on the quality of the distribution p in terms of the guaranteed social welfare.
However, many distributions g would never be followed and implemented by the
players if we lift the simplifying assumption that players do not communicate
and consider a more expressive model where players can renegotiate to jointly
deviate. Specifically, if the players receive an action profile a that is dominated
by some action profile a’ for both of them then they would jointly deviate to
playing the more profitable action profile a’ and submitting the confirmation
bits by = b; = 1 to retrieve the collateral deposits. Next, we proceed to formally
analyze this setting with joint deviations. We show that, when restricting p to
the class of distributions sampling only Pareto optimal action profiles (defined
in Appendix, the players still have no incentive to deviate from the strategy
v even when they have the option of joint deviations.

To this end, we use a notion of renegotiation-safety inspired by Pass and
Shelat [42]. We provide more details on how our definition differs from that
of [42] in Appendix Let I' be a two-player simultaneous extensive-form
game. Formally, a renegotiation at some round in I" is a publicly announced
change from strategy profile o to ¢’ that is to be played by both players at
the given round and forth. We use [o,r,0'] to denote the strategy profile that
consists of following o for all rounds before round r and following ¢’ from r.

Definition 2. (Renegotiation-safe strategies in games with simultaneous moves)
Let I' be an extensive-form game, where, at each round, the players make a
simultaneous move. A strategy profile o is renegotiation-safe at round r in I" if
for every player i there is no other o’ such that

1. wi([o,r,0']) > wi(o) and u;([o,r,0']) > w;(o) for all other players j # i,
and
2. |o,r, '] is renegotiation-safe at every round v’ > r.

We say a strategy profile is renegotiation-safe if it is renegotiation-safe at all
rounds in I

Next, we formally show in Lemma [2| (with proof in Appendix [E.2)) that v is
an equilibrium even under public renegotiations as long as the proposed action
profiles are sampled from the set A of Pareto optimal action profiles in I.

Lemma 2. For any p € A(A), the strategy profile v is renegotiation-safe in I"'.
Together, Lemmas [I] and [2] immediately give our main theorem below.

Theorem 1. Let I' = (Ay, Aa,u1,uz) be a two-player normal-form game and
pu € A(A) any distribution on the set of Pareto optimal action profiles in I.
Then, in the two-round extensive-form game I induced by I15-O-, the strategy
v of playing according to the advice sampled from p and confirming honestly in

round 2 of I'' is a renegotiation-safe subgame perfect equilibrium of I".
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2.3 Discussion

Here, we discuss and motivate sampling from distributions over Pareto optimal
action profiles, give examples of how I3 can be used to play Chicken and
coordinate votes for decentralised voting. We consider extensions from the one-
shot to the repeated setting, as well as to multiple players in Appendix

Distributions over Pareto optimal action profiles vs. (coarse) correlated equi-
libria. At this point, a careful reader surely observed that a distribution sup-
ported on Pareto optimal action profiles is not necessarily a correlated equilib-
rium. In fact, the two concepts are incomparable — in many games, there exist
correlated equilibria that are not supported on Pareto optimal action profiles
(e.g., any correlated equilibrium in the game of Chicken from Table [1| sampling
the action profile (D, D) with positive probability.) Even though our work is mo-
tivated by the line of work on implementing correlated equilibria, the move to
Pareto optimal action profiles seems unavoidable as we rely on public sampling
of the complete action profile by a smart contract. On the other hand, such
distributions are clearly of interest from the perspective of social welfare; the
Pareto optimal frontier of distributions over A might coincide with the Pareto
optimal frontier of correlated equilibria but it can never be dominated by it.
In other words, rational players should prefer implementing the Pareto optimal

frontier of A(A) over the Pareto optimal frontier correlated equilibria.

Additionally, there is a clear advantage of distributions from A(A) over cor-
related equilibria from the computational perspective. It is known that, for any
normal-form game, some correlated equilibrium (unlike a Nash equilibrium) can
be found efficiently [41]. However, as shown by Barman and Ligett [12], the task
of optimizing interesting objective functions over the set of correlated equilibria
such as social welfare is NP-hard even if we relax the equilibrium notion to the
broader class of coarse correlated equilibria [39]. Compare this to optimizing
objective functions over A(A), i.e., distributions expressible as convex combi-
nations of action profiles from A. Thus, the optimization problem reduces to
computing the set of Pareto optimal action profiles, which can be performed
naively in quadratic time for any bimatrix game.

Finally, note that, as players can efficiently optimize over A(A) in practice,
any g implemented by rational players using IT4*©- would lie on the Pareto
optimal boundary of A(A). This is not captured in Theorem [I| due to the fact

that we do not model the selection of y as y is treated as an input to I73-©-.

Applying our protocol to the game of Chicken. We highlight an example of
how players can use I13*© to play the game of Chicken with payoff matrix
depicted in Table [I} First note that the set of Pareto optimal distributions of
Chicken lie on the Pareto frontier of the achievable utility profiles (i.e., on the
lines AC and CB in Figure . In particular, the distribution p that puts all its
mass on (C,C) gives both players an expected utility of 6, which is larger than
%, the expected utility of the correlated equilibrium. To play Chicken with p
using 1179, players first deposit 2-+7-+1 = 10 coins as collateral into the smart
contract. During the game phase, the smart contract publicly samples (C,C)
and the players each play an action. When both players play according to (C, C)
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and send confirmation bits of b = 1 during the confirmation time, the smart
contract will return both deposits and the utility of both players would be 6. In
the case where one player, wlog P, deviates and plays D at game time, Py will
send a confirmation bit of b = 0. The smart contract burns the entirety of P;’s
deposit in this case, leading to a final payoff of 2 for Py and —3 for P;.

Bach-Stravinsky. An interesting application of our protocol in decentralised
voting systems would be to coordinate votes for decentralised voting [1I34] or vote
delegation [I53T], similar to the classic coordination game of Bach-Stravinsky. In
this setting, we have two players Py, P; that may have different preferred voting
candidates (say candidate Cy for Py and C; for P;), but derive greater utility if
they coordinate their votes and vote for either of their preferenceﬂ Our protocol
can be modified in this setting to output a public, seemingly unrelated signal
instead of an action profile (e.g., a bit b and Py and P; will vote for candidate
Ch). Note that in this setting, players only have to decide on the mapping of the
values of the public signal to candidates. After this decision is made, they do
not need any further interaction in order to coordinate their votes.

3 The potential and limitations of smart contracts

As our protocol 1719+ involves smart contracts, players can also create and em-
ploy their own smart contracts over the course of the protocol duration, which
potentially leaves IT5"C- vulnerable to smart contract attack vectors. In particu-
lar, since players control the other player’s deposit in round 2 of I, there is a risk
in IT7-O- that players can employ smart contracts to launch extortion threats.
In a two-player game, extortion threats are attacks where one player holds on to
something (e.g., physical goods, digital collateral etc.) from the other player and
only returns it if the other player agrees to some demands (e.g., play a specific
action). In our setting, any player in control of the deposit of the other party
can use the controlled deposit to make an extortion threat. We say an extortion
threat is effective if the extortioner can prove to the victim that what the ex-
tortioner holds on to will be returned to the victim if the victim complies with
the threat. An extortion threat is successful if the extortioner manages to force
the victim to yield to their threat.

In the following subsections, we focus on analysing the power and limitations
of smart contracts in our setting of two-player games with deposit schemes, with
the ultimate goal of understanding the extent of the impact of these new attack
vectors on our protocol. We begin by modelling extortions in this setting by a 2
player extortion game in Section [3.I] and then show in Section that smart
contracts can be employed in this setting to increase the power of extortions
by making these threats effective. However, this comes at a price: there is now

5 This makes most sense in a setting where there are several voters and candidates,
and both players do not mind the other candidate option and strongly prefer them
to the rest of the candidates. That is, Py prefers Cy to C1, but strongly prefers either
Co or Cy to C; for ¢ > 1.
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public, undeniable digital evidence of the extortion. Finally, we return to our
main protocol 1739 and show that under certain conditions (as specified in

Section [3.3), I11*© is safe from smart contract extortions.

3.1 Extortion threats siphoning collateral

Here we define a specific extortion threat in the setting of two-player games with
deposit schemes where at least one player (the extortioner) has control over the
release of the deposit of the other player (the victim). The extortion threat
comes in the form of the extortioner threatening to burn the victim’s deposit
unless the victim transfers some amount of funds to the extortioner. Let f, > 0
denote the victim’s funds and d,, denote the victim’s deposit. Let f. > 0 denote
the extortioner’s funds. We can formally define the extortion threat as a two-
player, 3 round extensive form game corresponding to the game tree in Figure
in Appendix [C}

Two-player extortion game [ i0t:

— The extortioner plays x € [0, min(f,, d,)] which denotes the sum (with sol-
vency restrictions) that the extortioner demands from the victim.

— The victim plays a bit b, € {0,1} which denotes whether the victim will
yield to the threat or not. That is, the victim pays = to the extortioner if
b, = 1 and nothing otherwise.

— In the final round of I'.ytort, the extortioner plays by € {0, 1} which denotes
whether the extortioner will burn the victim’s deposit. If by = 1, the extor-
tioner burns the deposit d,. Otherwise the extortioner releases the deposit.

We first observe that naive extortion threats, i.e., extortion threats without
using smart contracts, are non-effective in this setting without a trusted third
party. Intuitively, this is because naive extortion threats are not binding: even
if the victim plays b, = 1 and gives x to the extortioner, the extortioner might
still play by = 1 at the next round and burn the victim’s deposit, leading to a
loss of d,, + x for the victim. The proof of the lemma is in Appendix

Lemma 3. Naive extortion threats are non-effective without a trusted third party.

3.2 Effective extortion threats via smart contracts

The above issue with naive extortion threats being non-effective is easily resolved
with smart contracts. In contrast to naive extortion threats, smart contracts can
be used to make a public, binding commitment to any strategy. The basic idea
is for the extortioner to use auxiliary smart contracts to lock down a larger sum
of money ¥y, compared to the extortion amount z. The auxiliary contract should
also stipulate that the sum of money can only be released to the extortioner if
the extortioner plays according to some strategy o. The extortioner then sends
this auxiliary smart contract to the victim together with an explanation of the
contract which informs the victim that playing any other strategy will result in
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the extortioner losing y.. In particular, in the case where the victim yields to
the threat and the extortioner burns the deposit, the payoff of the extortioner
is fe —ye +x < f. which is even lower than the case where the extortioner does
not extort the victim. Since the victim knows the extortioner is rational, the
victim will also know that the extortioner will definitely play according to o.
The extortion threat is binding and hence effective.

Counter extortion attack. An obvious drawback of smart contract extortion
attacks is that the public, binding nature of smart contracts, together with strong
identities, makes smart contracts extortions undeniable. If we assume the exis-
tence of a working judicial system, an extortion threat using smart contracts
would produce sufficient digital evidence to link the extortioner to the threat
and can be potentially used by the victim in the judicial system to reclaim their
funds. We provide more details on the undeniable property of smart contract
extortions in Appendix We observe a further drawback of smart contract
extortion threats: the extortioner can potentially be counter extorted by the
victim. Specifically, the victim can exploit the fact that the extortioner’s locked
funds can only be released when the victim decides to yield or not. The victim
can then make a counter demand for z’ € [z, y.] where y. is the sum the extor-
tioner locked inside their smart contract. To make the counter extortion threat
effective, the victim can similarly use another smart contract to lock y, > z’
such that the victim will lose y, unless they play according to a fixed strategy.

Formally, we model a counter extortion threat by simply extending the basic
single extortion step game [.;i0rt t0 a 2 step extortion game that allows the
victim to respond to the extortioner with a sum the victim wishes to counter
extort. In fact, one can generalise the extortion game [, ¢0r¢ to any n > 0 step
extortion game (i.e., n overall extortion moves by both extortioner and victim).

An interesting question is how long can the extortion game with counter ex-
tortions go on, i.e., how big can n be. In the totally unrealistic scenario where the
extortioner and victim both have unlimited funds, n is infinite and the extortion
game never terminates. However, if we adopt a set of more realistic assumptions,
for instance finite amounts of funds, the existence of an external judicial system
that forces the extortioner to return the victim’s deposit, imposes a penalty of
F, on the extortioner, and finally costs F; in terms of legal fees for the victim,
we show that the game actually terminates with interesting consequences under
some assumptions on these parameters.

Let us denote by s.(n) := ZIZ{ﬂ y! the sum of funds locked by the extor-
tioner in all auxiliary smart contracts at the nth step of Ity ¢or:. We first show
(with proof in Appendix that if the extortioner has funds at most that of
the victim (i.e., fe < f,) the n step extortion game terminates at the first n that
satisfies s.(n) > fe. In particular, we note that if the victim plays tit-for-tat, the
game terminates with the victim successfully counter extorting the extortioner.

Lemma 4. Suppose f. < f,. Let n. > 0 be the first n that satisfies s.(n) > fe.
The game terminates at step n with the victim counter extorting the extortioner.
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An important implication of Lemma [ in the case where the extortioner has
at most the amount of funds of the victim is that any smart contract extortion
attack will never be successful. This situation is most promising for the victim as
the victim’s payoff after successfully counter extorting the extortioner is f,, that
is, the victim does not lose out on anything in the process of getting back their
deposit. In Appendix we analyse two less promising cases for the victim
where the extortioner has more funds than the victim. The former is the most
pessimistic case where legal fees are higher than in the extortion amount and we
show that the victim yields immediately. In the latter, the legal fees are smaller
and the victim yields immediately but pays potentially less than the former case.

3.3 Extortion threats in Hf’o'

In I11©-) both players interact with a smart contract as well as handle the
return of the collateral of the other party. Thus, we naturally have to consider
the setting where players can employ auxiliary smart contracts to make extortion
threats as described in the extortion game I.,s0¢ in Section [3.1

In this section, we analyse our protocol I73*©- in the one-shot setting in the
context of extortion attacks with the following assumptions:

1. Both players start off with initial funds amounting to their deposit amounts
d;, and cannot access additional funds apart from what is paid out from the
underlying game throughout the duration of IT5©-.

2. Players have access to an external judicial system with legal fees Fj.

Let 2 denote Pareto optimal action profiles that give both players the same
utility, i.e., A:=a € A | up(a) = u1(a). We have the following propositions:

Proposition 1. If we additionally restrict the support of i to A, then 1150 is
safe from smart contract extortions.

Proposition 2. If there are action profiles in supp(u) that do not give both
players the same utility, then I11©- is unsafe from smart contract extortions.

The proofs of Propositions [I] and 2] are simple applications of Lemmas [ [f]
and [6] and we defer these proofs to Appendices [F.3] and [F-4] respectively. Propo-
sition [1| implies that if we restrict u to only sample the action profile (C,C) in
Chicken like in the case of Section both players are safe from smart contract
extortions as both players always receive the same utility from the sampled ac-
tion profile. Although players are not safe from smart contract extortion threats
in the setting where p might sample action profiles that give unequal utility,
we note that the maximum extortion amount is dependent on the legal fees. In
particular, if we assume a setting where legal fees are negligible, the cost of being
a victim of extortion is also negligible.

Finally, we stress that the assumption that players start off only with their
deposit amounts as initial funds is not an unreasonable assumption: our work
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assumes players are in the one-shot setting, and in the one-shot setting, the
assumption that players do not bring additional funds apart from the deposit
is the simplest possible assumption which renders the analysis in an already
open-ended setting tractable.

4 On removing the simplifying assumptions in practice

As stated in Section[2.2] our analysis of protocol IT3© relies on a few simplifying
assumptions. In this section, we address how these simplifying assumptions can
be lifted in a practical implementation of our protocol.

The first assumption is the trusted sampling of the action profile from u. To
keep our protocol simple and modular, we propose using readily available public
randomness beacons to obtain the random seed, for instance the NIST beacon
[33]. We describe how to do this in more detail in Appendix |G} as well as go into
the shortcomings of existing and more complicated approaches.

The second assumption is the existence of simultaneous broadcast channels
for players to simultaneously send their confirmations to the smart contract. The
confirmations have to be simultaneous as the player that confirms first reveals
their confirmation message to the other player and is disadvantaged. However,
simultaneous broadcast channels are notoriously problematic to implement [35].

In Appendix we propose a procedure that uses time-lock puzzles and
symmetric key encryption to replace a simultaneous broadcast channel. The
basic idea is that messages need not be sent at the same time if the protocol can
ensure that both messages reach the smart contract after time ¢5 and that no
player can “see” the other player’s message before time 2, and we use time-lock
puzzles (refer to Appendix to achieve this.

Let fYQP “O- be the exact same protocol as IT3-O- with the exception of using the
time-lock encryption and decryption protocol instead of simultaneous broadcast
channels. In the following, we show (with proof in Appendix a computa-
tional variant of Theorem |1| for the game I" induced by ﬁf ‘0- The definitions
of the computational variant of subgame perfect equilibrium and renegotiation-
safety are given in Definition [5]in Appendix[A-Tand Appendix [H.2] respectively.

Theorem 2. If we impose the same restrictions on p as in Theorem [1], the
strategy v = (a, (b = 1,b = 1)) is a computational renegotiation-safe subgame
perfect equilibrium in the two-player, two-round extensive form game I" " induced
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A Game theoretic notions

A.1 Games and basic solution concepts

Let I' = (N, (A;), (u;)) be an N player game where A; is a finite set of actions
for each player ¢ € [N] and denote by A := A; X .-+ x Ay the set of action
profiles. The utility function of each player i, u; : A — R, gives the payoff player
i gets when an action profile a € A is played. A strategy o; € A(A4;) of a player
i € [N] is a distribution over all possible actions of the player.

Definition 3. (Nash Equilibrium). A Nash Equilibrium (NE) of I is a product
distribution a € X ;e n1A(Aj) such that for every player i € [N] and for all a]
m Ai,

Eoralui(a)] > Baealui(ag, a_;)]

In some games, players can achieve better payoffs if they correlate their
strategies. This is typically done using some trusted correlation device called
a mediator that samples an action profile a from some distribution in A(A) and
gives a; privately as a signal to player i. The distribution the mediator samples
from is called a correlated equilibrium if, after seeing the signal, no player has
any incentive to deviate.

Definition 4. (Correlated Equilibrium). A Correlated Equilibrium (CE) of I is
a distribution o € A(A) such that for every player i € [N] and for all b;,a} in
A; satisfying Poola; = b;] > 0,

Eocalui(a) | a; = b;) > Eqealuilas,a—;) | a; = by

The set of correlated equilibria is a superset of the set of Nash Equilibria
as sampling action profiles from a product distribution does not give any player
additional information about the actions of other players when conditioning on
the advice from the mediator.

Ezample 1. In the game of chicken with payoffs depicted in Table [I} the distri-
bution that selects action profiles (C, C), (C, D) and (D, C) with probability % is
a correlated equilibrium. The expected payoff of this correlated equilibrium for
each player is 5 > 13—4 which is the expected payoff of the mixed strategy Nash
equilibrium of the game of chicken.

Thus far, we have only defined solution concepts in single-shot games. Multi-
round games where players’ actions arrive sequentially are modelled as extensive-
form games. For a formal definition of extensive-form games, see, e.g., [40]. For
our purposes, however, one can simply think of extensive-form games as defined
by a game tree T'. All non-leaf vertices in T" are partitioned into sets with each set
corresponding to one player in the game. A player move (or action) at vertex x
in their vertex set is simply a choice of an edge from z to some child of x. A path
from the root of T to a leaf vertex corresponds to a sequence of player moves
made by the players in the game. Each leaf of T is labelled with a utility vector
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which shows how much utility each player gets when the game play terminates
at this leaf. In the imperfect information or simultaneous action settings, the
vertices belonging to any player are further partitioned into information sets I
which capture the idea that a player making a move at any vertex x € [ is
uncertain whether they are making the move from z or any other vertex 2’ € I.

A subgame of an extensive-form game corresponds to a subtree in T rooted
at any non-leaf vertex x that belongs to its own information set I, i.e., there
are no other vertices that are in I except for z. A strategy profile is a subgame
perfect equilibrium if it is a Nash equilibrium for all subgames in the game.

Finally, we also consider the setting where players are computationally bounded,
i.e., restricted to PPT. In this setting, the negligible probability that players
might break the underlying cryptographic primitives could result in the play-
ers achieving a higher utility than when behaving honestly. A variant of Nash
Equilibrium which is better suited for this setting is the computational Nash
Equilibrium, which accounts for this negligible probability of players breaking
the underlying cryptographic primitives [19].

Definition 5. (Computational Nash Equilibrium). A Computational Nash Equi-
librium of I is a product distribution o € X je[n)A(A;) such that for every player
i€ [N],

1. «; is computable in PPT
2. forallal in A;, Bqeolui(a)]+negl(n)+negl(ko)+negl(ki) > Eqealui(al, a_;)]

A.2 Pareto optimality

For any player i € [N] and action profiles a,a’ € A, we say a dominates a’ for
player i if u;(a) > u;(a’). We say an action profile a is Pareto optimal if fia’ € A,
a’ # a, such that 3i where u;(a’) > u;(a) and for all j # 4,u;(a’) > u;(a). That
is, no other action profile can strictly improve at least one player’s utility while
keeping the utility of the other players at least the same. For any normal-form
game I' = (N, (4;), (u;)), we denote by A the set of all Pareto optimal action
profiles in I'.

The notion of Pareto optimality extends to distributions over action profiles
in a natural way. We say a distribution u € A(A) over action profiles dominates
distribution p/ € A(A) if the expected utility of all players under u is at least
as large as that under 4/, ie., for all ¢ € [N], it holds that Eq,[ui(a)] >
Eq v [ui(a)], and there is at least one player that gets strictly greater expected
utility under g, i.e., there exists ¢ € [N] such that Eq.,[ui(a)] > Eqepr[ui(a)].
Given a set D C A(A) of distributions of action profiles, we say a distribution
i € D is Pareto optimal in D if no distribution ' € D dominates p. The above
definition is commonly used to restrict the sets of Nash equilibria (respectively
correlated equilibria), giving rise to Pareto optimal Nash equilibria (respectively
Pareto optimal correlated equilibria). In this work, we also consider the Pareto
optimal distributions in A(A), i.e., the Pareto optimal distributions supported
on Pareto optimal action profiles.
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Inputs and parameters:

— a two-player normal-form game I"' = (A1, A2, u1, u2)
— distribution u € A(A; x As)
— for i € {0,1}, deposit amount d; = maxaea (wi(a)) —mingesupp(u) (wi(a))+
1
Setup phase:
1. Pp and P deposit dp and d; coins into SC as collateral.
2. Py and P; agree on three times:
— time top when SC would sample an action profile a + pu,
— time ¢; when they would play the game I,
— time t2 where they would report the action the other player played to
SC.
Game phase:
1. At to, SC samples a < p and publishes a to Py and P;.
2. At t1, both players simultaneously play their actions in the underlying
game I'. We denote by a the action profile played by the players.
3. At to:
— Py and P; simultaneously send confirmation bits bg and b1 to SC.
— Given by and b1, SC resolves the collateral deposits as follows:
If both players input by = b1 = 1, SC returns dy and di to Py and Py
respectively.
If both players input by = b1 = 0, SC burns both deposits.
If P; inputs b; = 1 and P1—; inputs b1_; = 0, SC returns di—; to P1_;
and burns P;’s deposit.

Fig. 3: Our protocol.

B Protocol details

B.1 Protocol description
B.2 Renegotiation-safety details

Here we provide more details about our notion of renegotiation-safety and how it
differs from the original notion proposed by Pass and Shelat [42]. Renegotiation-
safety as a stability concept mandates that no player can benefit from suggesting
a different joint strategy that will not be prone to future renegotiations. Pass and
Shelat gave a general definition of renegotiation-safety in extensive-form games.
Our variant of renegotiation-safety is tailored to the games of interest for us, i.e.,
extensive-form games where players make simultaneous moves at each round.

The first item in Definition [2f differs from the original definition in [42]. It
captures the condition that, in games with simultaneous moves in each round,
a successful profitable renegotiation must not lower the utility of the opponents
— this property implicitly rules out infinite cycles of renegotiations in the same
round corresponding to competing counter-renegotiations that benefit only the
proposing player while making the opponents worse off.
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Fig.4: Game tree corresponding to I"'. The circled vertices in the game tree are
vertices that belong to the same information set, i.e., there are effectively two
rounds with simultaneous moves by the players.

B.3 Discussion details

One-shot vs. repeated setting. Although all action profiles are possible Nash equi-
libria of the subgames at round 2 of I'', we argue that with an additional (but
very reasonable) assumption, players actually prefer to pick the action profiles
that correspond to how the other player played (i.e., the action profiles we se-
lected in our proof of Lemma . We can assume the existence of some over-
arching reputation system (which is typical in multi-agent systems [46J50I38])
that players are part of. If either player picks an action that does not correspond
to how the other player actually played, this would lower their reputation and
consequently limit future interaction. The study of reputation in the repeated
setting synergises particularly well with the blockchain setting as, firstly, in per-
missioned blockchains it is costly to launch Sybil attacks to tarnish someone’s
reputation. Additionally, for proof-of-stake based blockchains with the players
being validators, deposit slashing can be combined with stake slashing to further
cripple the power of cheating players. We note that the precise amount of stake
to slash depends on the game itself as well as the equilibrium behaviour of the
players in the repeated setting, and we thus leave this analysis to future work.

Extending our protocol to multiple players. In our 2 player protocol I13©,

each player confirms the actions of the other player in the second round and the
deposits are returned or slashed accordingly. Extending our current approach to
the n-player setting is not completely trivial. A naive way to do so would simply
be to let all n players confirm the actions of the other players. This, however, does
not take into account potential coalitions that can be formed between groups of
players, which could impact the stability of the protocol. Moreover, designing
the optimal deposit scheme in this setting would have to involve analysing all
possible player coalitions and account for the maximum difference in payoffs
over these possible coalitions. Given that analysing the two-player case already
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highlights various interesting aspects of the interaction of smart contracts and
game-theory, we leave the extension to n players for future research.

C Analysis of extortions details

A
AT / \

fafv fevfu* v fEafv] [feva7 v feva fmfv* v fe+fv7 [fe+fv7*d

Fig.5: Game tree corresponding to I ;0. for the case where the victim has
less funds than the current deposit so the maximum amount the extortioner can
extort is f,. Vertices labelled E (resp. V') are extortioner (resp. victim) vertices.
The first (resp. second) element of the utility vector at each leaf is the utility of
extortioner (resp. victim). The dashed edges correspond to a committed strategy
of the extortioner.

C.1 Effective extortion threats using auxiliary smart contracts.

Formally, we say an extortioner uses a smart contract to make a threat at a given
extortioner vertex v in the game tree when the extortioner selects a set of paths
from v to the leaves of the tree and commits to them. The paths have to satisfy
the additional consistency constraint that for any two paths pi,ps in this set
with the same move history of the victim at any extortioner vertex v € p; N pa,
the edge beginning at v has to be the same in p; and ps. A move history of a
player on a given path p at a vertex v is simply the sequence of edges that begins
with the player’s vertex in the prefix of v in p (i.e., the subpath of p from the root
to v). Note that all such prefixes are unique in a tree. The above constraint is
necessary to ensure that the extortioner cannot commit to inconsistent strategies,
for instance in the tree depicted in Figure [5| the extortioner cannot commit to
both releasing the deposit and burning it on all paths where the victim yields
to the threat.
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C.2 Undeniability of smart contract extortions

Although smart contracts can be employed to make extortion threats effective,
they come at a cost of deniability. Deniability in this setting can happen in
two ways: given a transcript of interactions (i.e., all public timestamped and
signed messages) between the extortioner and a victim, the extortioner can either
convince an external third party that the extortion threat did not happen, or
that they did not create the threat. In the former case, the binding nature of the
threat makes it impossible for the extortioner to claim they played a different
strategy and thus the threat did not happen. In the latter case, if we assume
strong identities, the public nature of the smart contract extortion threat makes
it impossible to link the threat to some other identity given the transcript. As
such, an extortion threat using smart contracts would produce sufficient digital
evidence to link the extortioner to the threat and can be potentially used by the
victim in any external judicial process.

C.3 Analysis of extortions when the extortioner has more funds

Here, we analyse the case where the extortioner has strictly more funds than the
victim. Depending on legal fees, the situation for the victim is somewhat more
pessimistic. We first analyse the worst case for the victim where the legal fees
are higher than the extortion amount. Let € be the smallest unit of funds and
let § = f. — f, be the difference between the extortioner and victim’s funds.

Lemma 5. If F; > = and f. > f,, the extortion game terminates after 1 step
with the victim yielding to the extortion threat.

Proof. If F; > x, the utility of the victim when taking the extortioner to court is
fo—F) < f, — 2 which is the utility of the victim when yielding to the threat. So
a rational victim will always either yield to the threat immediately or attempt
to counter extort the extortioner.

Now we show that any attempt of the victim to counter extort the extortioner
will be unsuccessful. Consider the case where § > 2¢. The extortioner starts the
game with the maximum possible extortion threat of amount %" —€e= % + g —c
and locks ff +e€= % + g + € into their auxiliary smart contract. Any counter

extortion response of the victim needs to be some value 2’ € [%}4’%*6, %“Jrnge].
This would mean the victim has funds amounting at least to % + g —e+ %” +g =
fo+0 —€> f, which is a contradiction.

Consider the case where § = e. The extortioner starts the game with the
threat of amount % and locks % + € into their auxiliary smart contract. As € is
the smallest unit of funds, any counter extortion response of the victim would
require the victim having funds of at least %’ + %“ +e= f, +€> f, which is a
contradiction.

In the above case the payoff of the victim is f, — (%” + g —¢€). Now we observe
that if we reduce the legal fees, the situation gets better for the victim.



28 P. Hubéacek and M. Yeo

Lemma 6. If F} <z, F, >0, and f. > f,, the extortion game terminates after
1 step with the victim yielding to the extortion threat of amount x = min(Fj, %’ +
i-o
Proof. First we note that from Lemma [5] as long as the funds of the extor-
tioner is strictly higher than that of the victim, the victim cannot successfully
counter extort the extortioner and would therefore have to yield to the threat.
All that remains in this situation is to analyse an upper bound on the amount
the extortioner can extort from the victim.

We observe that if the extortioner attempts to extort x > Fj, the victim will
go to court immediately and the extortioner would have to pay the fine of F),
which results in a utility of f. — F,, < f.. Thus the rational extortioner needs to
ensure < Fj.

From Lemma [5] the maximum amount the extortioner can extort from the
victim is %’ + g — € and together with the constraint that the extorted amount

x < Fy, this gives an upper bound of min(Fj, f? + g —¢) on the extortion amount.

D Cryptographic definitions

D.1 Time-lock Puzzles

Time-lock puzzles were introduced in [43] as a solution to the problem of “sending
information to the future”, that is, to ensure some encrypted information cannot
be decrypted until a certain amount of time has passed. The basic idea is to
generate a puzzle that is intrinsically sequential and cannot be computed faster
even when computation is parallelised. Thus, the solver of a time-lock puzzle with
time parameter T" would necessarily need to perform T sequential computation
steps before getting the solution. The example used in [43] for constructing a
time-lock puzzle consists of the puzzle giver selecting 3 elements: a modulus
n = pq where p and ¢ are large primes, a random element x € Z, and finally T
the number of sequential computation steps the puzzle solver would need to do.
The puzzle giver then gives the tuple (n,x,T') to the puzzle solver. Importantly,
¢(n), the order of the multiplicative group ZZ, is not given to the puzzle solver.

To get the solution of the puzzle, the solver has to perform T repeated squar-
ings, i.e.,

2 22 2T
r—z°—z° —---—=2° modn

The sequential nature of the computation stems from the conjecture that it is
impossible to compute 22" mod n with less than T steps when ¢(n) is not known
as this is as hard as factorising n.

For the puzzle giver, computing the solution (and hence verifying the cor-
rectness of the puzzle solution) is efficient as the puzzle giver knows ¢(n) =
(p—1)(g—1). The puzzle giver simply needs to first compute e := 27 mod ¢(n)
and then compute solution y = ¢ mod n.
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D.2 Symmetric key encryption

We denote a negligible function in some parameter A by negl(A). We use PPT
as a shorthand for probabilistic polynomial time.

Definition 6. (Symmetric key encryption scheme) A symmetric key encryption
scheme with security parameter 1™ is a tuple of 8 PPT algorithms (Gen, Enc, Dec)
such that

1. The key generation algorithm takes as input the security parameter 1" and
outputs a key k. We denote this by k < Gen(1™)

2. The encryption algorithm takes the key k as input and a message m € {0,1}*
and outputs a ciphertext c. We denote this by ¢ < Enci(m)

3. The decryption algorithm takes the key k and ciphertezt ¢ as input and out-
puts a message m. This algorithm is deterministic and so we denote it as
m := Decy/(c).

We require that the scheme is correct, i.e., for every n and every k < Gen(1™)
and every m € {0,1}*, Dec,(Enci(m)) =m.

For our protocol, we require that the symmetric key encryption scheme is
CPA secure against computationally bounded adversaries. CPA security is de-
fined using the following CPA indistinguisability game for any adversary A, chal-
lenger C any security parameter n and any symmetric key encryption scheme Pi:

CPA indistinguishability game PrivkK??; (n)

1. k + Gen(1™).

2. A gets 1" and oracle access to Encg(-). A outputs a pair of messages mq, m1
of the same length and gives them to C.

3. C chooses a random bit b and computes challenge ciphertext ¢ < Encg(my).
c is given to A.

4. A outputs a bit &’. The output of the game is 1 if ¥’ = b and 0 otherwise.

Definition 7. (CPA-secure symmetric encryption scheme) A symmetric key
encryption scheme II = (Gen, Enc, Dec) is CPA-secure if for all PPT adver-
saries A there exists a negligible function negl such that

1
P[PrivKy 7 (n) = 1] < 5T negl(n)

E Analysis of our protocol

E.1 Proof of Lemma [1]

Lemma 1. Let I' = (A;, Az, u1,u2) be a normal-form game and p € A(A)
a distribution of action profiles. The strategy profile v from Definition [1| is a
subgame perfect equilibrium in I".
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P
al —ai

a0 [ (uo(@), (@) | (uo(h), wi(h) —di)
—ao| (uo(h) — do, ur(h))[(uo(h) — do,ur(h) — d1)
Table 2: Payoff matrix for the reduced game at round 1. All subgames at round
2 of I'" are eliminated and replaced with the payoffs of a Nash equilibrium in
that subgame. h denotes the history (i.e., action profile) played at round 1 and
a denotes the sampled action. For each player i, —a; denotes the player choosing
to deviate from the sampled action profile.

P

P
b=1 b=0
b=1] (uo(h) ui(h)) (uo(h) — do, u1(h))
b=0 (uo(h),u1(h) — d1) (’LLo(h) - do,’LU(h) — d1)
Table 3: Payoff matrix for all the subgames at round 2 of I''. h denotes the
history (i.e., action profile) played at round 1.

Py

Proof. We proceed by backwards induction. Recall that the payoff matrix in Ta-
ble [3| defines the payoff corresponding to all possible action profiles for all the
subgames at round two of I''. We observe that all these action profiles are possi-
ble Nash equilibria of these subgames as any unilateral deviation can only affect
the deposit and hence payoff of the other player. As such, we can simply pick
any equilibrium from each subgame. For all subgames corresponding to the his-
tory where both players deviated at round 1 of I we pick (b = 0,b = 0) as the
equilibrium. For all subgames corresponding to the history where only 1 player
deviated from the sampled action at round 1 of I'” we pick (b = 0,b = 1) when
Py deviated and (b = 1,b = 0) when P, deviated. Finally in the only subgame
corresponding to the history where both players played according to the sampled
action at round 1 we pick (b =1,b = 1) as the equilibrium.

Having eliminated all subgames rooted at round 2 of IV, we now need to
analyse the payoffs of the reduced game tree which is depicted in Table [2| For
each P;, any unilateral deviation from the profile a = (ag, a1) results in a lower
payoff of u;(h) —d; = u;(h) — max,eca (ui(a)) +Mingegupp(p) (wila)) —1 < ui(a),
which is the payoff of playing a; given P;_; plays a;_; when h is the actual
action profile played at round 1 of I".

Thus, the strategy v is a subgame perfect equilibrium in I".

E.2 Proof of Lemma [2]

Lemma 2. For any p € A(A), the strategy profile v is renegotiation-safe in I".

Proof. First, we consider the possible renegotiations at the first round. Since p
is supported on Pareto optimal action profiles, any renegotiation of strategies
in the first round of I"" results in one player being worse off. Specifically, any
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renegotiation improving the utility of player P; must propose some action profile
a’ distinct from a and set the opponent’s confirmation bit to b_; = 1. Addi-
tionally, the confirmation bit of P; must be also set to b; = 1 as, otherwise, the
proposed renegotiation would no be renegotiation safe at the second round. It
follows that the existence of profitable renegotiations for player P; at round one
in I'" is equivalent to the existence of action profile a’ € I' that Pareto domi-
nates a and strictly improves the utility for P;, but there is no such a’ due to
the restriction to distributions p supported solely on Pareto optimal profiles.
In the second round of I'’, the strategy profile (bg = 1,b; = 1) is renegotiation-
safe as any other strategy decreases the payoff for at least one of the players,
and so there are no meaningful renegotiations at this round. Thus, since v is
renegotiation-safe at both rounds, it is renegotiation-safe in I"'.

F Analysis of extortions

F.1 Proof of Lemma [3]
Lemma 3. Naive extortion threats are non-effective without a trusted third party.

Proof. For the any threat of the form as specified in I 0t to be effective, the
extortioner needs to prove to the victim that if they yield to the threat the
extortioner will not burn their deposit, that is, if the victim plays b, = 1 the
extortioner will not burn d,. Suppose the extortioner devised a functionality F
such that the extortioner can use F to simultaneously release control of the d,
to the victim, and also to ensure the victim pays x to the extortioner. However,
this functionality would essentially perform an exchange of actions and thus
F would solve the fair exchange problem which is impossible without a trusted
third party. Thus the extortion threat cannot be effective without a trusted third
party.

F.2 Proof of Lemma [4]

Lemma 4. Suppose fo < f,. Let n > 0 be the first n that satisfies se(n) > fe.
The game terminates at step n with the victim counter extorting the extortioner.

Proof. The victim plays tit-for-tat: for every x amount the extortioner demands
from the victim and y amount locked in the auxiliary smart contract, the victim
makes the exact same move, i.e., counter demands x and locks y in their auxiliary
smart contract. Since f, is finite, In such that s.(n) > f., beyond which the
extortioner simply has no more funds to lock into auxiliary smart contracts to
make their extortion attacks effective. Since f, > fe, for every auxiliary contract
created by the extortioner, the victim can also create a similar auxiliary contract
locking in the same amount of funds. When the extortioner runs out of funds, i.e.,
Se(n) > fe, the extortioner has to respond to the sequence of extortion threats
first as the extortioner moves first in the game. Since all the locked funds in the
extortioner’s auxiliary contracts have to satisfy y? > z Vi, the extortioner will
have to yield to the victim’s counter extortion threat.
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F.3 Proof of Proposition

Proposition 1. If we additionally restrict the support of i to A, then 1150 is
safe from smart contract extortions.

Proof. Let a denote the sampled action. Since yu satisfies the conditions underly-
ing Theorem [I] and from Theorem [I] both players will follow the sampled action
at round 1 of I”. The assumption that both players start off with initial funds d;
which they have to deposit into the smart contract in the setup phase of I73©,
and the solvency constraints of the extortion game implies that at round 1 of I
players do not have any reserve funds to conduct an extortion threat with smart
contracts. Thus, extortions can only occur in round 2 of I where any player can
start an n step extortion game I tor¢ as defined in Section [3.1] where the funds
of the players at the start of the n step extortion game I,.;,+ are the payoffs
they get from the underlying game I" when playing a. Since both players receive
the same payoff, by Lemma [d] any extortion attempt is subject to a tit-for-tat
counter extortion threat by the victim and is always successful for the victim.
Thus, I11©- is safe from extortions.

F.4 Proof of Proposition

Proposition 2. If there are action profiles in supp(u) that do not give both
players the same utility, then I11©- is unsafe from smart contract extortions.

Proof. Let a denote the sampled action and let x denote the extortion amount.
Following a similar argument to the proof of Proposition [I} extortion threats
can only occur at round 2 of I"”. From Lemmas [5] and [6] in the case where
one player, wlog Py, receives a larger payoff from a, i.e., up(a) < wui(a), P
can start an extortion game that will result in Py being extorted an amount of
UOQ(a) + ul(a)g“‘)(&) — ¢ if F; > x or min(F, "02(“) + “1(&);“0(&) —¢) if F} < x.
Thus, 1119 is unsafe from extortions.

G Issues with naive implementation of sampling the
random seed

Here we detail how the random sampling of an action profile from A by the
smart contract in the setup phase of IT5*9-. The difficulty in sampling a random
action profile is ensuring that the seed used for sampling is securely random. In
particular, it should not be manipulable by the players participating in I73-©.
We first outline a naive but problematic method of obtaining such a seed. A
naive way to generate the random seed at time % is for the smart contract to
simply hash the current block of the blockchain at ¢y, and use the output as a
random seed. However, since the sampling time t; is fixed in advance by both
parties, either party can attempt to manipulate the seed by launching grinding
attacks on the blockchain. Specifically, players can try to mine several blocks or
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try different subsets of transactions to get a block that would lead to a more
favourable seed.

A similar issue could also arise with methods that obtain the random seed via
some subset of external users (typically through the mechanism of an external
randomness generation game, see for example [I6]). Although the external game
mechanism by itself might guarantee the secure generation of the seed, composing
the external mechanism with our protocol might not necessarily achieve the
same security. This is due to the fact that the players in our protocol could
potentially communicate and collaborate with the external users, thus changing
their incentives.

We thus propose using a secure randomness beacon to sample a random seed.
Specifically, our procedure to sample an action a from g using a random seed
from a secure randomness beacon is as follows:

Sampling procedure:
— At time tg, SC collects a random seed s from a secure randomness beacon,
e.g., NIST beacon.
— SC samples an action a from g using the inverse probability integral trans-
form using s.

H Details and analysis of Hf ‘O- in the computational
setting

H.1 Protocol details

Denote the confirmation message each party P;, i € {0,1}, wants to send to the
smart contract as m;. Below we detail the time-lock encryption protocol for each
P; as well as the time-lock decryption protocol done by the smart contract (both
protocols depicted in Figure @

Time-lock encryption protocol:

— P, generates N; = p;q; where p;, ¢q; are randomly selected large primes.

— Each party selects a time parameter 7; which determines how long the solver
would need to solve the puzzle. The time parameter should be selected such
that 7; > (ta—t1)-S where S is the number of squarings the underlying solver
used by SC can perform (we assume both parties know this information).
Thus the total number of squarings would be T; = 7; - S.

— P, picks a random key from the Gen algorithm from any typical symmetric
key encryption scheme, i.e., k; < Gen(1™). P; generates the message cipher-
text ¢ < Ency, (m;).

— P; picks a random z; from Z}; and computes y; = xiQTi mod ;. This can
be done efficiently because P; knows ¢(N;) = (p; — 1)(g¢; — 1).

— P, generates key ciphertext & = k; + y;.

— P; sends message tuple M; = (ci?, i, N, T;) to SC any time between ¢y
and to.

Time-lock decryption protocol:
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— SC waits until time t5 to get message tuples from both parties. If any party
sends multiple message tuples, SC keeps the first one and ignores the rest.
Any message tuple received after time ¢9 is discarded.

— Immediately after t5, SC parses M; to get the time-lock puzzle element x;
T;.

— If at any time after ¢t SC receives a valid key k; from party i, SC decrypts
¢; to get m; = Decg, (m;) and publishes it. Otherwise SC continues squaring
z; until it gets ;2" mod N;.

Lemma 7. The time-lock decryption protocol terminates and takes O(Ty + T)
steps.

Proof. If both parties send their keys to SC at any point in the decryption
protocol the process terminates immediately. If only one party P; sends their
key to SC, SC will decrypt the ciphertext ¢; and continue solving the puzzle of
P;_;. This will take a maximum of T;_; steps due to the sequential conjecture
of time-lock puzzles. If neither party sends their key, SC will solve both puzzles
which will take Ty + T steps.

Remark 1. For the time-lock decryption protocol to terminate by time to+79+71,
the solver has to ensure that it continuously solves the puzzles, i.e., it cannot
pause or divert its computation.

Remark 2 (On the choice of T; in practice). In practice, when replacing simulta-
neous broadcast of actions using time-lock encryption on the blockchain, players
typically choose the times tg, t1,t2 during the setup phase to correspond to spe-
cific future blocks on the blockchain. Here, we stress that the lower bound of
((tg2 —t1) - S) on the time parameter 7; stated in our protocol is a theoretical
lower bound in the ideal case where there is not irregularity between block inter-
arrival times. In particular, unusually long waiting times between blocks could
negatively impact the security of the protocol. Thus, in practice 7; would typi-
cally be chosen to be larger than (to —t1)- S to account for such potentially long
waiting times.

We stress that although the time-lock decryption protocol incurs a compu-
tational cost of O(Tp + T1) on the smart contract, in practice it could be much
smaller if players send their keys to the contract shortly after time t5. We note
that players are actually incentivised to do so as delaying the decryption process
would result in their collateral being locked for a longer period, thus incurring
a larger opportunity cost.

Let k; and 7; denote the security and time parameters respectively of the
time-lock puzzle chosen by P; and n denote the security parameter of the un-
derlying CPA-secure encryption scheme. The next claim shows that under rea-
sonable assumptions, replacing simultaneous broadcast with time lock puzzles
preserves the security of our protocol.

Lemma 8. Assuming the underlying encryption scheme is CPA-secure, the se-
quential conjecture of time-lock puzzles is true and factorisation is hard, the
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Fig. 6: The time-lock encryption and decryption protocol. Even if P; never sends
their key kq to the smart contract, the smart contract can still compute the key
and decrypt ¢ by time to + 79 + 71.

probability that a PPT player P; can retrieve m1_; in significantly less than 11_;
time is negligible in n and ki_;.

Proof. Let p be the probability that a PPT player P; can retrieve m;_; in sig-
nificantly less than 71_; time. This can only happen in 2 ways: either P; breaks
the underlying encryption scheme, or P; solves P;_;’s puzzle in significantly less
than T;_; steps. The former can only happen with probability negl(n) where n
is the security parameter of the scheme as the encryption scheme is CPA-secure.
The latter is as hard as factorising N;_; and thus can only happen with proba-
bility negl(k1—;). Using the union bound, we get p < negl(n) + negl(k1—;) which
is also negligible.

H.2 Proof of Theorem [2]

Theorem 2. If we impose the same restrictions on u as in Theorem the
strategy v = (a, (b = 1,b = 1)) is a computational renegotiation-safe subgame
perfect equilibrium in the two-player, two-round extensive form game I'" induced
by 1150,

We first note that we can extend the definition of renegotiation-safe strategies
to the computational setting by adding a negligible term to the lower bound the
renegotiated strategy profile o has to satisfy in Definition 2} i.e., u;([o, 7,0"];) >
u; (o) — (negl(n) + negl(ko) + negl(k1)).

Proof. Let p be the probability that a PPT player P; either breaks the under-
lying encryption scheme or solves P;_;’s puzzle in significantly less than T;_;
steps. From Lemma [8] p is negligible. We first note that the game I induced
by ]~72P'0' corresponds exactly to the game I induced by ITF-9- with just the
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following differences in utilities at the leaves of the game tree: with an over-
whelming probability of 1 — (2p + p?), the utilities at the leaves of I are the
same as in I"”. This corresponds to the case where no player breaks the under-
lying cryptographic primitives. In the case where at least one player breaks the
primitives, any change to their utility can only come in the second round of I’
during the redistribution of payoffs or from an extortion. This is upper bounded
by the maximum utility any player can get in the underlying game I" and we
denote this by Umes = max(maxa«, uo(a), maxqe , ui(a)).

Since g, is a constant, any change to the expected utilities in the second
round of I” is at most [- (2p+p?) - Umasr Where [ is the number of leaves of the game
tree corresponding to I”. This is negligible and hence the Nash equilibria chosen
in the proof of Lemma |1 during the second round of I'" are computational Nash
equilibria in I"’. Similarly, since the reduced game tree of I" uses the payoffs
from the Nash equilibria at the subgames at round 2 of I'V, the Nash equilibrium
in the reduced game tree of I is also a computational Nash equilibrium in I
Thus, v = (a,b = 1) is a computational subgame perfect equilibrium in I".

To show computational renegotiation-safeness, we again note that any dif-
ference in utilities from I” only happen in the second round of I”, so the anal-
ysis in Lemma [2| for the first round follows for I". Similar to the above anal-
ysis, since any change in the expected utilities in the second round of I is at
most [ - (2p + p?) * Umaz, hence negligible, we can conclude that the strategy
v = (a,b = 1) is computationally renegotiation-safe in the second round of I”
and hence computationally renegotiation-safe in I”.
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