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Abstract. Zero-knowledge proof (ZKP) schemes enable a prover to
convince a verifier of the validity of a statement without revealing the
underlying secret. These schemes have found extensive applications in
secure communications, privacy-preserving transactions, blockchain tech-
nologies, and other domains. However, the computational cost of proof
generation remains a major obstacle to practical deployment. Although
various acceleration techniques have been proposed, they often rely on
specialized hardware that may not be locally available. A promising yet
underexplored alternative is to offload computation to a more powerful
third party, such as a cloud server, in a secure and efficient manner. Rather
than outsourcing the entire proof generation process, selectively offloading
the most computationally intensive operations offers greater flexibility
and simplicity. In this work, we propose a secure outsourcing scheme for
multi-scalar multiplication (MSM), which is the most computationally
expensive operation in many widely used ZKP protocols. Our scheme
enables users to delegate MSM computations to a server while preserving
the confidentiality of the secret inputs (i.e., the scalars) and allowing
verification of the server’s output. Our performance analysis shows that
the proposed scheme significantly reduces the computational burden on
the user while imposing only minimal overhead on the server.

1 Introduction

Zero-knowledge proof (ZKP) is a type of cryptographic protocol that enables
one party (the prover) to convince another party (the verifier) of the truth of a
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statement without revealing any additional information. ZKPs have numerous
applications in secure communication [30], privacy-preserving and verifiable
computation [31], blockchain technologies [26], and cryptography [6, 1].

Despite their transformative potential, ZKP protocols often impose substan-
tial computational costs, particularly during the proof generation phase. A key
bottleneck in many modern ZKP systems, especially those based on elliptic curve
cryptography (e.g., Groth16 [12], SONIC [19] and PLONK [9]), is the multi-scalar
multiplication (MSM) operation. This operation computes a linear combination of
elliptic curve points and dominates the runtime of proof generation. Many accel-
eration techniques have been proposed to speed up MSM computation, including
algorithmic optimization [7] and dedicated hardware accelerators [33]. Given the
inherently parallel and memory-bound nature of MSM, efficient hardware imple-
mentation remains the most practical and effective approach for achieving fast
MSM computations. Unfortunately, leveraging specialized hardware accelerators
for MSM computations presents two major challenges. First, availability is a
significant barrier. Accelerators, such as GPUs or FPGAs, are often expensive
and not universally accessible to all ZKP users. In constrained environments
such as IoT devices, deploying such hardware is typically infeasible. Second, low
utilization limits practical efficiency. MSM computation is only one component of
the broader proof generation process, which itself is often embedded within larger
applications. Moreover, users rarely run ZKP-based applications continuously,
leading to sporadic usage of the accelerator and under-utilization of resources.

To address the limitations of local hardware acceleration, a promising yet
underexplored direction is to outsource proof generation, particularly the most
computationally intensive operations such as MSM, to a third-party service
provider equipped with specialized hardware. Centralizing proof generation en-
ables hardware accelerators to be shared across multiple users, thereby improving
resource utilization and reducing individual costs. However, this outsourcing
model introduces two critical security requirements. First, any secret information
involved in proof generation must remain hidden from the service provider. Sec-
ond, the user must be able to verify the correctness of the proof returned by the
provider.

There are two main strategies for outsourcing proof generation. The first is
to delegate the entire proof generation process to the service provider. While
conceptually straightforward, this approach makes it difficult to satisfy the afore-
mentioned security requirements due to the complexity of the computation.
Achieving privacy and verifiability in this setting often requires expensive cryp-
tographic techniques, such as secure multiparty computation [27], and several
collaborative whole proof generation schemes have been proposed [10,17]. An
alternative strategy is to outsource only the most computationally demanding
component like MSM while keeping the rest of the proof generation local. This
not only reduces the complexity of the design, but also effectively mitigates the
computation bottleneck. In this paper, we focus on outsourcing MSM compu-
tation and present a protocol that simultaneously achieves scalar privacy and
efficient result verifiability. At a high level, we randomize the MSM instance by



masking the public point set as well as the corresponding scalar vector. This
blinding preserves the algebraic structure, conceals the witness scalars from the
service provider, and enables lightweight de-randomization at the client side
for verification. Unlike full outsourcing or MPC-based collaborative proving,
our selective MSM outsourcing avoids heavy cryptographic machinery and high
communication while remaining compatible with existing MSM accelerators. In
summary, our MSM outsourcing scheme offers the following benefits: (i) Imme-
diate verification. The prover can check the consistency of the returned MSM
result via a single de-scaling step, detecting incorrect outputs before running
subsequent proof-generation operations, thereby avoiding wasted computation.
(ii) Strong scalar privacy. The service provider’s view of the randomized inputs
is independent of the original scalars, ensuring that the secret witness values
are not leaked, even against a malicious provider. (iii) Modular, drop-in integra-
tion. The protocol is agnostic to the underlying ZKP and MSM implementation,
i.e., it can be plugged into any ZKP that relies on MSM and is paired with
existing algorithmic/hardware accelerators without modifying the rest of the
proof-generation pipeline. (iv) Practical efficiency. Our analysis and experiments
show that the prover’s workload is reduced by more than 90% relative to local
MSM computation.

2 Background of ZKP and MSM Computation

In this section, we briefly review the zero-knowledge proof technology, especially
the associated computation tasks.

2.1 Zero-Knowledge Proof

ZKP is a cryptographic protocol that allows one party (the prover) to convince
another party (the verifier) that a statement is true without revealing any
additional information about the statement itself [11]. Formally, a ZKP system
consists of three algorithms: Setup, Prove, and Verify.
— Setup takes as input a security parameter and outputs a public parameter
that is shared between the prover and the verifier.
— Prove takes as input the public parameter, a secret witness, and a statement,
and outputs a proof.
— Verify takes as input the public parameter, the statement, and the proof,
and outputs either accept or reject.
A ZKP system needs to satisfy three properties, completeness, soundness, and
zero-knowledge. ZK-SNARK is a special type of ZKP scheme that further meets
the features succinctness and non-interactive. A ZK-SNARK system usually
has an asymmetric computation cost, i.e., the proof generation is much more
expensive than the proof verification, and MSM computation is often the most
expensive part of the proof generation (i.e., 60% to 80% of the computation [33,

2]).



2.2 MSM Computation

Mathematically, MSM is defined as a sum of multiple scalar multiplications
Sn =Y kiP,. (1)
i=1

Here k; is a positive integer, P; is a point on the given elliptic curve defined on a
finite field, and S,, is the calculation result, which is also a point on the same
elliptic curve. Computationally, MSM is expensive when the number of scalar
multiplications n and each scalar k; are large.

The most popular strategy for fast MSM computation is using precomputation.
By storing a set of precomputed values (usually in the form of elliptic curve points
derived from points Py, Py, ..., P, in the original problem), the computation can
be accelerated by reusing these values. Pippenger’s algorithm [23] is a well-known
algorithm that uses precomputation to speed up MSM computation, which breaks
down a scalar into multiple chunks and precomputes scalar multiplications for all
possible values of a chunk. Variants of Pippenger’s algorithm have been proposed
to further optimize MSM computation, which usually involves different strategies
for precomputation and aggregation. Besides development of efficient algorithms,
hardware is also utilized for MSM acceleration including GPU, FPGA, and
ASIC [34,15,24, 32].

2.3 Overview of Proof Generation in ZK-SNARK

We briefly review the proof generation process of Grothl6 [12] to demonstrate
the role of MSM and the security requirements. For a given circuit C', the Setup
algorithm translates it to a Quadratic Arithmetic Program (QAP) instance, which
consists of three sets of polynomials Z(z) = {Ai(2)}, E(z) = {Bi(2)}, 6(2) =
{Ci(2)},i € [1,m] with coeflicients in a finite field IF, and a target polynomial
Z(z) € F[z]. Suppose F is a function describing the QAP, by taking as input n
elements of F and outputting n’ elements, i.e. in total N = n + n’ input/output
elements. Then a QAP computes F if for a valid assignment (zy,...,zy) € FY
of inputs and outputs there exist coefficients (zyy1,...,%m) s.t. the target
polynomial Z(z) divides the polynomial P(z) defined as

P(z) = (Ao(z) + é xiAi(z)> : (Bo(z) +g xiBz-(z)) - (C’O(z) +g xiCi(z)> .

This is equivalent to: Z(z) . E(z) - 6(2) = ﬁ(z) . E(z) for some polynomial
H(z) € F[z]. The prover knows a valid assignment for the circuit C, which is
(Z,W), where @ = (1,...,2y) is public and W = (N y1,...,Ty) is the secret
input. For ¢ € [N + 1, m], the prover evaluates the polynomials at a random value
s (provided by the Setup algorithm) and computes Y (s) = Yo N4 TiYi(s), for
Y € {A, B,C, H}. These values are encoded into elliptic curve points g* (*), with
g being the generator of an elliptic curve group and the prover outputs them as



the proof. For i € [1, N], the verifier evaluates the polynomials at s computes
Y(s) = Zfil x;Y;(s), with Y € {A, B,C,H}. These values are encoded into
elliptic curve points g¥ *), and the verifier checks the verification equations by
performing computations over an elliptic curve.

A major task of the proof generation algorithm Prove and the verification
algorithm Verify is to encode the public key with the witness vector (77, ),
which is essentially an MSM instance with the witness vector serving as scalars.
Based on the proof generation process, it is easy to see that the MSM computation
in the context of ZK-SNARKs has two security features: (i) The elliptic curve
points are public information and usually fixed; and (ii) The scalars are related
to the secret of the statement and need to be hidden.

3 Secure MSM Outsourcing Computation

We first formalize the problem of secure MSM outsourcing computation and then
present a protocol to solve the problem.

3.1 Problem Statement and Security Assumptions

Participants and security assumptions. Similar to other outsourcing compu-
tation tasks, MSM outsourcing computation involves two players, and we denote
them as prover (P) and service provider (S): (i) P is the actual entity involved
in the ZKP protocol for proof generation. Since P is the owner of the MSM
instance (all inputs) and the end user of the computation result, it does not have
motivation to deviate from the protocol and is fully trusted. (ii) S plays the role
of computation service provider, who has more computation power and utilizes
its resources to help P to handle computationally intensive tasks involved in
proof generation. Here we only consider the MSM computation. S is not fully
trusted, and it may deviate from the protocol to gain some benefits, such as
learning the secret information associated with the computation task or returning
an incorrect result.

The two players interact with each other through the following steps: (i) Prepar-
ing and sending data. P prepares the input data of the MSM instance (i.e., a set
of integers and elliptic curve points) and sends them to S to compute; (ii) Pro-
cessing data and returning result. S processes received data according to the
protocol, and returns the computation result to P; and (iii) Postprocessing. After
receiving the result from S, P further processes it to obtain the final MSM result.

Requirements of secure MSM outsource computation. There are two
essential requirements for secure MSM outsourcing computation:

— Scalar hiding. The scalars involved in the MSM computation (i.e., k;, ¢ € [1, n])
are closely connected with the statement P wants to prove and reflect the
secret information the prover wants to hide. Therefore, the scalars should
not be disclosed to the untrusted S directly.



— Efficient MSM result verification. Given that the computation is conducted
by a third party S that is not entirely trustworthy, it is imperative for P
to verify the accuracy of the computation result (i.e., S,,) efficiently. This
verification process must be less resource-intensive than performing the MSM
instance computation locally. It is important to note that the protocol is not
required to ensure the correctness of the MSM computation result, as S can
always provide arbitrary results or even refuse the service request.

For MSM result verification, a straightforward idea is to take the result returned
by P without verification and use it in the proof generation algorithm directly.
P can then run the ZKP verification algorithm Verify on the generated proof.
As P is honest based on our security assumption, the verification of the proof
will fail if the MSM computation result is wrong, assuming that MSM is the only
outsourced computation. Otherwise, the returned MSM computation result is
correct. Compared with an efficient direct verification, this delayed verification
using the ZKP scheme faces several limitations: (i) High latency. P can only learn
whether the MSM computation result is correct after the entire proof is generated
and verified, which leads to high latency for the detection. (ii) Potential waste of
computation. MSM contributes a significant portion of the proof generation, but
there are also operations such as polynomial-related tasks. (iii) Identification of
error. With this straightforward verification, it is hard to identify the error when
the proof is invalid. For instance, Groth16 [12] proof generation involves 3 MSMs,
so it is hard to tell which of these 3 computation tasks are wrong if the Verify
algorithm fails.

3.2 Overview of Secure MSM Outsourcing Computation Protocol

We summarize the notations that will be used in the protocol in Table 1 for conve-
nience, and then describe each step of the secure MSM outsourcing computation
protocol.

Table 1: Notations used in the secure MSM outsourcing computation protocol.

Notation Description

P The prover of the ZKP scheme.

S The service provider helps P for the MSM computation.

n The number of scalar multiplications in the MSM computation, which is a
positive integer.

ord The order of the elliptic curve group EC and all elliptic curve points belong
to this group.

ki The i-th scalar in the MSM computation, k; € Z,rq. When it is clear from

the context, we use the terms integer and scalar interchangeably.

k The scalar vector (k1, k2, ..., kn).

P; The i-th elliptic curve point in the MSM computation, P; € EC.

P The elliptic curve point vector {P1, Ps, ..., P,} of a given MSM task.

Sh The result of the MSM computation k - P, which is also an elliptic curve
point in EC.




We first give an overview of the secure MSM outsourcing computation protocol
in Algorithm 1 that outlines the way P and S interact their tasks and then
describe each step in detail in Section 3.3, including the notations used in
Algorithm 1.

Algorithm 1 High-level description of the secure MSM outsourcing computation
protocol

Require: Elliptic curve points P = (P1, Pa, ..., P,) and scalars k = (k1, k2, ..., kn),
which are only available to P.
Ensure: MSM result Sy, = k1P1 + koPo + - -+ + kn Py

: > Data preparation executed by P with input P,k N

1
2:|(Mp, R) < PointPreProcessing(P) > This function only needs to be done once.
3:|(Mg,t) < ScalarPreProcessing(k, R)

4:|\return (Mp, M) to S

o

> MSM computation executed by S with input Mp, My q

2

Q< Mp~*M, > Details of x are provided in the later part of the section.
7:|return Q to P

8: > Postprocessing executed by P with input Q,t N
9:|b + Verify(Q,t) > Note that t is selected by P in a previous step.
10:|if b is true then

11: ‘ return any element of Q

12: | else

13:||  return Incorrect

3.3 Detailed Secure MSM Outsourcing Computation Protocol

We describe the details of the functions given in Algorithm 1 in this section.

Data preparation. P prepares for the MSM outsourcing computation in two
steps:

— Step 1: Elliptic curve points preprocessing. P first expands the elliptic curve
points vector P associated with the MSM instance to a matrix of elliptic
curve points. Specifically, the prover generates a matrix of random integers
R={r;;} € Zﬁﬁ;‘, and for each row of R, the prover computes a Hadamard

product with P. We denote the resulting matrix as Mp, and
riaP1rroPy o TPy
7“2,1P1 7"2,2P2 7"2,nPn
Mp = : Do : (2)

Te1PL re P o Ty Py



Note that the computation of Mp is done locally by P, and S does not know
the random numbers in R. Furthermore, the computation of Mp only needs
to be done once and is used for multiple MSM instance computations.

— Step 2: Scalar preprocessing. Given an MSM instance, k is fixed and known
to P only. P needs to preprocess the scalars in k to hide them from S while
still allowing S to contribute to the computation of the MSM instance. To
achieve this feature (scalar hiding), P expands the scalar vector k to a matrix
in the following form before sending it to S:

kiikig kg
kot koo kap

Me=|{ . . . . (3)
ket koo -+ kop

For the i-th row of My, the prover generates a random integer t; € Z,.q, and
calculates

(kins ki, kin) < ti(ki/rin  ko/rio, .. kn/Tin), i=1,...,0. (4)

In total, P needs to choose ¢ random numbers for the generation of the
matrix M.
After generating the matrices Mp and Mg, P sends both of them to S. Note
that the matrix Mp only needs to be sent to S once when P needs to compute
multiple MSM instances for the fixed set of elliptic curve points P.

MSM computation on the side of S. S receives the matrices Mp and M,
from P, and computes Mp x M, as given in Equation (5).

Do ki (r Py

Mp*Mk = Z?:l kQ’_j(TZij) = (Q17Q27"'7Q£)T' (5)

> i1 ke (re;Py)

The operator x denotes a row-wise inner product between two matrices. Although
the £ rows of the matrix Mp are derived from the same set of elliptic curve points
P, S cannot infer any relationships among them. Consequently, each element in
the vector (Q1,Q2, ..., Q)T must be computed independently, each representing
a distinct MSM instance.

S can use any existing MSM computation algorithm to compute the £ MSM
instances, or different algorithms for different MSM instances. The only difference
is that when a precomputation-based MSM algorithm (e.g., [7,23]) is used, S
needs to maintain ¢ different precomputation tables. The computation result (i.e.,
¢ elliptic curve points) is sent back to P.

Postprocessing of returned result. P receives the result from S, which is a
vector of £ elliptic curve points, i.e., (Q1,Q2,...,Q¢)T defined in Equation (5).
P then computes the final MSM result S,, as follows:

Sn:ti_lQh i:17...,£, (6)



where t; is the random integer chosen by P and used in the data preprocessing
step. When § is honest and finishes the computation correctly, ti_lQi == tj_le
for any 4,7 € [1,/]. Otherwise, P rejects the results.

4 Analysis of the MSM Outsource Computing Protocol

4.1 Formal Security Analysis

In this section, we prove the correctness and analyze the security features of the
MSM outsource computing protocol given in Section 3.

Correctness of the secure MSM outsourcing protocol. Correctness implies
that the prover P can retrieve the correct MSM computation result if S follows
the protocol. The formal proof of correctness is given in Appendix A.2.

Detection of incorrect MSM computation result (soundness). Based on
the problem statement given in Section 3.1, there is no way to prevent a malicious
S from sending incorrect computation results to P. The best P can do is to
verify whether S has sent an incorrect result. The soundness requirement is that
a malicious S cannot cause P to accept an incorrect MSM result S’ # S,, with
non-negligible probability, where the verification is efficient for P. The formal
definition of soundness and corresponding proof are given in Appendix A.3.

Hiding of original scalars (privacy). The privacy requirement is that the
service provider S learns no information about the secret scalars k = (k1, ..., ky,)
from its view of the protocol. We model this using the simulation paradigm for
secure computation. Since the protocol is essentially one-way from P to S for
the input messages (Mp, Mg ), and S’s response @ does not affect the privacy of
k (i.e., @ is computed after S received the messages), we focus on simulating S’s
view (Mp, Mg). The formal definition of privacy and corresponding proof are
given in Appendix A.4.

Safety of reuse. In practical deployments, the prover P may reuse the point
matrix Mp across multiple MSM computations with the same point vector P
for different scalar vectors. Here we prove the security of IT in such cases. The
formal security analysis is given in Appendix A.5.

4.2 Side Channel Leakage Analysis

In practice, side channel attacks is a serious challenge for various cryptographic
schemes. Under our security model, the service provider § is not trusted. Therefore,
there is no side channel leakage on the side of S. For the prover P, there are two
major operations that may suffer from side channel leakage:
— Elliptic curve points preprocessing. This operation consists of group of scalar
multiplications, and an adversary can utilize existing side channel attacks [14,
25] to obtain information regarding the matrix of random integers R.
— Scalar preprocessing. This operation consists of a group of modular multipli-
cations, which also face different side channel attacks [20, 13] that can lead
to leakage of involved operators.



By combining information collected from these two operations, an adversary
has a chance to recover the original scalars k. Fortunately, existing mitigation
mechanisms (e.g., [29,13]) can be easily adopted to mitigate such risk. Side
channel resistant algorithms usually have higher computation cost. For instance,
compared with standard Montgomery multiplication, the side channel resistant
algorithm given in [13] introduced extra 8.5% overhead for 512 bits modulus. This
will only slightly increase the cost for P, and the outsourced MSM solution can
still save more than 90% of computation time compared with local computation.

5 Efficiency Analysis and Experiments

5.1 Theoretical Efficiency Analysis

In the protocol delineated in Section 3, certain operations are executed only
once, such as the generation of the matrix of elliptic curve points Mp, transmis-
sion of Mp to the third-party service provider &, and generation of the MSM
precomputation table associated with Mp on the part of S. This discussion
primarily focuses on the recurring costs incurred by the user P and S for various
MSM computation tasks. Table 2 provides a summary of the costs for P and S
employing different methodologies.

Table 2: Comparison of the cost of MSM computation with different methods.

w /o outsourcing ‘w outsourcing
Computation
P 1 MSM computation 2 x £ x n integer multiplications
(preparation stage)
¢ modular inversions and ¢ scalar
multiplications (verification stage)
S NA ¢ MSM computation
Storage
P n scalars, n points, and an|n scalars, n X £ + £ integers
MSM precomputation table
S NA n X { points, n X £ scalars, and an
MSM precomputation table
Communication
P None n X £ integers
S NA { points

# Scalars and integers in this table belong to Zorq.
b Points mean elliptic curve points.
¢ We only consider the amount of data sent by a party.

To evaluate the improvement of our protocol and compare it with the w/o
outsourcing computation, we conduct cost analysis and experiments on both
P and S sides using the popular BLS12-381 curve with group order ord =
0x73eda753299d7d483339d80809a1d80553bda402fffebbfefff££f££00000001,



and the underlying field characteristic p is 381-bit. For a typical zkSNARK proof
generation configuration, the value of n is typically between 219 and 22! [7].

Computation cost. For each MSM computation task, P must finish two
computation tasks: (i) Preparation stage. Generating the matrix of processed
scalars My, of size £ X n requires 2n{ integer multiplications. Note that r;_ jl can be
precomputed and stored so inversion is not needed in this stage. (ii) Verification
stage. Verifying the MSM computation result requires ¢ modular inversions and /¢
scalar multiplications. On the side of the service provider S, it needs to compute

¢ MSM instances.

For simplicity, we consider a simple MSM computation algorithm, where each
scalar multiplication k; P; in S,, (as defined in Equation (1)) is computed separately
using the doubling and addition method, then the intermediate results are added
together to obtain the final result. We use the following computation cost model
for comparison: (i) The computational cost of point doubling and addition are
the same, denoted as A. In the worst case, each scalar multiplication costs about
2 - (|logy ord| — 1) A, the total cost of computing S,, is [2- (|logy ord] — 1) - n +
(n—1)] -A ~ 2nlog, ord - A. (ii) The unit cost A is equivalent to about 14
field multiplications, denoted by M. Combining the above assumptions, the cost
of every single MSM computation for S can be estimated as 28nlog, ord - M,
measured in terms of field multiplications. (iii) Similarly, the additional overhead
for P can be estimated as 2¢n - M for preparation and (¢ -log, p + 14¢) - M for
verification.

Taking into account the probability that a malicious S returns a wrong MSM
result but passes the verification (Section 4.1), the recommended choice is £ = 2
or { = 3. Fig. 1 shows the theoretical analysis of the computation cost of one
MSM task over BLS12-381 curve for n = 2* (10 < k < 20). Compared with doing
it locally, the computation cost on the side of P using our method is almost
negligible. Specifically, our method is 1.50K ~ 1.78K times and 1.05K ~ 1.19K
times faster than computing MSM locally for P with £ = 2 and £ = 3, respectively.
Despite the increased computation time on the side of the service provider S, the
overhead is still acceptable in practice, as S typically has stronger computational
power and more abundant resources.
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Prover with outsourcing —— Prover with outsourcing ——
1x1010 Prover without outsourcing 1x1010 Prover without outsourcing ez
s Service provider with outsourcing gz s Service provider with outsourcing  gzzz=a
g 1100 g 1100
s 3
S 1x1® ERR (0
= =
S x107 S x107
2 2
£ 1x10° £ 1x10°
5 5
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5 1x10° 5 1x10°
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= x10t = x0t
1x10° 1x10° b
21
Size of the MSM (n) Size of the MSM (n)

(a) Numbers of multiplications for £ =2 (b) Numbers of multiplications for £ = 3

Fig. 1: Comparisons of computation cost.



Storage cost. We assume that each elliptic curve point is composed of two
finite field elements (z,y), and the size of a point is given by |P| = [log, p]| + 1
bits after applying the compression scheme, where p is the characteristic of the
underlying finite field. The size of a scalar/integer is [log, ord] bits, where ord
denotes the order of the elliptic curve. With the simple doubling-addition MSM
computation method, there is no storage cost for precomputation. In summary,
for every MSM computation task, P needs to store: (i) The original n scalars
containing secret information; and (ii) n x ¢ 4 ¢ integers corresponding to the
random matrix R € Zﬁfg and random integer vector t = (¢1,ta,...,¢;) where
t; € Zorg and 1 < i < L. The service provider S needs to store: (i) n x £ elliptic
curve points (matrix Mp); and (ii) n x ¢ scalars (matrix My).

When instantiating the protocol with the BLS12-381 curve, we summarize
the storage-related results in Fig. 2. For ¢ = 2, the prover P benefits from
reduced storage requirements using our method compared to local computation
(Fig. 2a), as it avoids storing the vector of elliptic curve points P. For ¢ = 3, the
storage cost for P is nearly identical across both approaches, since additional
randomness must be retained to support secure outsourced MSM computation.
It is worth noting that the storage cost for the service provider is typically
not a limiting factor, given its ample computational resources. Moreover, when
employing a more efficient MSM algorithm such as Pippenger’s method, the
storage overhead is dominated by the precomputation table, which can reach
several gigabytes. In such scenarios, the outsourcing protocol proposed in this
work becomes the only practical solution for a resource-constrained P who seeks
to leverage high-performance MSM algorithms.
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(a) Different storage costs for £ = 2 (b) Different storage costs for £ = 3

Fig. 2: Comparisons of storage cost.

Communication cost. Outsourcing introduces additional communication over-
head; we evaluate its impact and demonstrate that this overhead remains ac-
ceptable for both the prover P and the service provider S. In each MSM com-
putation task, P transmits the matrix of processed scalars Mg—of dimension
n X —to S. Upon completing the computation, S returns ¢ elliptic curve points
(Q1,Q2,...,Q¢)T to P for verification. Fig. 3 presents the communication costs
for both parties, considering only the cost of data transmission. For a fixed /¢, the
communication overhead incurred by P grows linearly with n, while the overhead
for S remains constant and depends solely on ¢, which is negligible for £ = 2, 3.



These findings collectively confirm that the communication overhead is modest,
thereby supporting the practicality and feasibility of the proposed outsourcing
protocol.
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Fig. 3: Comparisons of communication cost.

5.2 Experimental Evaluation and Comparison

To further substantiate our theoretical analysis and compare it with other collab-
orative proof generation schemes [10, 17], we conducted a series of experiments
using arkworks cryptographic framework (https://arkworks.rs). The experi-
ments were implemented in Rust and relied on the ark-bls12-381, ark-ec, and
ark-ff libraries (v0.4.x), which provide optimized implementations of elliptic
curve arithmetic over the BLLS12-381 curve. In particular, MSM computations
over G; were performed using the built-in Pippenger algorithm provided by
arkworks. All benchmarks were compiled in release mode and executed on an
Amazon EC2 c7i.large instance equipped with 2 vCPUs and 4 GB RAM, running
Ubuntu 24.04 LTS, and this environment is the same as Hyerplonk++ [17]. Each
experiment was repeated 10 times, and the average execution time was reported
to mitigate noise.

Experimental performance of our solution. The performance results of our
solution are summarized in Table 3, which demonstrate substantial computational
savings. Specifically, for varying values of n, the computation time required by P is
reduced to just 0.45%-1.75% and 0.69%-2.77% of the time needed for local MSM
computation for £ = 2 and ¢ = 3, respectively. Within the prover’s computational
overhead, the verification step incurs a constant cost and is negligible compared to
the preparation phase with increase of n. Although the service provider S requires
more time to complete each MSM task, this is not a limiting factor, as S is
assumed to have access to significantly greater computational resources. Moreover,
we note that the performance of the service provider S reflects execution on
general-purpose CPU hardware, its performance can be expected to improve
substantially when more efficient hardware such as GPUs or ASICs is employed.

Experimental performance comparison with other collaborative proof
generation methods. Unlike collaborative proof-generation schemes zkSaasS [10]



Table 3: Summary of experimental performance results of our solution.

n £ P (w/o outsourcing) P (outsourcing) S (outsourcing)

Preparation Verification

210 2 281 ms 0.593 ms 4.322 ms 561 ms
3 280 ms 0.892 ms 6.874 ms 841 ms
212 2 905 ms 2.373 ms 4.324 ms 1.810s
3 906 ms 3.604 ms 6.874 ms 2.716s
214 9 3.115s 9.626 ms 4.321 ms 6.231s
3 3.102s  14.439ms 6.873 ms 9.306's
216 9 10.388s  37.977ms 4.323 ms 20.775s
3 10.380s  56.649 ms 6.875 ms 31.1405s
218 9 38.592s 153.375ms  4.325ms 77.184s
3 37.943s  250.927 ms 6.879 ms 113.828s
220 9 134.739s  603.804 ms 4.326 ms 269.478s
3 134.739s 919.110ms 6.879 ms 404.217s

and HyperPlonk++ [17] that handle the entire proof-generation process and
involve multiple collaborators, our solution targets MSM computation specifically
and requires only one additional collaborator (the §). To ensure a fair compari-
son, we make the following assumptions: (i) Since zkSaaS and HyperPlonk++
worked on different ZKP schemes, we use the acceleration ratio as the metric
for computation efficiency comparison; and(ii) We assume a straightforward
distributed implementation of & with 1 leader node and 127 worker nodes, where
the original MSM instance is partitioned into 128 smaller sub-tasks evenly. The
leader computes one sub-task and collects results from worker nodes to compute
the final result.

Table 4: Comparison our solution with other collaborative proof generation
methods [10] and [17].

Computation Computation

Method 0 LAN in WAN Communication
L . .1 B
/kSaaS [10] eader 0.9%x 0.1x 90 G
Worker 0.9x 0.1x 718 MB
HyperPlonk++ [17] Leader/Worker 28.0% 25.5% 43 MB
a P: 4.28 MB
Ours 99.5% S: 345 KB

# Since the performance difference between LAN and WAN is negligible for our
solution, we record a single ratio.



Table 4 summarizes the computation and communication costs of our solution
compared to zkSaaS and HyperPlonk-++, assuming a circuit size of 22!, 128
parties, and ¢ = 2. Overall, our MSM outsourcing approach demonstrates supe-
rior performance relative to existing MPC-based collaborative proof generation
schemes: (i) Higher computational efficiency. MSM is inherently embarrassingly
parallel, and state-of-the-art implementations achieve near-linear speedup [4].
Under our outsourcing model, the service provider S primarily executes one
or more MSM instances, enabling straightforward parallelization and hardware
acceleration. This design achieves a 99.5x speedup with 128 nodes. In contrast,
MPC-based solutions exhibit limited scalability; for example, HyperPlonk+-+
reports only about 28x speedup with 128 parties. (ii) Lower communication
overhead. MPC protocols typically incur significant communication costs. For
zkSaaS and HyperPlonk++, the per-server communication volume ranges from
43 MB to 90 GB depending on the server’s role. In comparison, our solution
requires only 4.28 MB for P and 34.5 KB for S.

6 Related Works

Efficient MSM computation. Efficient MSM computation has been intensively
studied. When no extra information is provided (e.g., the relationship between
elliptic curve points of the MSM instance), it is difficult to simplify the compu-
tation cost directly. From an algorithmic perspective, different strategies have
been proposed to achieve a trade-off between computation and storage, including
Pippenger’s algorithm [23] and its variants [7,18]. The central idea of these
algorithms is to store a set of pre-computed values and use them multiple times
to reduce the overall computation cost. The other direction is to use different
hardware platforms to speed up the computation through parallelism, such as
GPU [15], FPGA [24], and ASIC [16]. These works are complementary to the
MSM outsourcing method developed in this paper. By enabling secure MSM
outsourcing, these MSM computation acceleration hardware can be deployed in a
cloud computing environment and shared by multiple users to maximize resource
utilization.

Collaborative proof generation using MPC. Smart and Alaoui [28] devel-
oped a framework that can convert a one-party protocol over an elliptic curve to
an n-party protocol, which utilizes a commitment scheme and an SPDZ proto-
col [5]. Following this work, several efforts have been made to split the zk-SNARK
proof generation workload among multiple participants [22,10]. As an important
component of the proof generation procedure, the traditional MSM computation
is also converted to a distributed version. The original goal of [22] was to enable
proof generation for a secret shared among multiple participants, and [10,17]
extended the idea to build a service for proof generation.

Uunlike the MSM outsourcing approach proposed in this paper, prior works [22,
10] based on general MPC frameworks adopt the strategy of outsourcing the
entire proof generation process. Although these approaches offer significant
flexibility (e.g., supporting diverse statements and even multiple ZKP schemes),



they incur substantial efficiency penalties for core operations such as MSM, as
discussed in Section 5. Furthermore, our solution only assumes the prover itself is
honest and generates the proof knowing the secret scalars (witness), while MPC-
based collaborative proof generation approaches [22,10] require the majority of
participants to be honest to generate a correct proof and hide the secret witness.

Linear blinding and blind signatures. The concept of linear blinding has
been widely applied in the construction of blind signature schemes, which aim to
conceal the message from the signer [3,21]. Similar to MSM outsourcing, a blind
signature protocol typically involves three stages: (i) The user preprocesses the
message and sends a “blinded” version to the signer; (ii) The signer applies its
private key to sign the blinded message and returns the signature; and (iii) The
user “unblinds” the received signature using the public key and the blinding
information used during preprocessing. Despite this structural similarity, there
are several fundamental differences: (i) Goals. Blind signatures aim solely to hide
the message from the signer, whereas MSM outsourcing prioritizes reducing the
prover’s computational cost in addition to preserving secrecy; and (ii) Settings.
Blind signature schemes rely on a public/private key pair, whereas MSM outsource
computation assumes that the server holds no extra secret information.

7 Conclusion

In this work, we address the computational bottleneck posed by multi-scalar
multiplication (MSM) in zero-knowledge proof (ZKP) generation by introducing
a secure and efficient outsourcing protocol. Our approach enables a prover to
delegate MSM tasks to a more powerful but untrusted service provider, while
preserving the confidentiality of secret scalars and ensuring verifiability of the
results. Through a novel randomization and de-randomization mechanism, the
protocol achieves strong security guarantees, including scalar hiding and correct-
ness verification, with a negligible probability of accepting incorrect outputs. Both
theoretical and empirical analyses demonstrate that our scheme substantially
reduces the prover’s computational and storage burdens, while maintaining prac-
tical efficiency for the service provider. Moreover, the protocol is compatible with
existing MSM acceleration techniques and ZKP frameworks, making it a scalable
and cost-effective solution for real-world deployments. This work opens new di-
rections for secure computation outsourcing in cryptographic systems and lays a
foundation for the broader adoption of ZKP technologies in resource-constrained
environments.
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A Formal Security Analysis and Proofs

A.1 Cryptographic Assumptions

Definition 1 (Discrete Logarithm (DL) Problem). Let G be a cyclic group
of prime order ord with generator P. Given (P,Q) € G? where Q = xP for some
$
T I

*vq, the DL problem is to compute x. The DL advantage of an algorithm
B is:

AdvE(B) = Prfz & 7%,,;,Q « 2P : B(P,Q) = 1]
We say the DL assumption holds in G if for all PPT algorithms B:

AdvEH(B) < negl())
where X\ is the security parameter.

In the Algebraic Group Model [8], we restrict attention to algebraic adversaries:
any PPT adversary A that outputs a group element € G must also output a
representation of @) in terms of all group elements it has received as input.

Definition 2 (Algebraic Group Model (AGM)). If A receives group ele-
ments {G1,...,Gn} C G and outputs Q € G, it must also output coefficients
(c1,...,Cm) € LT, such that:

ord

Q= i ciG;
i—1

The AGM captures the fact that in practice, to compute a group element,
one must perform group operations on known elements. It is a natural restriction
that makes extraction possible while maintaining the hardness of DL.

A.2 Formal Proof of Correctness

Theorem 1. If both P and S follow the protocol described in Section 3, then
S, = t;lQi foralli=1,... ¢ and P can obtain the correct MSM computation
result.

Proof of Theorem 1. According to Equation (3) and Equation (4), we have:

kiarin kiorio kinTin
ti LTy

(k1, ko, ... kn) = ( ), i=1,2,...,¢. (7)

)

The correctness of the protocol can be verified by checking the following equation:

n

_ 1 ki jTi - _
t71Qi = - > kijlriiP) =Y %Pj = kP, i=1,2,....0 (8)
K3 ]:1 1 ]:1

j=1

The last equality holds due to Equation (7), and }°7_, k; P; = S, according to
the definition of S,,. O



A.3 Formal Proof of Soundness

Theorem 2 (Soundness). Let A be a PPT adversary playing the role of a
malicious server S* in protocol Il. Define the soundness advantage of A as:

Advio " A) = Pr[P outputs S' # Sh]

where the probability is over the random coins of P (sampling R and t) and A.

Then under the Discrete Logarithm (DL) assumption in G:

Le—1)

2-ord
In practice, for ord ~ 2255 (e.g., BLS12-381) and £ = 2, we have Advis"(A) <

27255 1 9n - Advia¥(A) < negl()).

Advieumd(A) < + fn - AdvEE(N)

Proof of Theorem 2. We prove the theorem through a sequence of games.

Game 0: Real Attack

This is the real protocol execution with adversary A as malicious server S*.

Algorithm A.2 Game 0 (Real Attack)

1: Input: Security parameter A, MSM instance (k, P)

2: P samples R = (r; ;) & (Z%,.0)"

3. P computes Mp = (ri,jpj)ie[é],je[n]

4: P samples t = (t1,...,t0) & (Z%.0)"

5: P computes k; ; = tikjrifj-l mod ord for all i, j

6: P sends (Mp,My) to A

7: A returns Q' = (Q4,...,Q})

8: P computes S} = t;'Q} for all i € [¢]

9: Compute correct result: Sp, = > 7, k; P;

10: if S{ =85 =--- =85, and S| # S,, then

11: ‘ return 1 > Adversary succeeds
12: else

13: | return 0 > Attack fails

Let po = Pr[Game 0 — 1]. By definition, we have py = Advi?""¢(A).

Game 1: Eliminating Row Collisions

In this game, we abort if two different rows of M p produce the same MSM result
when multiplied by their respective rows in Mj. More precisely, we abort if there
exist distinct 41,42 € [¢] such that:

n
Jj=

n
Kiv i (riv i Py) =Y kiy (i 5 P5),
1 =1



despite the fact that the rows (7, 1,...,7in) and (74,.1,...,7i,,»n) being inde-
pendently random.

Lemma 1 (Collision Bound). Let p; = Pr[Game 1 — 1]. We have |p1 — po| <
2(0—1)
2-ord

Proof of Lemma 1. For any two distinct rows iy, iz € [¢], consider the event E
that:

11,12

n n
-1 —1
S otk i P =Ytk v, P
j=1 j=1
Above equation can be simplified:
n n
til ijpj = ti2 ijpj = tiISn = ti25n.
j=1 j=1
Since S, # 0 (assuming not all k; = 0, which is trivial case), this requires:
ti, = t4y-

But ¢;, and t;, are sampled independently and uniformly from Z7, ;. Therefore:

1
Pr[E;, i) = Prfti, = ti,] = —.
By union bound over all (S) pairs:
Pr[Collisi | < 6y 1
r ision T L
ollision occurs] < { | - —

Since Game 0 and Game 1 differ only when a collision occurs:

0L —1)
2-ord

Ip1 — po| <

Game 2: DL Reduction with AGM Extraction

Now we construct a reduction that uses an algebraic adversary succeeding in
Game 1 to solve the DL problem.

Lemma 2 (DL Reduction in AGM). There exists a PPT algorithm B such
that:
p1 < In-AdvEH(B).

Proof of Lemma 2. We construct a reduction B that uses algebraic adversary A
to solve the DL problem as shown in Algorithm A.3.



Algorithm A.3 DL Reduction B(P, H) using algebraic adversary A

1: Input: DL challenge (P, H = z* P) where z* € Z,,.;, unknown
2: Output: 2" or L

3: > Guess where to embed challenge

4 &, 5 &

: > Setup blinding matriz Mp
:fori=1tof, j=1ton do

5

6

7 Sample 7 ; & Lrq

8 | if (i,j) = (i*,5%) then
9

: Mp [’i*,j*} — H
10: else

11: Mp[i,j] (—7"‘2'7]' 'Pj
12: Ti,j < f@j

13: > Setup scalar matriz My,

14: Sample t = (t1,...,t0) & (Z5.9)°
15: Sample o & L

16: fori=1to ¢, j=1ton do

17: if (i,7) = (4%, 75") then

18: ke

19: else

20: L ki’j — t;- kj . ﬁ:]l mod ord
21

52: Send (Mp, My) to A

23: > A is algebraic
24: Receive Q' = (Q1,...,Q7) and (c;1,-..,ci,m) for each Q; from A

25: > Verification check

26: for ¢ =1 to ¢ do

27 | Sl t7'Q;

28: Compute correct result S, =377, k; P;
29: if not (S} =--- =57 and S| # S,) then
30: | return L

31: > Extraction using AGM
32: Let S’ = 87 and 3 be the coefficient of H in the representation of Q}«

33: > From the correct computation:

34: QO = £, Sy + (0 — tiekije )P

35: > But verification gives: Qi = t;+ S’
36: > The algebraic representation shows the coefficient of H = ™ P is 3
37: > From consistency: = ax™ — ti+kj«. So

38: 2* < o' (B + ti+k;+) mod ord

39: return z*




The key idea is that in the AGM, when A outputs Q. it provides coefficients
showing how Q). was computed from all input group elements. Since H =
x*P appears in Mp[i*,j*], and A is algebraic, the coefficient 8 of H in the
representation directly gives us the relationship needed to extract z*. More
specifically, the honest computation would give contribution aH = az* P from
the embedded position and the adversary’s algebraic representation shows actual
coefficient 3 for H. So we can obtain z* = a™!(8 + t;«k;+) from the verification
equations and consistency requirement.

The reduction in Algorithm succeeds if A succeeds in Game 1 and the guess
(¢*,7*) is correct. Hence we have

AdvRY(B) > L

From Lemmas 1 and 2, we obtain

L4 —1) 04 —1) DL
< - 7 B .
po < 5 ord +p < 5 ord + In - Advg(B)

d
Adv;"(A) =
Note that the above reduction has a loss factor of ¢n, where £ is small (typically
2 or 3 ) and n can be large (i.e., 220 or more). However, the DL assumption has
a substantial security margin. For practical parameters, the security level of the
protocol IT remains well above 100 bits.

O

A.4 Proof of Perfect Privacy

Theorem 3 (Perfect Privacy). The protocol II realizes the ideal functionality
FMSM-Outsource With perfect (information-theoretic) security against any malicious
server S* (even computationally unbounded). Formally, for any adversary A (not
necessarily PPT), there exists a simulator Sim such that for all scalar vectors
k,k' € Z" , and point vectors P € G":

ord
View " (k, P) = Viewi " (k/, P)

where = denotes identical distribution (statistical distance zero), and the view
consists of all messages received from P: View = (Mp, My).

Proof of Theorem 3. We construct a PPT simulator Sim that generates a view
indistinguishable from the real protocol without knowledge of k as shown in
Algorithm A 4.



Algorithm A.4 Simulator Sim(1*,n, P, G, ord, ()

1: Input: Security parameter A, public parameters (n, P, G, ord, {)
2: No access to: Secret scalars k A
Output: Simulated view (M%™, M7™)

W

> Simulate point matriz N
fori=1to ¢, j—ltondo
Sample TS‘m & Zhrg
ME™[i, j] < 135" - P;

8: > Simulate scalar matriz <
9: for i =1 to ¥, j—ltondo

10: Sample ks‘m ord
11: M™[i, 5] + k5

12: return (M$™, M;™)

We now prove that the simulated view has identical distribution to the real
view. In the real protocol execution with input (k, P), we have

Mrcal[ 5] ] Tw- . Pj, Tij (i Z*
My jl =t ky-ri ), ti &z,

whereas in the ideal world, we have

MEMi, ) = B, S 2,
MiEli, ) & 25,

We can prove the following three lemmas.

Lemma 3 (Point Matrix Equivalence). For all i € [{],j € [n]:
M, 5] = ME™i, ]
Proof of Lemma 3. Both M?![i, j] and M3™[i, 5] are computed as:
r- P

where r & 7}, is uniformly random and independent.

Since the randomness is sampled identically in both cases, and the point P;

is fixed:
Mreal [ ] Msnn [ ]

Furthermore, all entries are independent, so:

real — sim
M = M



Lemma 4 (Scalar Matrix Equivalence). For alli € [{],7 € [n] and any fized
ki € Z.4: _
MM, j) = M (i, ]

Proof of Lemma 4. For any fixed ¢ € [¢],j € [n] and k; € Z,,, in the real
protocol, we have
M i ] =t - ky - r;jl mod ord,

$ . . . .
where ¢;,7;; = Z},., are independent and uniform. Consider the function:

[l gy} Ly — L, ft,r)y=t-k;-r~! mod ord.

ord»

For fixed k; # 0 and r € ZZ,,, the map ¢ — t - k; -7~ is a bijection from Z? , to
7}, 4 Since t is uniform, the output is uniform as well. More formally, for any

y € Z*, ., we have

ord’

Pr[M;i, j] = y] = Pr[t; - k; - r;jl =yl=Priti=y-ri;- k:;l]

For any fixed value of r; ;, the value y - r; ; - k7! is some element in Z* ,, and

J ord’
since t; is uniform:
1

Pr[ti =y- Ti,j . ]{;_71] = %

j
This holds for all y, so M}e®[i, j] is uniformly distributed. Since M{™[i, j] is also

uniformly distributed in Z}; (by construction):

M;ei, j] = ME™[i, 5).
O
Lemma 5 (Independence). All entries of M7 are mutually independent.

Proof of Lemma 5. We consider two distinct entries (i, j1) # (i2, j2). There are

the following two cases.
— Case 1: iy # iy (i.e., different rows). In this case, we have M [i;, ji] =

ti, - kj, -r;_ljl and M,geal[ig,jg] =t;, - k; ~r;271j2. Note that M,ieal[il,jﬂ and
M:eal[iy, jo] are computed using independent random variables i, , tiy, Tiy i1s Tig ins
respectively. Therefore, they are independent.

— Case 2: i1 = ip but j; # jo (i.e., same row, different columns). In this case, we

. 1 .. —1

have Mi®iy, j1] = ti, - kj, -y, and MEe[iy, jo] = t;, - kj, -7; ;. Note that
Mrealfiy, 1] and ME8l[iy, js] are computed using independent 7, j,, 7, j,,
respectively. By the uniformity argument (Lemma 4), they are independent.

i1

Hence, all entries of Mffal are mutually independent. O

Combining Lemmas 3, 4, and 5, we obtain: (i) M3l = M$i™ (i.e., identical
distribution); (ii) Each entry Meal[i, j] = M™[i, j] (i.e., uniform in Z* ,); and

ord



(iii) All entries are mutually independent in both real and simulated views.
Therefore, we have
(M, M) = (M, M),
Since the simulator Sim does not use k and the distributions are identical, i.e.,
View's? (k, P) = Viewsie® (P).

The view is completely independent of the secret scalars k.

A.5 Proof of Security Under Protocol Reuse

Theorem 4 (Security Under Reuse). Let 1y, Ils, ..., I, denote m sequen-
tial executions of the MSM outsourcing protocol with:

— Shared point vector P and point matriz Mp (computed once);
— Distinct scalar vectors k™M k3. k(™)
— Fresh randomness t 3. t(™) for each execution.

Then the following privacy and soundness claims hold:

— Privacy: The joint view of a malicious server across all executions
View = (Mp, MY MP . M™)

reveals no information about any k) beyond public parameters (i.e., perfect

privacy).
— Soundness: For each evecution II;, the soundness error is

-1
a d) + fn - AdvEE(N)

Advi?(A) < o

(i.e., unchanged from single execution).

Proof of Theorem 4. We first prove the privacy claim. In the real world review,
the server S* observes:

Mp = (ri; P})ice),jen) (fixed, sent once),
MDY — (t(l)k(l)r—l), , (execution 1)
koo TR T 5 ) ’
M’(f) — (t§2)kj(<2)7‘,;j1)i,j (execution 2),
M’(Cm) = (tgm)kj(.m)rifjl)i)j (execution m),

where t1) ¢ ¢0m) & (Z%,,)" are freshly sampled for each execution.

For each execution j € [m] and each entry (i, c), we have
MOl = 49049 17

Since tgj )& Z},, is fresh and independent, we obtain



- MY ) [i,c] is uniformly distributed (by same argument as Theorem 3);
]Z]) [i, c] is independent of £,
]Z]) [i, ] is independent of all previous M,gl), . ,M,Ej_l).
The simulator for multiple executions simply runs the single-execution simu-
lator m times independently as shown in Algorithm A.5.

Algorithm A.5 Multi-Execution Simulator Sim,,

1: Input: Public parameters (n, P, G, ord, £), number of executions m
2: No access to: Any k)

3: > Simulate shared point matriz (once) <
Sample M35™ as in Theorem 3

=

> Simulate scalar matrices (independently for each execution) N
for j =1 tom do
L for i =1to ¢, c—ltondo

t Sample M;™ @i, ] &z // Independent uniform

9: return (Mﬁgm7 Miim’(l), o Micim,(m))

Applying the same reasoning as presented in Theorem 3, it follows that for
each execution j, we have

M,zcal’(j)[i, o= Mzim"(j)[i, ¢] = Uniform(Z}, ;)

Since the randomness tV) is fresh and independent across executions, the
matrices MS)7 . ,M,(cm) are mutually independent in both real and simulated

views. Consequently, we derive
(MP; M](;), .o M(m))rcal (M ]_\/_[(1) . M}(Cm))sim

As a result, privacy is perfectly preserved across all m executions.
Next, we prove the soundness claim. For each execution II;, the soundness
analysis from Theorem 2 applies independently due to: i) Fresh randomness

ti) & (Z:,,)" is sampled for each execution; ii) The verification equations use
this fresh randomness; iii) The adversary cannot predict tU) even knowing Mp
and previous executions; and iv) Each execution’s soundness error is independent
of all other executions.

As a result, for each execution j € [m], we have

0L —1)
2-ord

The reuse of Mp does not help the adversary because the fresh t\9) maintains
the randomization needed for soundness.

Advig 4 (A) < + n - AdvR™ ()

O



